WIN-PAK SE/PE

The Complete Access Control Software

User’s Guide



User Non-Disclosure Agreement 1

Information in this document is subject to change without notice. Companies,
names and data used in examples herein are fictitious unless otherwise noted. No
part of this document may be reproduced or transmitted in any form or by any
means, electronic or mechanical, for any purpose, without the express written
permission of Honeywell Access Systems.

© 1999-2001 Honeywell Access Systems. All rights reserved.

Microsoft, Windows 2000, Microsoft SQL, and MSDE are either registered trade-
marks or trademarks of Microsoft Corporation in the United States and/or other
countries.

Burle, Javelin, Panasonic, Philips, Vicon, Dedicated Micros, Geutebruck, Pelco,
Wiegand, Hughes, IDI Proximity, Casi-Rusco, Cotag Proximity, Dorado Mag-
stripe Cards, Sielox Wiegand Cards, Sielox Proximity Cards, NCS 25-Bit Cards,
NCS 29-Bit Cards, Kidde Cards, Continental 36-Bit Cards, Continental 37-Bit
Cards and other product and company names mentioned herein may be the
trademarks of their respective owners.



WIN-PAK SE/PE User’s Guide

User Non-Disclosure and License Agreement

Important: This Agreement must be read before proceeding with
any Honeywell Access Systems software. By installing this soft-
ware you agree to the terms of this Agreement.

Important: This software is a proprietary product of Honeywell
Access Systems. It is protected by copyright and trade secret
laws. It is licensed [not sold] for use on a single computer system,
and is licensed only on the condition that you agree to this User
Non-Disclosure and License Agreement.

Please Read This Agreement Carefully.

If you do not agree to the terms contained in this Agreement,
please return the sealed software unopened to your supplier,
along with any associated manuals and/or other documentation. If
you agree to the terms contained in this Agreement, proceed with
the installation and registration of the software online at
www.honeywellaccess.com or by calling (414) 766-1700 between
8:00 a.m. and 5:00 p.m. (CST).

In consideration of and upon receipt of payment of a license fee
by you, Honeywell Access Systems grants to you a non-exclusive
license to use this software and any associated manuals and/or
other documentation furnished herewith (together referred to
herein as "SOFTWARE") under the following terms and condi-
tions.

Should you elect not to assume the obligations of this agreement,
do not break the seal on the SOFTWARE. Return the SOFT-
WARE and any associated manuals and/or other documentation
to the supplier for refund or credit. If you are unsuccessful in
obtaining a refund or credit, please contact Honeywell Access
Systems at 135 West Forest Hill Avenue, Oak Creek, WI 53154.
No refund or credit will be given on any SOFTWARE pack-
age on which the SOFTWARE seal has been broken.

You shall not provide or disclose or otherwise make available the
SOFTWARE or any portion thereof in any form to any third party.
You shall be obligated to retain in confidence the SOFTWARE,
except for any published user manual(s) you may have received
from Honeywell Access Systems and except for SOFTWARE
information which is publicly known, or lawfully received from a
third party, or known by you prior to the date you received the
SOFTWARE.

You shall not have the right to print, copy or reproduce, in whole,
in part, or in any form whatsoever, the SOFTWARE, except that
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two copies of the media may be made, in machine-readable form,
for use by you for backup and/or archiving purposes on a single
computer system. You may not transfer the SOFTWARE elec-
tronically from one computer to another or over a network.

You agree not to decompile, disassemble or otherwise reverse
engineer the SOFTWARE. You may not modify the programs in
any way without the prior written consent of Honeywell Access
Systems.

The manuals and other documentation may not be copied for any
purpose. The SOFTWARE may be removed from one computer
system and transferred to a backup system, but shall not under
any circumstances be used concurrently on more than one com-
puter system, unless otherwise licensed to do so.

You agree to maintain full and complete records of the number
and location of any such copies of the SOFTWARE which have
been generated, and to reproduce on any such copies any and all
copyright notices and other markings and notices present on the
originals.

From time to time as they become available, Honeywell Access
Systems may notify you of any enhancements or updates released
by Honeywell Access Systems for SOFTWARE licensed hereun-
der. Any such updates offered would be subject to standard Hon-
eywell Access Systems terms and charges if any. Only registered
licensees will be offered any such updates. The license of the
SOFTWARE provided by this Agreement shall not be assignable
or otherwise transferable by you, except that, if you are a legally
constituted organization, you may transfer the license as part of a
transfer of your entire business or assets, or that portion of your
business or assets to which the license of the SOFTWARE per-
tains.

NOTICE: This SOFTWARE is licensed [not sold]. It is licensed
to licensees, including end-users, without either express or
implied warranties of any kind on an "as is" basis. Honeywell
Access Systems makes no express or implied warranties to licens-
ees, including end-users, with regard to this SOFTWARE, includ-
ing merchantability, fitness for any purpose or non-infringement
of patents, copyrights, or other proprietary rights of others.

Honeywell Access Systems shall not have any liability or respon-
sibility to licensees, including end-users, for damages of any kind,
including special, indirect or consequential damages, arising out
of or resulting from any programs, services or materials made
available hereunder or the use or modification thereof.
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NOTICE: Honeywell Access Systems makes no claim or war-
ranty with respect to the fitness of any product or SOFTWARE
for a specific application and assumes no responsibility for instal-
lation. This warranty is in lieu of all other warranties, express or
implied. No representative or agent of Honeywell Access Sys-
tems may make any other claims to the fitness of any product for
any application.

So long as the SOFTWARE licensed hereunder remains a part of
Honeywell Access Systems, Honeywell intends to issue periodic
enhancements and updates which will include corrections of pro-
gramming errors discovered or brought to Honeywell's attention.
However, Honeywell shall not be obligated to issue such
enhancements or updates on any particular schedule.

NOTICE: The SOFTWARE contained herein is licensed as a
"service only" for no particular application. It is not to be consid-
ered or construed as a "good" for product definition within the
meaning of the uniform commercial code and applicable state
law. Honeywell Access Systems makes no commitment to con-
tinue producing this or any other compatible SOFTWARE, nor
makes any commitment as to marketing the SOFTWARE in any
given territory.

NOTICE: This license Agreement is for Honeywell Access Sys-
tems SOFTWARE and/or documentation only. The SOFTWARE
requires that the user obtain (either from Honeywell Access Sys-
tems or another supplier) additional SOFTWARE such as but not
limited to operating systems and/or system utilities, compilers or
computer languages. It will be the user's obligation to complete
and register any other SOFTWARE agreements as required by the
manufacturer. Honeywell Access Systems assumes no responsi-
bility for any other manufacturer's SOFTWARE.
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About this Guide

Scope

The WIN-PAK User’s Guide helps you in installing, configuring, and using the
WIN-PAK access control software. In addition, this guide includes the Special
Applications section, which describes the configuration of the several other
applications to use WIN-PAK.

Intended Audience
This guide is intended for the WIN-PAK operators and Administrators.

Prerequisite Skills

Knowledge of Access Control System and its terminologies.

Document Structure

The guide is divided into several chapters for better organization. The following table
describes the details of what is covered in each chapter:

Chapter Description

Chapter 1, Introduction Gives an overview of WIN-PAK and explains the key
software concepts and features.

Chapter 2, Installation Covers the system requirements, installation procedures,
licensing and registration information.

Chapter 3, User Interface | Explains the basic convention used in the user interface of the
WIN-PAK software. This chapter also includes the procedures
to access the Help.

Chapter 4, Getting Explains the basic configuration details of the client and
Started server. This helps you to get started with the WIN-PAK
software. It also includes the configuration details of
WIN-PAK services.

Chapter 5, System Describes how to configure WIN-PAK users and to set or
Settings change the default settings of WIN-PAK.
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Document Structure

Chapter

Description

Chapter 6, Quick
Configuration

Comprises sections for configuring servers, panels, and
readers using Quick Start wizard.

Chapter 7, Badging

Describes how to design a badge, configure the badge DLLs
and the badge printer.

Chapter 8, Card Holders

Includes information on setting up the card holder template,
card holders, cards, and assigning card holders to cards and
badges. In addition, this chapter describes how to use the
WIN-PAK Import Utility to import the card and card holder
information to WIN-PAK from an Excel sheet.

Chapter 9, Time
Management

Explains how to set time zones, schedule an event, and define
holiday groups and daylight saving groups.

Chapter 10, Device Map

Comprises sections for configuring servers, panels, readers,
and abstract devices and, in addition, includes instructions on
how to monitor intrusions using the Galaxy and Vista Panels.

Chapter 11, Defining
Areas

Describes how to define access areas, control areas and
tracking and muster areas, control devices through the control
map, and monitor card holder movement in the tracking and
muster areas through the tracking and muster view.

Chapter 12, Floor Plan

Explains how to create floor plans and control devices from
the floor plan view.

Chapter 13, Command
File

Includes sections on defining commands, command files, and
for controlling devices by executing the command files.

Chapter 14, Guard Tour

Describes how to define and run guard tours.

Chapter 15, Monitoring
Actions

Explains the different ways available for tracking and
monitoring events in the access control system.

Chapter 16, Translation

Describes how to translate the user interface using the
language text file and on creating language files.

Chapter 17, Reports

Assists you in generating the variety of reports that can be
exported, viewed, or printed.

Appendix

Includes a section on performing a cold restart of the access
control panel in the event of the power surge.
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Symbol Definition

Symbol Definition

The following table lists the symbols used in this document to denote certain
conditions:

Symbol Definition

Note: Identifies information that requires special consideration.

@

Tip: Identifies advice or hints for the user, often in terms of performing
a task.

Example: Identifies an example that complies with the concept.

Warning: Indicates a potentially hazardous situation, which if not
avoided, could result in serious injury or death.

Caution: Indicates a situation which, if not avoided, may result in
equipment or work (data) on the system being damaged or lost, or may
result in the inability to properly operate the process.

> B

Contacts

The contact details for Honeywell Access Systems are as follows:

Honeywell Access Systems
135 West Forest Hill Avenue
Oak Creek, WI 53154
US.A

OFFICE HOURS: 8 AM to 5 PM (CST)
PHONE: 414-766-1700
FAX: 414-766-1798

URL: http://www.honeywellaccess.com
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Overview of WIN-PAK 1-2
WIN-PAK Features 1-3
Software Concepts 1-4
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Introduction
Overview of WIN-PAK

Overview of WIN-PAK

WIN-PAK is a state-of-the-art access control software that is compatible with
Windows XP operating system and Win2000 or Win2003 server-based operating
systems. The WIN-PAK access control software uses access control mechanism to
authenticate the employee access at security areas. Access is authenticated by way of
access cards or key codes provided to the employees.

In addition, the access control tracks the employee access, controls the entry and exit
details, and generates reports of all access cards and keycode activities.

@\ Note: By default WIN-PAK supports the configuration and monitoring of the access
= control panels. If you want WIN-PAK to support intrusion panels, you must procure

the additional license from Technical Support - Honeywell Access Systems.

WIN-PAK Components

The WIN-PAK application is divided into three components: Database Server,
Communication Server, and User Interface. These components can run on a single
computer or on multiple computers, allowing flexibility in configuring a networked
system.

WIN-PAK Servers

Database Server

The database tables can store, organize, and retrieve data using the WIN-PAK
Database Server. This data is accessible to Communication Server and User Interface
for retrieving and generating the reports.

The Database Server can be installed on the client computer or any other computer
connected to the network.

Communication Server

The Communication Server routes User Interface requests as well as the access
transactions to the panel. The panel in turn processes the transactions and sends the
information to the Database Server as well as responses to the User Interface through
the Communication Server.

While the communication server is sending information to the database server, it can
receive a request from the user interface. In such cases of conflict, the Communication
Server considers the user request as a higher priority and stalls the panel-database
server communication till the time the user request is processed.

The Communication Server can be installed on the client computer or any other
computer connected to the network.

WIN-PAK User’s Guide 1-2 Document 7-XXXXXX, Revision B



Introduction
WIN-PAK Features

WIN-PAK Client

User Interface

The User Interface helps WIN-PAK operators to communicate with the access control
system. The User Interface can be installed on the computer where the Database
Server or the Communication Server is installed or any other computer connected to
the network.

You can run several client computers and can access the single Database Server
simultaneously. The number of client computers depend on the WIN-PAK license

type.

WIN-PAK Features

@

Installation: Handles large and complex installations including the
configuration of the WIN-PAK environment.

Secured Environment: Supports Tracking and Mustering reporting to indicate
the location of people for enabling the secured environment. Additionally,
intrusions at different areas can be monitored, if you have the license for the
Galaxy and/or Vista features in WIN-PAK.

Live Monitor Display: Provides CCTV control with live monitor display. The
CCTYV switchers are Burle, Dedicated Micros, Fusion, Geutebruck, Javelin,
MaxCom, MaxPro, NCI CCTYV, Panasonic, Pelco, Vicon, and VideoBlox.

WIN-PAK Services: In addition to the database server and the communication
server, WIN-PAK contains four other servers:

— Command File Server: Text files containing device instructions are

stored in the Command Files database. The commands in the command
files can be sent to the devices automatically on receiving,
acknowledging, or clearing an alarm. The command files can also be
executed manually.

Guard Tour server: A Guard Tour is a defined series of check points a
guard must activate within a given amount of time. The check points are
readers or input points where the guard presents the card or presses the
button.

Muster Server: A Muster Server is enabled in the event of an emergency
and allows the card holders to swipe the readers. Muster areas are logical
areas that contain readers to be used by the card holders, only if there is a
call for muster (in the event of a disaster, for example).

Schedule Server: The Schedule server schedules the list of events to be
performed at predetermined time and intervals such as hourly, daily, or
monthly.

Note: The WIN-PAK services are installed while installing the Database Server
or the complete WIN-PAK. They are started automatically after installation.
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Software Concepts

Software Concepts

Abstract Devices

An abstract device is a logical representation of a physical device. The ADVs can be
associated with any hardware device, including communication interfaces, panels,
alarm points, entrances, and CCTV equipment. The ADVs help in monitoring the
device status and controlling the actions of a physical device through the Control Map,
Floor Plan, or Alarm View.

Floor Plan View

The Floor Plan provides a graphical representation of a building which includes the
placement of the physical devices such as doors, panels, inputs, outputs, and CCTV
equipment. The floor plans can also be a loop wiring diagram, a simple grid, or a
picture of an area where the device is located. The floor plan views can be tailored to
the specific needs of your access control system.

Badge

Badge is a template or a design for creating a card. WIN-PAK includes a full-featured
badge layout utility for designing, creating, and printing badges. Badge design
includes magnetic stripe encoding, barcoding, signatures, and so on.

Card and Card Holder

A card is an identity proof of a person and a card holder is a person who holds the
card. Multiple cards can be assigned to a single card holder to provide different access.

Intrusion Panels

Galaxy and Vista panels are intrusion panels that enable you to monitor and control
intrusions in your organization. To enable this feature in WIN-PAK, procure the
license for the Galaxy panel and/or Vista panel from Technical Support - Honeywell
Access Systems.
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System Requirements 2-2
Installation and Upgrades 2-5
Licensing and Registration 2-19

Document 7-001009, Revision 01 21 WIN-PAK User’s Guide



Installation
Introduction

Introduction

Overview

The WIN-PAK installation chapter describes the step-by-step procedure for installing,

uninsta

lling, and registering the WIN-PAK software. In addition, it provides the

hardware and software requirements, and prerequisites for installing the WIN-PAK
software.

The WIN-PAK installation setup installs the required components and programs

depend

ing on the type of installation. The WIN-PAK software is distributed on an

auto-run CD, with release notes and other technical documents.

WIN-PAK Architecture

WIN-PAK is a multi-tier, client-server distributed application, consisting of three
primary modules: the Database Server, Communication Server, and User Interface.

(‘%

System Req

The WIN-PAK modules installed on different computers are networked and
connected through RPC and LPC. This allows extremely flexible WIN-PAK
program components to run as full services in Windows XP.

The WIN-PAK software is shipped with debug versions of the services, which
provide a console output window. However, avoid daily usage of these
versions, as they are reserved for error isolation.

WIN-PAK provides the System Manager utility to configure connection
information. The System Manager directs the User Interface and other remote
servers to the Database Server.

Note: To optimize the resource usage, stop the unused services using System
Manager. For example, stop the Guard Tour Server or the Muster Server, if not
used.

uirements

Hardware Requirements

This section provides you the list of hardware requirements for installing WIN-PAK.

If you want to install WIN-PAK in a stand-alone computer that supports 1 to
10 readers, 250 cards, and 2 communication ports, your computer must fulfill
the minimum requirements.

If you want to install WIN-PAK in a computer that supports 1 to 100 readers,
5,000 cards, and 8 communication ports, your computer must fulfill the
recommended requirements.

WIN-PAK User’s Guide
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+ If you want to install WIN-PAK in a computer that supports more than 100
readers, 50,000 cards and 255 communication ports, your computer must
fulfill the performance requirements.

Hardware Minimum Recommended Performance

Component

Processor Intel Pentium III Intel Pentium IV Intel Xeon 4

CPU 1GHz CPU 2.8GHz CPU 3.0GHz CPU

RAM 256 megabytes (MB) 512 megabytes (MB) 8 Gigabytes

Hard Disk 2.1-GB with minimum 40-GB SATA or SCSI 36-GB 15k RPM SCSI

free space OR hard disk in a RAID 5

36-GB 10k RPM SCSI configuration

Serial 1 2 As per the requirement

communication

ports

Secondary Storage Tape or CD burner Tape or DVD burner DLT or DAT tape

Printer port

1 (2 if badging)

1 (2 if badging)

1 (2 if badging)

Monitor Display

Size: 15 Inches SVGA
Resolution: 1024 x 768
Colors: 256 color

Size: 17 Inches
Resolution: 1024 x 768
Colors: True color

Size: 19 inch
Resolution: 1280 x 1024
Color: True color

Pointing Device

Mouse (PS/2 mouse
preferred)

Mouse (PS/2 mouse
preferred)

Mouse

Video Capture Card

A video capture card is required for transmitting the analog signals to digital signals
and to fed the source of video to a computer where WIN-PAK is installed. The source
of video may be a CCTV switcher or any camera used for photo snapping. The video
capture card can interact with the CCTV switcher and the video badge attached to the
WIN-PAK software. However, a single computer supports only one video capture
card.

Therefore, when both the CCTV switcher and video badging is used in a computer, the
badging camera signal is routed to the CCTV switcher and back to the WIN-PAK
software. Honeywell recommends PBVP15 video capture card.

Modems and Communication Ports

Modems and communication ports are required when the mode of communication
between loop and server computer is dial-up. Modems and communication ports are
supported by Windows XP operating system and Win2000 or Win2003 server-based
operating system.
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Badging Printers

The Windows Operating System supports any type of badge printer. However, for
two-sided PVC encoding or magnetic stripe encoding, the PBVP35 series (Ultra Rio

or Tango) printer is required.

Report Printers

The Windows Operating System supports any type of printer for printing the reports.
However, for single-line printing a dot-matrix printer, such as the PB-PRINTER is
sufficient.

Panel Firmware

The PW-2000 or N-1000 family of control panels must have firmware of version 8.02
or later. The NS2+ and P-Series panels must have firmware of version 1.04 or later.

Software Requirements

The following table describes the software requirements to install WIN-PAK on your

computer:
Components Minimum Recommended Performance
Operating System Microsoft Windows XP | Microsoft Windows XP Microsoft Windows 2003
Professional SP2 Professional SP2 Server SP1

Database Engine

MSDE 2000

MSDE 2000

Microsoft SQL Server
2000

OR

Microsoft SQL Server
2005

Browser

Internet Explorer 5.5

Internet Explorer 5.5 or
later

Internet Explorer 5.5 or
later

System Prerequisites

Stand-alone Systems

Before installing WIN-PAK, ensure that the following prerequisites are met:

Service Pack 2 is installed for Windows XP Professional.

If the configuration is meant for Performance or Maximum, Microsoft SQL
Server 2000 is installed on the Database Server computer.

A video capture card is installed on the badging workstation.

Printer and printer drivers are installed.

The energy management from the BIOS and the Operation system is disabled.
If not, it may affect the installation and operation of WIN-PAK.

WIN-PAK User’s Guide

2-4

Document 7-001009, Revision 01




Installation
Installation and Upgrades

@

» TCP/IP protocol is installed for the proper functioning of MSDE.

* Microsoft Loopback or Dial-up adapter is installed, if network card does not
exist.

Note: WIN-PAK may not function properly with the earlier versions of Internet
Explorer 5.5. Therefore, Honeywell recommends you to install IE 5.5 or later.

Before beginning the installation:
* Make a note of the CD Key, which is provided inside the WIN-PAK Quick
Reference Guide cover. This is required while installing WIN-PAK.

» Read the release notes on the WIN-PAK CD for additional installation
information and updates.

Networked Systems

Before installing WIN-PAK for the first time in the networked system, ensure that the
following prerequisites are met in addition to the stand-alone systems prerequisites:

* Network cards are installed on a networked system. A standard
Windows-compatible network card is adequate.

* Ensure that the client computer name is alphanumeric characters without
spaces and the first character is always an alphabet (standard UNC
connections).

* Ensure that an unrestricted, permanent path is established between the
networked computers. Any firewalls, proxies, or routers between workstations
must not restrict the communication.

Installation and Upgrades

Overview

@

The WIN-PAK installation setup installs the required components and programs
depending on the type of installation. The WIN-PAK software is distributed on an
auto-run CD, with release notes and other technical documents.

Note:
*  Quit all the Windows applications running in the computer, before installing
WIN-PAK on your computer.

* During installation, if you are prompted by the Do you want to keep this file?
message, click Yes. If not, the existing .dll files are overwritten.
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Installing WIN-PAK
To install WIN-PAK:

1. Insert the WIN-PAK CD into the CD drive. An installation browser opens. If
the browser does not open, browse to the CD folder and run the Launch.exe
file.

2. Navigate to the initial installation screens and click Install Software to display
the next screen.

3. Click Install/Upgrade WIN-PAK PE. The Welcome screen appears.

WIN-PAK Install x|

Welcome to the InstallShield Wizard for

WIN-PAK [RREC

It iz strongly recommended that you exit all Windows
programs before running this Setup program.  Click Cancel
to quit Setup and then cloze any programs you have
unning.  Click Mest to continue with the Setup program.

WARNING: This program is protected by copyright law
and treaties.

Unauthorized reproduction or distribution of this program,
or any portion of it, may result in severe civil and criminal
penalties, and will be prozecuted to the masimum extent
pozzible under law.

< Back | Mest » |

Note: If an earlier version of Internet Explorer is found (earlier than IE 5.5),
WIN-PAK prompts you to upgrade IE. Click Yes to upgrade IE.

@

4. Click Next to continue installation. The WIN-PAK Information screen
appears.

WIN-PAK INFORMATION |

SafIN-PAK [nstallation =]

At this paint, the installation will determine
if you are currently winning any of the services.,

'r'ou should wverify all services have stopped before
continuing.

The inztallation program needs the services to be
stopped before it can continue.

Thiz process could take a few minutes, please be
patient.

L o

< Back

Cancel |

5. Click Next to verify that all the services are stopped. The WIN-PAK
Welcome screen appears.
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WIN-PAK INFORMATION |

Welcome to the Install Frogram for ;I
W IN-PAK.

fIN-PAK is brought to pou by:

Honeypwell Access Systems,
135 . Forest Hill &ve

Dak Creek, Wl 53154,
USa

< Back

6. Click Next. The End User License Agreement screen appears.

Honeywell Access Systems End User License Agreement ﬂ

Prezz the PAGE DOWH key to see the rest of the agreement.

IUSER MOM-DISCLOSURE AMD LICEMSE AGREEMENT ﬂ

Important: This Uzer Mon-Disclosure and License Agreement [“Agreement] must be read
before proceeding with any Honeywell International, Inc. ["Honepwell'"] software. By
inztalling this software you agree to the terms of thiz Agreement.

Important: This software iz a proprietary product of Honewwell and is protected by
copyright and trade secret laws. The software iz licensed, not zold, for uge on a single
computer system, and is licenzed only on the condition that you agree ta this USER
MON-DISCLOSURE AND LICENSE AGREEMENT.

Fleaze Read This Agreement Carefully.
If you agree to the terms contained in this Agreement, proceed with the installation and
regigtration of the software online at www. honeywellaccess. com.

Jud|

Do you accept the terms of the preceding License Agreement? [f you choose REJECT,
installation will abort, To instal WIN-PAK, you must ACCEPT the agreement.

< Back | Accept I Fieject |

7. Read the license agreement details and click Accept to accept the agreement.
The WIN-PAK Setup Type screen appears.

WIN-PAK Setup Type x|

Select the type of setup you want to perform,

Communication Server Ol
C

| (=11 il
Databasze Server Only
Uszer Interface and Camnm Server
User Interface Only

i~ Description

Installs all 'w/IN-PAK clients, servers, and support program and
data files onto this PC.  This is the recommended installation
SCENEN.

< Back I Mest > Cancel
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8. Select the Type of Setup. The following table describes the available
installation in WIN-PAK setup:

Type of Setup

Installs...

Suitable when...

Refer to...

If you are installing WIN-PAK in a stand-alone computer, you can select the setup type as
Complete Installation:

Complete
Installation

All the WIN-PAK
components such as client,
server, support programs and
SO on.

— Settingup in a
stand-alone computer.

— Installing the
Database Server for a
networked system.

Installing Complete
WIN-PAK

If you are installing WIN-PAK on a network environment, you can select any of the following setup types:

Database Server
Only

Only the Database Server and
the related components.

Installing WIN-PAK in a
networked computer

Installing Database
Server

User Interface Only

Only the WIN-PAK User
Interface.

Installing WIN-PAK on a
client workstation in a
networked computer.

Installing Complete
WIN-PAK

User Interface and
Comm Server

The User Interface and the
Communication Server

Installing additional
communication servers
on a networked computer,
where the networked
computer is also used as a
workstation.

Installing User Interface
and Communication
Server

Communication Only the Communication Installing the Installing
Server Only Server and the related communication server on | Communication Server
components. a networked computer.
Notes:
2\ | |
— 1. To protect the database files from the failure of the operating system, place
them on a different drive partition.
2. To isolate the database files from the database server, place them on a separate
hard drive.
3. Install the database file on the database server. This helps in effective usage of

the WIN-PAK back up and restore option.
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Installing Complete WIN-PAK

You can install complete WIN-PAK, if you are installing WIN-PAK on a stand-alone
computer.

To install Complete WIN-PAK on your computer, perform the instructions given in
“Installing WIN-PAK* on page 6 and follow these steps:

1. On the WIN-PAK Setup Type screen, select Complete Installation and click
Next. The system checks for SQL Service status and displays the WIN-PAK
Destination Path screen.

WIN-PAK Destination Path 1[

WIN-PAK

Fleaze indicate where you want to install your 'WIK-PAK executables.

" Diestination Falder

C:AProgram Files\wINPAKPRO Browse... |

< Back | Mext > I Cancel |

2. By default the installation path is C:\Program Files\WINPAKPRO. To change
the path, click Browse and navigate to the destination folder.

3. Click Next. The WIN-PAK Destination Path screen appears displaying the
WIN-PAK database file paths.

4. To change the path, click Browse and navigate to the destination folder for
each database file.

5. Click Next. The WIN-PAK User Information screen appears.

WIN-PAK User Information |

= Please enter the CD key number far this 'WIN-PAK installation.
"¢ “fou can optionally enter the hame and compary registered as
WIN-PAK [

M ame: IUser

Company: |HTSL

ok [ [

< Back | [t I Cancel
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6. Type your Name, Company and CD Key details. The CD Key is found in the
front cover of the WIN-PAK Quick Reference Guide.

7. Click Next. The setup verifies the CD key and displays a message of its
validity.

WIN-PAK - InstallShield Wizard =

@ The CD key For WIN - PAK PRO 2005 has been determined to be wvalid

8. Click OK. The WIN-PAK Setup Type screen appears.

WIN-PAK Install =

Setup Type
Select the setup type that best suits your needs.

Select Database Installation Mode. Contact Honewpwell Access Systems support prior to
attempting a manual DB ingtalll

& |nstall Automatically [ Highly Recommended |
" Inzstall Manually [ Expert Mode )

IrnztallShield

< Back I Mest > I Cancel |

9. Select the Installation Mode as Install Automatically for auto-installation.

Note: You may need the support of Honeywell Access Systems for manual
installation.

@

10.Click Next. A dialog box appears prompting you to create WIN-PAK shortcuts
on your desktop.

winpak X

@ Do you want deskkop icons ko be created For WIN-PAK and its support applications?

fes Mo |

11.Click Yes to place icons on your desktop. The Start Copying Files screen that
summarizes the selected information is displayed.
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WIN-PAK Install =
Start Copying Files

Setup has enough information to start copying the program files. 1F you want to review or
change any settings, click Back. If you are satisfied with the settings, click Mest to begin
copying files.

Current Settings:

Install Type : -
Complete Inzstallation
Target Directory :
C:\Program Files\wINPAKPRO
Uszer Mame :
Uszer -
Kl _>l_I

< Back I Mest > | Cancel |

12.1f you want to change any setting, click Back. OR, click Next to start the
installation.

WIN-PAK Install =
Setup Status

WIM-PAK, iz configuring your new software installation.

Installing Copying Databasze Server and support components

C:5Program Files\WwINPAKPROADEAPISNCIinPak. di

IrnztallShield

Cancel

13. After completing the installation, the WIN-PAK Setup Complete screen
appears.
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WIN-PAK Install

W|N-PAK I WIN-PAK Setup Complete!

Click "Finish'* to begin using "Win-Pak.

Thank vou for purchasing WIN-PAK. We believe you have
just installed the finest access control system available.
Honeywell Access Systems. 135, Forest Hill Ave.. Dak
Creek. Wl 53154 www honeywellaccess.com

% ez, | want to restart my computer now;

= No, | will restart my computer later.

< Back | Finizh I Catjce| |

14.Click Yes, I want to restart my computer now to restart your computer after
installation.

OR

Click No, I will restart my computer later to complete the installation without
restarting your computer.

15.Click Finish to complete the installation.

Installing Database Server
You can install the database server on the computer connected to a network.

To install only the database server, perform the instructions given in “Installing
WIN-PAK?”, and then follow these steps:

1. On the WIN-PAK Setup Type screen, select Database Server Only and click
Next. The system checks for SQL Service status and displays the WIN-PAK
Destination Path screen.

WIN-PAK Destination Path 1[

Please indicate where you want to install your WIN-PAK executables.

" Diestination Falder

C:AProgram Files\wINPAKPRO Browse... |

< Back | Mext > I Cancel |
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Note: In the following screens, the default path settings for installation,
database, archive file, database file, and language file are displayed.

@

2. Click Browse to change the destination folder and click Next in each screen.
The WIN-PAK User Information screen appears.

3. Type your Name, Company and CD Key details. The CD Key is found in the
front cover of the WIN-PAK Quick Reference Guide.

4. Click Next. The setup verifies the CD key and displays the message for
validity.
5. Click OK. The WIN-PAK Setup Type screen appears.

WIN-PAK Install =

Setup Type
Select the setup type that best suits your needs.

Select Database Installation Mode. Contact Honewpwell Access Systems support prior to
attempting a manual DB ingtalll

& |nstall Automatically [ Highly Recommended |
" Inzstall Manually [ Expert Mode )

IrnztallShield

< Back I Mest > I Cancel |

6. Select the Installation Mode as Install Automatically for auto installation.

Note: You may need the support of Honeywell Access Systems for manual
installation.

@

7. Click Next. The dialog box appears prompting you to create icons on the
desktop.

8. Click Yes to place the icons on your desktop. The summary of the selected
information is displayed.
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WIN-PAK Install =

Start Copying Files -

Setup has enough information to start copying the program files. 1F you want to review or
change any settings, click Back. If you are satisfied with the settings, click Mest to begin
copying files.

Current Settings:

Install Type : -
Databasze Server Only
Target Directory :
C:\Program Files\wINPAKPRO
Uszer Mame :
Uszer -
Kl _>l_I

< Back I Mest > | Cancel |

9. Click Back to change any installation settings, or click Next. The WIN-PAK
software is installed and then WIN-PAK Setup Complete screen appears.

10.Click Finish to complete the installation.

Installing User Interface

The User Interface is installed at each workstation across the Local Area Network
(LAN).

Note: While installing at a workstation on a LAN, ensure that the installation directory
resides on a shared drive mapped in the target system. If not, the installation fails when
the system reboots and attempts to re-establish connection to the host directory.

@

To install WIN-PAK User Interface only, perform the instructions given in “Installing
WIN-PAK?”, and follow these steps:

1. On the WIN-PAK Setup Type screen, select User Interface Only and click
Next. The system checks for SQL Service status and displays the WIN-PAK
Destination Path screen.

WIN-PAK Destination Path | x|

Fleaze indicate where you want to install your 'WIK-PAK executables.

" Destination Folder

C:AProgram Files\wINPAKPRO Browse... |

< Back | Mext > I Cancel |
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Note: In the following screens, the default path settings for installation,
database, archive file, database file, and language file are displayed.

@

2. Click Browse to change the destination folder and click Next in each screen.
The dialog box appears prompting you to create icons on the desktop.

3. Click Yes to place the icons on your desktop. The summary of the selected
information is displayed.

4. Click Back to change any installation settings, or click Next.

5. After the installation is complete, the WIN-PAK Setup Complete screen
appears.

WIN-PAK Install =

Start Copying Files -

Setup has enough information to start copying the program files. 1F you want to review or
change any settings, click Back. If you are satisfied with the settings, click Mest to begin
copying files.

Current Settings:

Install Type : -

User Interface Only
Target Directory :

C:\Program Files\wINPAKPRO

Language Path:

C:\Program Fileg\wIMPAKPROA anguage Files _ILI
4

Kl

< Back I Mest > | Cancel |

6. Click Finish to complete the installation.

Installing User Interface and Communication Server

To install WIN-PAK User Interface and Communication Server, perform the
instructions given in “Installing WIN-PAK”, and follow these steps:

1. On the WIN-PAK Setup Type screen, select User Interface and Comm
Server and click Next. The system checks for SQL Service status and displays
the WIN-PAK Destination Path screen.
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WIN-PAK Destination Path [ ll

Fleaze indicate where you want to install your 'WIK-PAK executables.

C:AProgram Files\wINPAKPRO Browse... |

" Destination Folder

< Back | Mext > I Cancel |

Note: In the following screens, the default path settings for installation,
database, archive file, database file, and language file are displayed.

@

2. Click Browse to change the destination folder and click Next in each screen.
The dialog box appears prompting you to create icons on the desktop.

3. Click Yes to place the icons on your desktop. The summary of the selected
information is displayed.

4. Click Back to change any installation settings, or click Next.

5. After installation is complete, the WIN-PAK Setup Complete screen appears.

WIN-PAK Install =

Start Copying Files -

Setup has enough information to start copying the program files. 1F you want to review or
change any settings, click Back. If you are satisfied with the settings, click Mest to begin
copying files.

Current Settings:

Install Type : -

Uszer Interface and Camnm Server
Target Directory :

C:\Program Files\wINPAKPRO

Language Path:

C:\Program Fileg\wIMPAKPROA anguage Files _ILI
4

Kl

< Back I Mest > | Cancel |

6. Click Finish to complete the installation and restart the computer.

Installing Communication Server

WIN-PAK supports installation of multiple communication servers across a network.
After installing Database Server and User Interface, multiple communication servers
can be installed depending on your licensing limit.
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To install WIN-PAK Communication Server, perform the instructions given in
“Installing WIN-PAK?”, and follow these steps:

1. On the WIN-PAK Setup Type screen, select Communication Server and
click Next. The system checks for SQL Service status and displays the
WIN-PAK Destination Path screen.

WIN-PAK Destination Path ﬂ

. Pleaze indicate where you want to install your ‘WIN-PAK executables.

C:AProgram Files\wINPAKPRO Browse... |

" Destination Folder

< Back | Mext > I Cancel |

Note: In the following screens, the default path settings for installation,
database, archive file, database file, and language file are displayed.

@

2. Click Browse to change the destination folder and click Next in each screen.
The dialog box appears prompting you to create WIN-PAK icons on the
desktop.

3. Click Yes to place the icons on your desktop. The summary of the selected
information is displayed.

4. Click Back to change any installation settings, or click Next.

5. After the installation is complete, the WIN-PAK Setup Complete screen
appears.

WIN-PAK Install =

Start Copying Files _

Setup has enough information to start copying the program files. 1F you want to review or
change any settings, click Back. If you are satisfied with the settings, click Mest to begin
copying files.

Current Settings:

Install Type : -

Communication Server Only
Target Directory :

C:\Program Files\wINPAKPRO

Language Path:

C:\Program Fileg\wIMPAKPROA anguage Files _ILI
4

Kl

< Back I Mest > | Cancel |
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6. Click Finish to complete the installation and restart the computer.

Additional Installation Components

@

@

@

The WIN-PAK installation program installs several utilities during the normal
installation process. These are supplied as re-distributable Microsoft packages and are
deployed automatically based on the installed options. Each of these components is
installed by a separate installation program that runs directly from the WIN-PAK CD.

Note: If prompted by the program, always keep the latest drivers.

While working with Windows XP operating systems, WIN-PAK installs the following
external components:

External Components

The following is the list of external components that are installed during the
WIN-PAK installation:

* Microsoft Data Access Components
» Sentinel Lock Drivers
* Crypkey Drivers

Microsoft Data Access Components

System Manager uses Microsoft Data Access Components (MDAC) for the DB server
interface to the MDB file. Therefore, MDAC needs to be installed in your computer.
However, MDAC is installed by default in all Operating Systems.

Note: The MDAC components are part of the operating system, and therefore it is not
removed even after uninstalling WIN-PAK.

Sentinel: The Sentinel Hardware Lock Drivers

+ Install the Sentinel Hardware Lock Drivers on the computer, where the
Database Server is installed.

CrypKey: The CrypKey Licensing Drivers
+ Install the CrypKey Licensing Drivers on the computer, where the Database
Server is installed.

Foreign Language Installation

The WIN-PAK installation provides only the English version of these Microsoft
modules. This may cause a problem, as the English version are not compatible with
other language version of Windows operation system.

Note: Contact the Honeywell Technical Support team for the list of languages that are
supported by the WIN-PAK system.
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Upgrading WIN-PAK

G

WIN-PAK supports upgrading from WIN-PAK to WIN-PAK SE and WIN-PAK PRO
to WIN-PAK PE.

Before upgrading WIN-PAK, make a backup copy of your database files. When
prompted by the installation program, do not overwrite your existing database. In
addition, make backup copies of your Floor Plan backgrounds, Card Holder photos,
and signatures.

Also, before upgrading WIN-PAK, ensure to stop the WIN-PAK services and to quit
all the Windows applications.

Note: When you reinstall WIN-PAK, it upgrades the existing WIN-PAK to the latest
version.

Licensing and Registration

The WIN-PAK installation setup installs only the demo version. Though the demo
version of WIN-PAK has no expiry date, it has the following limitations:

* Only a 10 card database can be maintained.

* You cannot import card and card holder information to WIN-PAK.
* You cannot add cards in bulk.

*  You cannot print badges.

However, registering the software enables you to overcome the preceding limitations.

Registering WIN-PAK

Before you register the WIN-PAK software, make a note of the CD Key and Site
Code. The CD Key number is located on the inner side of the front cover of the
WIN-PAK Quick Reference Guide.

To view the Site Code:

1. Choose Help > License. The License window appears.
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License x|

Statu:
alid

Last Update :  3/19/2005 9:42:48 P

Client Licenses : 4

Comm. Server Licenses : 1

CD Key

[o04s " =[64 | =[3z840 = [233 SaveCDKey |
Site Code :
IDFD? BCAC CBE4 COOD A4 Savellieense Ke_l,ll
Licenze Key :
|
2. Make a note of the Site Code. This is a unique number that identifies your
computer.

Registering WIN-PAK Online

You can register your WIN-PAK software online. The registration can be done using
the Honeywell Access Systems web site.

To register WIN-PAK online:

1. Launch Internet Explorer, type www.honeywellaccess.com in the address
bar, and then press ENTER.

OR

Choose Help > Honeywell Access Systems > Registration. The Honeywell
Access Systems web page is displayed.

2. Choose Support & Resources > Register Products. The Product
Registration page appears.

3. Click Yes to accept the License agreement. The Site Information page
appears.

4. Enter the required details and click Next. The Authorized Dealer
Information page appears.

5. Enter the dealer information and click Next. The Enter the CD Key page
appears.

6. Select WIN-PAK PRO from the list of Honeywell products.

7. Type the CD Key in the provided box.

8. Click Submit. The Site Key is displayed.
Note: If the CD Key is invalid, the system prompts you to provide the Site
Code number.

9. Make a note of the Site Key. Close the browser and return to WIN-PAK.

@
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@

10.In the License dialog box, type the Site key produced by the online
registration.

11.Click Save License Key. This activates the license for WIN-PAK.

Note: The Site Key is sent you through e-mail.

Upgrading WIN-PAK License

You can upgrade your WIN-PAK license to overcome the limitations of the WIN-PAK
software.

Example: You may need to upgrade your WIN-PAK license from single-user license to
multi-user license.

Before upgrading the license, get the new CD Key from Honeywell Access System
Support Service.

To upgrade your WIN-PAK license:

1. Choose Help > Honeywell Access Systems > License. The License dialog
box appears.

2. Type the new CD Key.
3. Click Save CD Key. This upgrades your license.

Caution on License Files

@

The encryption software writes files to your hard drive as part of licensing. Do NOT
move or damage these license files, as it invalidate the license.

Note: Honeywell recommends you to obtain a WIN-PAK hardware key (WP2KEY)
for multi-drive RAID configuration computers. This avoids the licensing problems, if
one of the drives needs to be replaced.

De-fragmenting Disk Drive

Any sort of moving or damaging license files, may invalidate your license.
De-fragmentation is one of the actions that relocates the files.

Caution: Do not use Microsoft Disk Defragmenter for de-fragmenting.

Norton Speed Disk is used for de-fragmenting a hard drive so that it may be used more
efficiently. In doing so, certain disk files may be physically moved. This may
invalidate your license. However, if you de-fragment using Speed Disk after enabling
the following options, the license file remains valid:

1. Open Norton Speed Disk, select Options/Customize, and select Unmovable
Files from the File menu.

2. Enter the *.ent, *.key, and *.rst files under Unmovable Files.
3. Choose Files > Options > Optimization > Save to save the new profile.

4. Run the Speed Disk.
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Introduction

The WIN-PAK PE User Interface enables you to configure, monitor, and control the
entities in the Access Control System.

The User Interface can be installed on the computer in which the Database Server
resides, or on one or more computers connected to the Database Server on a network.
Closing or quitting the User Interface does not stop the WIN-PAK PE operations and
the Database Server, Communication servers and the other services still continue to

run.

This chapter describes how to log on to the WIN-PAK User Interface and about its
various elements. Elements in the User Interface include windows, menus, toolbars,
and status bar. In addition, you can learn how to gain access to the WIN-PAK help.

WIN-PAK User Interface Elements

The elements in the WIN-PAK User Interface are:

Windows
Menu bar
Toolbar

Status bar

Logging on to WIN-PAK
To log on to the WIN-PAK user interface:

1. Double-click the WIN-PAK PE User Interface icon on your desktop. The

@

@

Connect to Server dialog box appears.

. Type the User Name and Password.

Note: If the User Interface is not on the same computer as that of the Database
Server, configure the details of the database server through the System
Manager.

Refer to the section “Setting User Interface Workstation” in the Getting Started
chapter for more details on setting the database server.

Click Connect.
Note: Administrator has privileges to access all Accounts whereas Operator

has privileges to access only certain accounts. The title bar of the WIN-PAK
Main window displays the name of the active account.

The WIN-PAK PE - Account name - [Operator] window appears after you have
logged on to the WIN-PAK application.

WIN-PAK User’s Guide
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Knowing more about the User Interface

7] WIN-PAK PE - account 1 - [Admin] —:EH Tltle Bal‘

> Status Bar

For Help, press F1 T Z

Figure 3-1 GUI Elements in the WIN-PAK User Interface
Note: If you have selected All Accounts using the Select option in the Account menu,
@ the following toolbar icons and menu options appear disabled:
« Card 53 and Cardholder 4l icons in the toolbar.
* Sub-menu options in the Card menu.

* Options in the Cardholder sub-menu of the Configuration menu.

WIN-PAK Windows

The WIN-PAK user interface comprises a single Main window, multiple Maintenance
windows, and Tree windows.

The Main window is started as soon as an Operator logs on to the WIN-PAK user
interface. It comprises the options for performing various operations in WIN-PAK.

The Maintenance windows enable you to perform various operations for WIN-PAK
entities.

The Tree windows enable you to view the details of devices, ADVs, areas, and
operator levels and their relationship in a graphical tree.

The Main Window
The Main Window consists of a Title bar, Menu bar, Toolbar, and the Resize buttons.

The title bar displays the following details:
*  WIN-PAK with the year of its release
* Account

* Operator
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*  Watchdog Timer

The Watchdog Timer is represented by the blinking green sphere icon 2 to the left of
the Honeywell Access Systems logo on the toolbar. It sends continual pulses to the
computer to verify that the connection to the server(s) is alive.

Toolbar

The toolbar appears below the menu bar in the Main window. The toolbar comprises
the icons for the frequently used WIN-PAK operations.

The toolbar is displayed by default in the Main window. However, you can choose not
to display the toolbar by clicking the Tool option in the View menu.

File View Account Operations Card System  Reports  Configuration  Window  Help

Table 3-1 Toolbar Buttons

Button

Button Name

Description

4

Log In

Enables you to log on to WIN-PAK and connect to
the WIN-PAK database server.

Select Account

Displays the Select Account dialog box, allowing an
authorized operator to select an account.

7]

Dynamic Alarm View
and Acknowledge

Opens the Alarm View window, which allows
incoming alarms to be viewed, acknowledged, and
cleared.

7]

View Events

Opens the Event View window, which displays the
current system activity in real time.

B

Control Map

Opens the Control Map window, which can be used
for controlling the devices and for providing an
alternate means of acknowledging and clearing
alarms.

Run Command File

Displays the Run a Command File dialog box,
enabling you to run command files containing device
instructions.

-5 Open Floor Plan Opens the Open Floor Plan window, enabling you
to open floor plans.
5 Locate Last Card Opens the Locate Card Holder dialog box, enabling
: /Card Holder you to search for a card by card holder name or card
Transaction number and view the time and place where the card

was used.
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Table 3-1 Toolbar Buttons

- Card Opens the Card window, enabling you to search and
sort the card list and to add, edit, or delete cards.

ﬂ Card Holder Opens the Card Holder window, enabling you to
' search and sort the cardholder list and to add, edit, or
delete card holders.

Add Card Holder Opens the Card Holder window enabling you to add
card holders.

E

Run Report Opens the Reports window, enabling you to
generate, view, and print reports.

Help Topics Opens the WIN-PAK Pro Help, the online help for
WIN-PAK.

e | B| K

Auto-Logout from all | Logs the operator out of the user interface and all the
servers Servers.

Menu Bar

The menu bar appears at the top of the Main window and comprises menus to carry
out various WIN-PAK operations.

File “iew Account Operaktions Card System  Reports  Configuration  Window  Help

Table 3-2 Menu names and Shortcut Keys

Menu Shortcut Key Description

File ALT +F Contains options to configure printers, to log on
and log off from the application, to quit from
WIN-PAK, to view the reports window, and so on.

View ALT+V Enables you to disable or enable the toolbar and
the status bar.

Account ALT + A Enables you to work with the accounts.

Operations ALT+0 Enables you to perform various operations, such as

viewing events, alarms, working with digital
video, and so on.

Card ALT +C Contains options for working with access cards
and access levels.

System ALT +S Contains options for setting system defaults.

Reports ALT +R Enables you to generate and view reports.
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Table 3-2 Menu names and Shortcut Keys

Menu Shortcut Key Description

Configuration ALT+N Contains options for setting general hardware
configuration before working with WIN-PAK.

Window ALT+W Enables you to toggle between the multiple open
windows.
Help ALT+H Contains options to view the online help.

To access the options in the menu bar:
Using the pointing device (mouse),
1. Click the menu you want to access.
2. Click the required option. The corresponding window appears.

Example: To gain access to the Card Holder menu, click Card and then click Card
Holder. The Card Holder window appears.

Using the keyboard,
1. Press ALT combined with the short key for the menu you want to access.
2. Press the underlined alphabet of the option you require.

Example: To gain access to the Floor Plan menu, press <Alt>+O and then press F.
The Open Floor Plan window appears.

Status Bar

The Status Bar is displayed at the bottom of the Main window. By default, the status
bar is displayed in the window. However, you can choose not to display the status bar
by clicking the Tool option in the View menu.

Far Help, press F1 l_ HUM

The Status bar displays the following information:
* The message For Help, press F1 at the left corner.

» A description of the option that you have highlighted in the menu or the
toolbar.

* The messages for setting permissions and for establishing communication
server connections when you log on to WIN-PAK.

* The message for disconnecting from the server when you log off from
WIN-PAK.

Sub-menus and Pop-up menus on right-click

When you right-click inside certain dialog boxes, a pop-up menu appears displaying a
set of options specific to the dialog boxes.
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Example:

1. Choose Configuration > Device > Device Map. The Device window
appears.

2. Right-click Devices to display a sub-menu.

3. Move the mouse pointer on Add to display another sub menu.

Device - 0] x|

Add 3 Communication Server
Find [F3] Command File Server
Schedule Server

Guard Tour Server
Tracking & Muster Server

Digital Yideo

Figure 3-2  Sub-menus and Pop-up menus

Maintenance Window

The Maintenance windows enable you to perform the following operations on various
WIN-PAK entities:

* Adding, editing, deleting, and printing data.

* Searching for and sorting data.

* Viewing the details of previously entered data.

Opening a Maintenance Window

To open a Maintenance Window, choose the menu option or click the icon in the

toolbar for the operation you want to perform. The corresponding Maintenance
window appears.

For example, if you want to configure the Card Holder Tab Layout, choose
Configuration > Card Holder > Card Holder Tab Layout. The Card Holder Tab
Layout window appears, which enables you to add, edit, delete, view card holders in
addition to other card holder operations.

Viewing Information

You can view the details of previously entered information in a Maintenance Window.
The information is listed in a table in the window.
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-ioix
¥ Card Number | First Mame Last Mame Aot~

List of
Mo >
=233 - tt Tatl records

™ Detail Wiew
—Search and Sort — Operation:
Search Field :

Add

|0 | =
Criteria : Edit |

I j Frint Badge... |

Search Far :

| Delete |
Sort By Isolate |

I Card Mumber j

Update List I Frint... |

Figure 3-3  Viewing information
The following operations can be performed while viewing the list of records:
* To move through the list, use the scroll bars.
» To sort the list according to a particular column, click the column. The & icon

appears on the left of the column name and the list is sorted in the ascending
order of the column.

Example: If you want to sort the information based on First Name, click First
Name. The 7+ icon appears on the left of First Name and the list is sorted in the
ascending order, based on the column.

» To view the details of a specific record in the list, click the record and then
select the Detail View check box. A dialog box displaying the details of the
record appears towards the right of the Card dialog box. See Figure 3-4.

» To view the details of a specific record in the list,
a. Click the entry and then select the Detail View check box or

double-click the record. The following screen appears towards the
right of the Maintenance window.
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I Detail Yiew Card ll

Card Properties | Badgel

Card Number : Status lssue:
|1 II naclive IU

Card Holder : Bccess Level : FIN:

|test, visitor] |None I

Description:

Account ;

|Account1

— P-Series Trigger Control

Custom Access Level : e |
Uger Level ID = .
= Action Group: [Mone

— Activation Date Expiration Date

Figure 3-4 A detail view

b. Click Close (X) on the top-right corner of the screen or clear the
Detail View check box in the Maintenance Window to close the
Detail View Card dialog box.

Searching and Sorting

You can search for and sort the details displayed in the list in a specific order using
Search and Sort option in the Maintenance window.

Note: The number of items returned as search result depends on the value set for the
Maximum Records returned from the Database for Find List field in the Work
Station Defaults. Set the value by choosing System > Workstation Defaults and
clicking the Defaults tab.

@

~ Search and Sort
Search Field :

Criteria :

Search For

Sort By

ILast MName 2 I
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Table 3-3 Search and Sort Options and Actions

Options Actions

Search Select the item to be searched.

Criteria Select the criteria for search.

Search For Type a letter, word, phrase, or numeric expression that you want to
search.

Sort By Select the field based on which the records in the list must be sorted.
In addition, it indicates the order in which the search results are
displayed.

Update List Click this button to perform the search. In addition, this button
updates the list with the sorted information.

Adding, Editing, and Deleting records

The action buttons provided under the Operations area of the Maintenance window
enables you to add, edit, and delete records.

i~ Operations

Edit
1563y
Delete

[5al5te

[bLEt

Table 3-4 Buttons and Descriptions

Button Description
Add Click this button to open a blank window for adding a new record.
Edit Click this button to edit a selected record. An editable view of the selected

record appears, where you can modify the details.

Delete Click this button to delete a selected record. A message asking for
confirmation appears. Click Yes to delete the record.

Isolating Records
Before deleting a record, it is essential to isolate it from all its associations.

Example: To delete a time zone you must first remove its association from the panels,
access levels, cards, operators, ADVs, or action groups where it is used.
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1. To isolate a record, select the record in the list and then click Isolate. The
Isolate dialog box appears.

[ [ %]
Cards | Action Groups | ADVs |
Operators i Parels | Aooess Levels
Panels referencing Timezone Wlways On'
Name [ Description |
ns2ew
w2000
nsZ
3 Items
‘Delete’ wil cause the Timezone to be removed
from the selected panels.
Delete Delete All

The tabs in the Isolate dialog box indicate the various associations of the record that
is deleted.

Example: Time zones can be applied to Cards, Action Groups, ADVs, Operators,
and Panels and therefore appear as tabs in the Isolate dialog box.

2. Click each tab and dissociate the record by clicking Delete or Delete All. A
message asking for confirmation appears.

3. Click Yes to confirm the deletion.

Printing Details

You can print the record list using the Print Report option provided in the
Maintenance window.

1. In the Maintenance window, click Print Report. A dialog box for specifying
the print settings appears.

2. Specify the settings for previewing or printing the required information in the
report.

3. Click Print on the window to print a report.

Note: To view the report before printing, click Print Preview.

@

Toggle between Maintenance windows
You can open more than one Maintenance window at the same time.
1. Open two or more Maintenance windows.

2. Choose Window in the menu and click the appropriate window to activate it.
A tick mark is displayed to the left of the window name in the menu and the
corresponding window is activated.
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Example:

a. Open the Card and the Time Zone windows by choosing Card >
Card and Configuration > Time Management > Time Zone from
the menu.

b. Choose Windows in the menu. The Card and Time Zone window
names are listed in the menu.

c. To activate the Card window, click Card. Or to activate the Time
Zone window, click Time Zone. A tick mark appears on the left of
selected option in the menu indicating that the window is activated.

Tree Window

A Tree window enables you to view the details of devices, ADVs, areas, and operator
levels and their relationship in a graphical tree. The tree organizes information into
logical or geographical groups and is created as you program the access control
system.

Six tree structures for Device Map, Control Map, Control Area, Access Area Map,
Operator Level and Tracking Area Map are available in WIN-PAK. The tree structure
for Device Map is defined, as and when devices are defined. The remaining tree
structures define the hierarchy or relationship between the resources.

The status of the resources are indicated by Red and Green in the tree structure.

Example: In an access area, you can add entrances such as doors and readers to the tree
structure.

* Choose Configuration > Define > Access Areas. The Access Area window
appears.

r_ Access Area M[=]E3

B[] Access Area
ED Haoneywell
----- @ ns2 - Reader 1
(- @ ns2 - Reader 2

I Show Available Devices

* To expand the tree, click the plus sign (+) to the left of the folder. The branches
corresponding to the selected folder are shown.

» To display only the top level information, collapse an opened tree by clicking
the minus sign (-) to the left of a folder.
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* The following colors indicate the access status of the entrances:

Color Status

Green Entrances having access in a selected access level.
Red Entrances not having access.

Yellow Entrances having limited access.

WIN-PAK Help

This section describes how to access the help topics of WIN-PAK as and when you are
working with the user interface.

Accessing the Online Help

To access the WIN-PAK Pro Online Help, choose Help > Help Topics or press F1 on
the keyboard.

Accessing Help on Web

You can access any information related to the Honeywell Access Systems from the
web. Through the web site, you can view the Honeywell contact details and in
addition, you can register WIN-PAK.

To access the Honeywell Access Systems website:

1. Choose Help > Honeywell Access Systems > On the Web. The Honeywell
Access Systems website appears.

To view Honeywell contact details:

1. Choose Help > Honeywell Access Systems >Contacts. The Honeywell
Access Systems website appears.

2. Click Contact Us. The contact details are displayed.
3. To obtain the contact details of a specific team, click the corresponding link.

Example: If you want to obtain the contact details of technical support, click Tech
Support.

Knowing more about WIN-PAK Pro
To know about the copyright, build, and serial number details of WIN-PAK Pro,

1. Choose Help > About WIN-PAK PE. The WIN-PAK PE dialog box appears
with the details of the build number, copyright information, serial number, and
URL of Honeywell Access Systems.

Document 7-001009, Revision 01 313 WIN-PAK User’s Guide



User Interface
WIN-PAK Help

WIN-FAK PE [ Build 631 )

Copyright [C] 1998-2001 . Honeywel Access Systems.
Al Rights Reserved

Serial Numnber: 2593-40-34050-33

isit uz on the World Wide Web at:
http: Ahanmn honeywellaccess. cam

2. Click OK to close the window.
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Introduction

This chapter describes how to configure client and server, unblock firewall
protections, start and stop the WIN-PAK services, and to log on and log off from
WIN-PAK.

W

- Note: Before you start working with WIN-PAK, make sure that you have configured
\ the settings that are described in this chapter.

Remote Client Server Configuration

WIN-PAK works both in Domain and Workgroup environment. You can set the
client-server communication as per the need. However, the domain environment is set
by default.

After changing the settings, restart the servers and client for the changes to take effect.

@9\ Note: Ensure that the client-server communication setting matches across all the
KZ// servers and client computers.

Domain Environment

To work in a Domain Environment, you must add the domain users to the local
System Administrator or Power Users Group and then unblock the WIN-PAK services
from Firewall protection.

Adding Domain Users
To add the domain users:
1. Log on to the system as Administrator where WIN-PAK Servers are installed.

2. Click Start > Settings > Control Panel and open Administrative Tools >
Computer Management. The Computer Management window appears.

Note: If Windows XP is installed on your computer, switch to Windows Classic
ViEW.

@

3. Choose System Tools > Local Users and Groups > Groups.
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O Computer Management M=]E3

=) File Action Wiew ‘wWindow Help

JSEDS]

o BmERE| 2

@ Computer Management [Local] Mame

| Diescription

g

4

+--fal Shared Folders
4 Local Ugers and Groups

Femovable Storage
Dizk. Defragmenter
Digk. Management
[]--& Services and Applications

=] m System TUU'_S gAdministrators
[&] Event Viewer % Backup Operators
Guests

b= SEIS @ Power Users
{ Performance Lags and Alerts % Fiem.ote Desktop Users
4, Device Manager Replicatar

EI& Storage @ Uszers

g Debugager Users
g HelpServicesGroup
g Femate Control Operators

|

g Metwork Configuration O...

Administrators have complete and unr..

Backup Operators can overide securi..

Guests have the same access as me...

Members in this group can have some...
Power Uzers poszess most administrat...
Members in thiz group are granted the...

Supports file replication in a domain

Users are prevented from making acci...
Debugger uzers can debug processe. ..

Group for the Help and Suppart Center

Users Properties dialog box appears.

Power Users Properties
General |
@ Paower Users
Description: n legacy applications in addition to certified applications
Members:
Add... Hemove |

()8 | Cancel |

Appl |

5. Click Add to add domain users to the group.
6. Type the network domain name and user name in the DOMAIN\USER NAME

format.

On the navigation pane, select and double-click Power Users. The Power
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Select Users, Computers. or Groups K E3

Select this object type:

IUsers or Groups Object Types...

From this location:
IPAEF!IM1

Locations...

Enter the object names to select [examples):

i

PACRIMINE 295379 Check Mames
\ User Mame
MNetwork Domain Mame
Advanced... | ak. I Cancel |

2

7. Click OK. The user is added to the Power Users group.

Power Users Properties 7]
General |
@ Power Users
Description: In leqacy applications in addition to certified applications
Mernbers:
(E PACRIM1\E295373

Add... Fenmioye |

oK | Cancel | Apply |

8. Click OK to save the Power User Properties.

Configuring the Log On Property of WIN-PAK Servers

Before you configure the Log on property of WIN-PAK servers, add the domain user
to the local System Administrator or Power Users Group.

To configure the log on property of WIN-PAK Servers:

1. Click Start > Settings > Control Panel and open Administrative Tools >
Services. The Services window appears.

By default, the Log On As property is Local System for all the WIN-PAK servers.
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File  Action ‘“iew Help

&= |EEFRHE 2] 8 1=

% Services [Locall | Name | Diescription | Stat... I Startup T... | Log On &g |:|
%W’indows Management Instrument...  Provides systems mana... M anual Local System
%W’indows Time Maintaing date and time... Start...  Automatic Local System
%W’IN-PAK Archive D atabase Server Automatic  Local System
%W’IN-PAK Command File Service Automatic  Local System
%W’IN-PAK Communication Server Automatic Local Spstem

atal 1 Start.. Automatic Lo 2
%W’IN-PAK Guard Tour Server Automatic  Local System
%W’IN-PAK Muster Server Automatic  Local System
%W’IN-PAK Schedule Service Automatic  Local System
%W’ireless Zero Configuration Provides automatic con...  Start...  Automatic  Local Spstem
%W’MI Performance Adapter Provides performance i... M anual Local System
%W’orkstation Creates and maintaing c...  Start..  Automatic  Local System j

-

Extended #, Standard

2. Select and double-click the required WIN-PAK Server from the right pane of
the Services window. The WIN-PAK Server Properties window appears.

WIN-PAK Database Server Properties (Local C 2=l

General LogOn | Hecoveryl Dependenciesl
Log on az

' Local System account

[~ Allow service to interact with desktop

 This account: I Browse,.. |

Fazsword: I

Canfirm password: I

*f'ou can enable or dizable thiz service for the hardware profiles listed below:

Hardware Frafile | Service |
Frafile 1 Enabled
Erctle | Disable |

’TI Cancel | Apply |
3. Click the Log On tab.

4. Click This Account. By default, Local System account is selected.

5. Enter the domain user account or click Browse to select the user account. The
domain user account is added to the System Administrator or Power User
group in the “Adding Domain Users” section in this chapter.

6. Type your Password and re-enter the password for confirmation in Confirm
password.
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General LogOn | Fecovery | Dependencies
Log on az

" Local System account
I | fllow service o interact with desktop

' This account: IF'AEIF!IM‘I\ESDSS?S Browse. . |

Pazzward: Iooowoooooooooo

Confirm password: Iooooooooooooooo

7. Click OK to save the changes.

Follow the same procedure for setting the Log On As property of all the other
WIN-PAK Servers.

Notes:

@

* Restart the system to see the changes.

* Logonto WIN-PAK Server System using any account; local or domain.
However, the client system must be logged on with the domain user account.

Setting Domain Environment
To set the domain environment:

1. Choose Start > Programs > Honeywell Access Systems > System Manager.
The System Manager window appears.

System Manager x|
Communication Server I Iuster Server I Command File Server I
Usger Interface I Databaze Server I D atabase Archive Server |
Scheduler Server | Guard Tour Server RPC Security Options

Client-Server Communication Settings

&+ DOMAIN Environment [Recommended]

" WORKGROUP Envirariment

Mate : &ll the Client and Server Machines should be configured
with the Same Settings.

oK I Cancel | Appl | Help |

2. Click DOMAIN Environment (Recommended) and click OK. This sets the
Domain Environment.
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Firewall Exception Settings

The Windows Firewall protection system blocks the WIN-PAK services in a
networked system. Therefore, you must unblock the WIN-PAK services before using
WIN-PAK.

Unblocking WIN-PAK Services on Windows XP SP2

WIN-PAK services must be unblocked, only if the Windows Firewall status is set to
On. Therefore, check the firewall status in the Windows Firewall dialog box.

To check Firewall Status and unblock WIN-PAK Services:

1. Click Start > Settings > Control Panel and open Windows Firewall. The
Windows Firewall dialog box appears.

2. Check the status of Windows Firewall. If the option Off (not recommended)
is set, no need of proceeding further.

% Windows Firewall X

General | Exceptions | Advanced

‘Windows Firewall helps protect your computer by preventing unauthorized users
from gaining access to your computer through the Intemst or a netwark,

@ () On [recommended)

This setting blocks all outside sources fram connecting to this
computer, with the exception of those selected on the Exceptions tab.

[]Don't allow exceptions
Select this when you connect to public networks in less secure
locations, such as siports, You will not be notified when Windows
Firewall blocks programs. Selections on the Exceptions tab will be
ignored.

@ ) OFf [not recommended)

Avoid using this setting. Turning off "windows Firewall may make this
caomputer more vulherable to viruses and intruders.

Windows Firewall iz using your non-domain settings.

What else should | know sbout Windows Firewall?

3. Click the Exceptions tab and click Add Program... to add the WIN-PAK
services as exceptions from Windows Firewall protection. The Add Program
dialog box appears.
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@

“Windows Firewall is turned of . f'our computer is at risk of attacks and intrusions
from outside sources such as the Intemet. We recommend that you click the
General tab and select On

Piograms and Services:

Exceptions | Advanced |

Name

Acrobat Reader 5.0

[ File and Printer Sharing
Femate Assistance

[ Remate Desktap

[ UPHP Framework.
“findows Explorer

Add Program. ..

Display & notifical

what are the risks o

Add a Program El

To allow communications with a program by adding it to the Exceptions list.
select the program, or click Browse to search for one that is not isted.
Prograrms:

Microsaft PowerPoint fad
ﬁMicrnsnft Visual Basic: 6.0

OB Microsoft Visual C++ 6.0

W Microsoft Visual FoxPro 6.0

&8 Microsoft Visual InterDey 6.0

E} Microsoft Visual Modeler

LaMlcrosoft Visual SourceSafe 6.0

T Microsoft word

aMinasweaper

W MSH Explorer

gucmme F.
Path: | C:\Program Files\WINPAKPRONHCICore.eve | [ Browse..

4. Select the following WIN-PAK services and click OK.

*  WIN-PAK User Interface
* NCIArchive

* NClICore

* WP CmdFile Service

WP Communications Server

* WP GuardTour Service

WP Muster Service
e WP Schedule Service

If you do not find the service in the Programs list, click Browse to locate the

service.

Note: As multiple selections are not possible, select the services one at a time
and add to the Programs and Services list for exceptions.
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Windows Firewall

_E?ne_[ﬂ Exceptions |-.6;dvanc:eci§

Wwindows Firewall is turned off. Your computer iz at rizk of attacks and intruzions
from outzside sources such az the Internet. 'We recommend that you click the
General tab and select On.

Programs and Services:

atH .0
[ File and Printer Sharing
MCICare

Remate Assistance

[ Remate Desktap

I UPHP Framewark
‘windows Explorer

[ addFogam. | [ addPot. ][ Edi.  |[  Dekte

Dizplay a notification when Windows Firewall blocks a program

what are the risks of allowing exceptions?

[ ok ][ Cancel I

5. Click the NCICore check box to unblock the WIN-PAK Database Server.

 Windows Firewall

| Gene_ra-ﬂ Exceptions I.Advanc:e_dg

‘windows Firewall is turmed off. Your computer iz at rizk of attacks and intruzions
from outside sources such as the Intermet. 'We recommend that pou click the
General tab and select On.

Programs and Services:

Mame s
MClarchive

MCICare

Remate Assistance

[ Remate Desktap

[ UPHP Framewark

['windows Explorer

WP Communications 5 erver

WP GuardT our Service

WP Muster Service

WP Schedule Service "
[ addPogam. | [ addPot. ][  Edt.  |[  Dekte .
Dizplay a notification when Windows Firewall blocks a program
what are the risks of allowing exceptions?
[ Ok, ] [ Cancel ]

6. Click OK to save the exceptions for Windows Firewall.

Note: Restart all the services.

@
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Disabling Firewall in Windows 2003 Server

The Windows Firewall must be disabled to access the services. Therefore, check the
firewall status in the Windows Firewall dialog box.

@

Note: You can disable the firewall status of Windows 2003 server in a similar way as
you unblocked the firewall status in Windows XP.

Enabling Ports in Windows XP

Communication ports in a Windows XP operating system are disabled for security
reasons by Windows Firewall. These ports must be enabled for remote communication
to the Galaxy panel.

To enable ports in the Windows Firewall:

1.

Notes:

@

Click Start > Settings > Control Panel and open Windows Firewall. The
Windows Firewall dialog box appears.

. Click the Exceptions tab and click Add Port. The Add a Port dialog box

appears.

Add a Port 53

Usze these zeftings to open a port through “Windows Firewall. To find the port
number and protocol, consult the documentation for the program or service you
want to use.

Mame: |GaLAsy B0 ALARM PORT

Part number. | 10002

®TCP O UDP

‘what are the risks of opening a port?

o (o ]

. Type the Name of the port and the Port Number.
. Click TCP or UDP to select the type of port.
. Click OK to open the port.

Repeat the above procedure for enabling three ports in the system, where one
port is used by Galaxy Gold and the remaining two ports are used by the
Galaxy panel for reporting alarms and control commands.

In the same way, the 3001 or 2101 ports must be enabled for the TCP/IP
communication of the access panels.

WorkGroup Environment

To work in a Workgroup Environment, you must set the workgroup environment and
then unblock the WIN-PAK services from Firewall protection.

To set the workgroup environment:

WIN-PAK User’s Guide
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1. Click Start > Programs > Honeywell Access Systems > System Manager.
The System Manager window appears.

System Manager x|

Communication Server I Muster Server I Command File Server I
D atabase Archive Server

RPC Security Options

User Interface I D atabase Server I

Scheduler Server I Guard Tour Server

Client-5erver Communication Settings

" DOMAIN Ervironment [Fecommended)

& WORKGROUP Ervitarment

Mote : All the Client and Server Machines should be configured
with the Same Settings.

o]

2. Click the RPC Security Options tab.

3. Under Client-Server Communication Settings, click WORKGROUP
Environment and click OK. The Workgroup Environment is set.

Cancel | Apply | Help

Note: WIN-PAK services must be unblocked before proceeding further.

Refer to the “Unblocking WIN-PAK Services on Windows XP SP2” or “Disabling
Firewall in Windows 2003 Server” section in this chapter for unblocking firewall.

2

Comparison between Domain and Workgroup Environment

The following table compares the configuration between Domain Environment and
Workgroup Environment:

Table 4-1 Comparing the configuration between Domain Environment and
Workgroup Environment

Configuration Type DOMAIN Environment WORKGROUP
Environment
Communication The Servers and Clients The server and client
communicate using the secure | communicate using an
RPC connection. anonymous communication
protocol.
Services Requires Domain User and Does not require Domain User
Configuration password for accessing Server and password for accessing
Services. Server Services.
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Table 4-1 Comparing the configuration between Domain Environment and

Workgroup Environment

Configuration Type DOMAIN Environment

WORKGROUP
Environment

Client Configuration Requires Domain User Log On

for running the UI client.

Does not require Domain User
Log On for running the Ul
client.

Windows Firewall
Configuration

Requires unblocking all the
WIN-PAK services and client
from Windows Firewall
protection.

Note: In Windows Server
2003, disable the Firewall
protection to allow DOMAIN
connectivity.

Requires unblocking all the
WIN-PAK services and client
from Windows Firewall
protection.

Note: In Windows Server
2003, disable the Firewall
protection to allow
WORKGROUP connectivity.

System Manager

The System Manager is a utility in WIN-PAK to locate its various software
components. The machine name and protocol end point for each program component
is displayed in the System Manager. Honeywell recommends you to retain the default

settings.

Setting RPC Endpoints

To set the database server and database archive server RPC endpoints:

1. Click Start > Programs > Honeywell Access Systems > WIN-PAK System
Manager. The System Manager window appears.

x
Scheduler Server I Guard Tour Server I RPC Security Options
Communication S erver | Muster Server I Command File Server
User Interface Database Server D atabase Archive Server
Irztall |
LPC Mame: RPC Endpaint:
IDatabase_Server 5555 ml
DSM Mame: il
IWIN-PAK Database Stop |
User Mame: Password:
Isa
QK I Cancel Apply Help
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2. Click the Database Server tab.

3. Type the RPC Endpoint value. This is the same as TCP/IP port address,
which is 5555.

Note: Do NOT change this number unless you have another service using
TCP/IP port address 5555.

4. Click the Database Archive Server tab.

@

5. Type the RPC Endpoint value. This is the same as TCP/IP port address,
which is 5556.

Note: Do NOT change this number unless you have another service using
TCP/IP port address 5556.

6. Click OK to save the changes.

G

Setting User Interface Workstation

Ensure that you quit the WIN-PAK User Interface, before setting the User Interface
workstation.

To set the user interface workstation,

1. Choose Start > Programs > Honeywell Access Systems > WIN-PAK
System Manager. The System Manager window appears.

2. Click the User Interface tab.

System Manager ﬂ
Scheduler Server I Guard Tour Server I RPC Security Options
Communication Server I Muster Server I Command File Server
User Interface | Database Server I Database Archive Server

Namel db Server Namel db Server EndPointl db Archive Namel C Add... |

Edit... |
Femove |

1| | i

QK I Cancel | Lpply | Help |
3. Click Add. The System Manager - Servers Setup dialog box appears.
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System Manager - Servers Setup ﬂ

— Dizplay

I arme:
f

— Databaze Server

E ndpoint:

_| [555

Mode Mame:

— Databaze Archive Server
Endpoint:

;"5558
T

MNode Name:

Cancel |

Enter a descriptive Name to identify the database server from the list.

Enter the computer name or IP address of the server in the Node Name field in
the Database Server area.

Ensure that the RPC Endpoint is the same as the value you set in “Setting RPC
Endpoints” section in this chapter.

Under Database Archive, type the computer name or IP address of the server
in the Node Name field.

Ensure that the RPC Endpoint is the same as the value you set in “Setting RPC
Endpoints™ section in this chapter

Click OK. This enables you to start up the User Interface with the new
database server.

Service Manager
The WIN-PAK Service Manager enables you to start and stop the WIN-PAK services.

To start or stop the WIN-PAK services:

1.

@

Click Start > Programs > Honeywell Access Systems > WIN-PAK Service
Manager. The WIN-PAK Services window appears.

Note: The Service column lists the installed components and the Status
column displays the server status as running or stopped.

E” WIN-PAK Services
Service | Statug | Cloge I
Funning
Stopped ﬂl
ﬂ wilM-PAK. Communications Server Stopped
1 K r Start
ﬁ wilM-PAE. Command File Server Stopped |
20 WIN-FAK Schedule Server Stopped Stop |
gﬂ WN-PAE, Muster Server Stopped
_._ﬁj N -PAK, Guard Tour Server Stopped IR |
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Select the Service to be started or stopped.
Click Start to start the server or click Stop to stop the server.

Click Restart to stop the service and start again.

wok wN

Click Refresh to refresh the services.

User Interface

The WIN-PAK User Interface enables you to add, monitor and control devices, card
holders, operators, and so on.

Logging On
Before logging on to WIN-PAK, ensure that all WIN-PAK services are running.
Refer to the “Service Manager” section in this chapter to start the services.
To log on to WIN-PAK:
1. Click Start > Programs > Honeywell Access Systems > WIN-PAK User
Interface. The Connect to Server dialog box is displayed.

Connect To Server j x|

WIN-PAK SE

User
Mame :

I I
?.9 Paszword :
|

| Connect I Cancel |

2. Type the Name of the user and the Password.

Note: By default, the user name “Admin” and a blank password are created by
WIN-PAK for initial log on. However to ensure the security, you must add a
password.

@

3. Click Connect. A message about the WIN-PAK demo version is displayed.
Note: The CD Key becomes invalid, when you uninstall the WIN-PAK system
and install it again.

4. Click OK. The system connects to the servers and the WIN-PAK User
Interface main window appears.

@
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Logging Off
To log off from WIN-PAK:

1. In the WIN-PAK User Interface main window, choose File > Log Out or click
&l from the toolbar. The confirmation dialog box appears.

WIN-PAK Log Out x|

\?/ Do vou really want to Log Out 7

oK I Cancel |

2. Click Yes to confirm logging off from WIN-PAK.

Note: Logging Off from WIN-PAK does not automatically stop the WIN-PAK

&s@\
& .
{2/ services.

Quitting WIN-PAK
To quit the WIN-PAK application:
1. Choose File > Exit. A message asking for confirmation appears.

2. Click Yes to quit the application.
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Overview

This chapter describes how to configure WIN-PAK users and to set the default settings
for WIN-PAK.

Accounts

This section Accounts describes to add, edit and delete an account. The card and card
holder information in WIN-PAK are specific to an account. Therefore, you must select
an account to enable card and card holder menu options.

WIN-PAK Users

This section WIN-PAK Users describes in detail about configuring the users and
assigning privileges to them.

Users of WIN-PAK are of two types, namely, Administrators and Operators. An
administrator has full privileges (view, change, and delete) to work in WIN-PAK
whereas, an operator has restricted privileges, which are defined by the associated
operator levels.

When you install WIN-PAK on your computer, a default user is created for logging on
to WIN-PAK with administrator privileges. The default user name is admin with a
blank password. However, to ensure security, you can change the user name and
password.

Default Settings

This section describes how to change the default settings for WIN-PAK workstation
and system settings. Defaults can be changed for alarm printer, sound files, e-mails for
reporting alarms, auto log on, and so on.

In the WIN-PAK system, these settings are configured by default and WIN-PAK
functions as per these settings. All the client systems of WIN-PAK would be affected
by any changes made to the System Defaults settings. Whereas, only the computer
where the settings are changed are affected by the Workstation Defaults settings.

Accounts

Using accounts in WIN-PAK, you can group cards and card holders, whose details can
be modified by specific operators. An account can be created with an account name
and mapped to the operators who can access the account.

Newly added cards and cardholders must be added to the specific account. Therefore,
card holder tab menus in the WIN-PAK UI are available only when an account is
selected.
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Adding an Account

To add an account:

1. Choose Account > Edit. The Account window opens.

=
¥ MName [Data #1 D

i AccountZ

I — i

[~ Detai View
—Search and Sort r~ Operation:
Search Field :

[ |

Criteria : Edit |

I j LCapy |

Search For:

I Delete |
Sort By : Islate |
|

IName

Update List | Frint Repart... |

2. Click Add to add a new account. The Account dialog box opens.

Account Record =

Account | Email Configuration I

Account Name :

Data 1: I

Data 2: I

Data 3: I

Data 4: I

Data 5: I

Data 6: I

Data 7: I

Data 8: I

Data 9: I

Data10: I

QK I Cancel | Lpply | Help |

. In the Account tab, type the Account Name. The account name may include a
maximum of 30 characters and is mandatory.

. Enter the additional information about the account from Data 1 to Data 10.
For example, you can enter the category of the account, site name, and so on.

. Click the Email Configuration tab to enter the e-mail Ids.

Document 7-001009, Revision 01 5-3 WIN-PAK User’s Guide



System Settings
Accounts

{%

G

Account Record

Account  Email Configuration |

r— Email Configuration

To: I‘

o]

Cancel |

| Help |

6. In the To box, type the e-mail ID of the user to whom the account-specific
alarms must be reported.

Note: You can enter multiple e-mail IDs separated by semi-colons. In the Cc
and Bcc fields, you can type the e-mail IDs of the users to whom the copy of
the mails must be sent.

7. Click OK to save the account information.

Selecting an Account

To select an account in WINPAK:

Note: Select the required account before entering an account-sensitive information.

1. Choose Account > Select or press F2. The Account window opens.

i
| ¥ Account Mame | Contact Mame |
W <System
KN — o
— Search and Sort r— Operation:
Search Field :
I- il j Select |
Criteria : Edit |
I I [Eapy |
Search For:
I Delete |
Sort By [solate |
IAccount Mame j
Update List I Frint Repart... |
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2. In the Account Name list select the required account.

3. Click Select.

@\ Note: Alternatively, double-click the required account to select it.

W

Editing an Account
To edit an account in WINPAK:

1. Choose Account > Edit. The Account window opens.
2. Click the required account to be edited and click the Edit button.

Refer to the “Adding an Account” section in this chapter for more details on editing
an account.

Deleting an Account

To delete an account that is not in use in WINPAK:
1. Choose Account > Edit. The Account window opens.

2. Click the account you want to delete and click the Delete button.

g\  Note: Amessage box appears cracre x4
= indicating that the account cannot
7 g ° Problems were encounterd that prevent this Account from being deleted,
be dEIEted’ lf the account you This Account still has 1 Cards assigned ko it.
delete . All cards must be removed From this Account,
. This Account still has 1 Card Holders assigned ko it.
All Card Holders must be removed from this Account,
* isused by one or more
o
entities in the system. (To

delete this account, you

must remove all the reacee x
dependencies.) & The account you have selected to delete is the account
under which vou are logged on, You must switch to a different

account before the selected account may be deleted,

OR

* isactive. (To delete this
account, you must switch to
a different account.)

Administrators

Administrator is created by default by WIN-PAK on installing the WIN-PAK User
Interface. The user name is admin with no password. You can change the user name
and password to ensure security.

To change the default settings for Administrator:

1. Choose System > Operator. The Operator window appears.
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E-: Operator 10l =|
¥ Mame Diescription Operator Type

Admin

1 | i

™ Detail Wiew
—Search and Sort — Operation:
Search Field :

|0 |

Criteria :

I j LCopy |
Search Far :

| Delete |
Sort By Isolate |

IName j

Update List | Frint Repart... |

2. Select the Admin operator and click Edit.

Operator Record =
Operator | Passwordl Operator Informationl

Operator Type :
=

Operator Mame :
Jisdmin

Description :
Jisdmin

QK I Cancel | Lpply | Help |

3. In the Operator tab, change the Operator Type, Operator Name and
Description, if required.

4. Click the Password tab to set the new password for the Administrator.

a. Type the New Password for the Administrator to log on. This field is
mandatory. Password is case-sensitive and you can enter maximum of 20
characters.

b. Retype the password in Confirm New Password.
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5. Click the Operator Information tab to set the operator details such as
operator level, time zone during which the operator is provided access to work
on WIN-PAK, the relevant accounts, and so on.

Operator Record =
Dpe[ato[l Paszwaord Dperatorlnformationl

Operator Level :

I MHone j

Card Holder :

Time Zone :

I Mone j
Language :

|English |
Available Account :

A

Selected Accounts :

Account] Delete |
Account?

Accountd

QK I Cancel | Apply | Help |

Note: The Operator Level, Time Zone, and Account options are enabled in the
Operator Information tab only when you change the role (operator type) of
the user from Admin to Operator in the Operator tab.

@

6. Ifthe Administrator is a card holder, select the card holder in the Card Holder
list or use the ellipsis [ button to locate the Administrator in the card holders
list.

7. Select the Language of the Administrator.
8. Click OK to save the changes.

Note: If you select the operator type as Operator, you must select the following:

@

* Operator Level to be assigned to the operator.
* Time Zone during which the operator is given card access.
* Accounts that must be associated to the operator.
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Operators

Operators are the individuals with a set of privileges to work with the WIN-PAK
system. An operator can log on to WIN-PAK using a user name and password.
Operators are assigned by operator levels, where the access rights are configured for
the WIN-PAK system components.

Operator Levels

@

The operator level defines the privileges of the operator to work with WIN-PAK.
When an operator is assigned to an operator level, the operator gains access for the
system components that are configured in the operator level.
In an operator level, the rights are configured for the following system components:
* Command Files - To run the command files.
* Control Area - To control devices in the control area through Control Map.
* Databases - To configure Card Holder, Cards, Floor Plan, and so on.
* Floor Plans - To open the floor plans.
* Reports - To run the reports.
» User Interfaces - To configure and operate on the WIN-PAK User Interface.

Note: Before you define the operator levels, ensure that you have defined the control
areas for defining privileges for the areas in the Operator Level window.

Adding an Operator Level
To add an operator level:

1. Choose System > Operator Level. The Operator Level window appears.

-ioix

Operator Level Operator Level D¢
#or_1 Samnple

=80 Operator Level Tree
0'@ Command Files
EIQ BB Control Area
--OD Quick Start Control Area
=80
o:;,'n ADY For C-100 loop
o ﬁ) CommandFile
-0 [B COMSERMER
B, ComsERVER 2
; Guard Tour
E----O@ Track & Muster
+ @B Databases
o8 B Floor Plans
H-@ g Reports
]--Oﬁ User Interfaces

Symbiosis

4 | i

add | Eat |

Delete | lsolate |

2. Click Add to add a new operator level. The Operator Level dialog box
appears.
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Operator Level x|
Mame :
ISecond Shift Guard
Description :
()8 I Cancel |

3. Type the Name for the operator level. This field is mandatory.

4. Type the Description for the operator level.

5. Click OK to save and return to the Operator Level window.

Configuring Operator Levels

You can configure the access rights to an operator level for the control area devices,
databases, reports, user interface, and so on.

To configure access rights for an operator level:

1. Choose System > Operator Level. The Operator Level window appears.

@

rights for the selected operator level.

[F] Operator Level

Operator Level

&,
& Admin

& Second Shift Guard

Diescription

I[=] 3

= -# ] Operator Level Tree
.'@ Command Files
B Contiol Srea

Note: The Operator Level window is divided into two panes, the left-pane and
the right-pane. The left-pane displays the list of operator levels and the
right-pane displays the operator level tree in which you can set the access

| | v
O I
Delete |solate |
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2. In the left-pane, select an operator level in the Operator Level list.
3. Right-click the control area device, database, or user interface to configure.

4. Configure rights for an entire branch, an individual device, database, report or
user interface element.

Configuring rights for an entire branch
To configure access rights for an entire branch:

1. In the Operator Level window, right-click the main branch and select
Configure to configure the rights for all the devices in one branch at once. The
Configure Rights dialog box is displayed.

Configure Rights x|

Leave all rights as they are.
Femaove all rights from all items.

C View Grant view rightz to all items.

" Changs and  Grant change rights to all Databases, grant operate

Operate tights to all Controls and User Interfaces.

' Maximum Grant delete rights to all Databazes, grant operate

rights to all Contrals and User Interfaces.
()8 I Cancel |

2. Select the appropriate rights configuration for the Operator Level and click
OK.

Configuring rights for an individual device
To configure access rights at a device level:
1. In the Operator Level window, expand the branch and select a device.

2. Right-click the device and select Configure. The Configure Rights dialog
box appears.

Configure Rights x|
 Non
 Vigw

Cancel |
' Operate

3. Select the appropriate rights configuration and click OK.

Configuring rights for databases
To configure rights for databases:

1. In the Operator Level window, expand the Databases branch and select a
branch database or an individual database.

2. Right-click the database and select Configure. The Configure Rights
Database dialog box appears for a branch database and the Configure Rights
to Database dialog box appears for an individual database.
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Configure Rights Database B Configure Rights to Database x|
' Same Leave all rights az they are. & None
& Mone Fiemove all ightz from all fields ) View
C View Grant Yiew rights to all fields ® HeiEe Cancel |
" Change Grant Change rights to all fields.  Delste
= Delete Grant Delete rights for the Database as a whole, grant
Change rightz for all fields.
()8 I Cancel |

3. Select the appropriate option to set the rights for the database.

Configuring rights for reports
To assign rights to an individual report:

1. In the Operator Level window, expand the Reports branch and select a
report.

2. Right-click the report and select Configure. The Configure Rights dialog box

appears.
x
€ None

' Fun Report
Cancel |

3. Click None to provide no access or click Run Report to provide rights for
running the selected report.

4. Click OK.

To assign the same rights to all the reports:
1. In the Operator Level window, select the Reports branch.
2. Right-click Reports and click Configure. The Configure Rights dialog box

appears.

i
o
 Hore....

Leave all ights az they are.

Femove all ights from all iterms.

" Operate............. Grant Run Fepoart rights to all items.

()8 I Cancel |

3. Select the appropriate option and click OK. The selected rights is assigned to
all the reports.

- Note: Each device, database, and user interface element in the control tree is
@ color-coded, based on the rights assigned to it.
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RI=TEY
g;r:tir Level ;)penlator Level D¢ =B Operator Level Tree
= Sl @ Command Files
BB Control Area
# (] Quick Start Control Area
Symbiosis
R A arw For C-100 laop
¥} ﬁ) CommandFile
-0 B, COMSERVER
@@ COMSERVER 2
Guard Tour
----- 0@ Track & Muster
#-@ B Databases
-8 Kl Floor Flans
[+ #+ Reports
[]--Oﬁ User Interfaces
| | |
aid | Eat | com |
Delete | Izolate |
# Red indicates no rights
o Yellow indicates view rights
@ Green indicates operate rights (view and edit)
< White indicates delete rights
Configuring rights summary chart
Branch, Database, Device Change | Delete | Max | None | Operate Same @ View
Operate Specific
Operator Level Tree X X X X X
Command File X X X
Individual Command File X X
Control Area X X X X
Device-Control Area X X X X
Database X X X X X
Individual Database X X X X
Floor Plans X X X
Individual Floor Plans X X
Reports X X X
Individual Reports e x
User Interface X X X X
Individual-User Interface X X X
Options Description

Change & Operate

Grant change rights to all database. Grant operate rights to
all controls and user interfaces.

Delete Grant delete rights for all database as a whole. Grant
change rights for all fields.

Maximum Grant delete rights to all databases. Grant operate rights to
all controls and user interfaces.

Mone Remove all rights from all items.

Operate Specific

Grant operate rights to all items from branch or specific
devices.

Same

Leave all rights as they are.

View

Grant view rights to all items.
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Copying an Operator Level

To create operator levels that are similar to each other, but with a few minor
differences, copy an existing operator level, and then make changes to the copy.

1. Choose System > Operator Level. The Operator Level window appears.
2. Select the operator level to be duplicated.
3. Click Copy. The Operator Level dialog box appears.

Operator Level x|

Description :

Operator with admin privilege

()8 I Cancel |

4. Type a new Name for the operator level.

The default name of the copy is the same as the original with the prefix “Copy of...”
and the default description is the same as the original.

5. Type a new Description for the operator level, if required.
6. Click OK to save a copy and return to the Operator Level window.
Note: The access rights for the copy is the same as the original. If you want to change

the access rights, you can select the copied operator level and configure the new access
rights.

@

Editing an Operator Level
To edit the name or description of an operator level:
1. Choose System > Operator Level. The Operator Level window appears.

2. Select the operator level and click Edit. The Operator Level dialog box
appears.

3. Enter the new Name and/or Description, and click OK.

Note: To edit the access rights of an operator level, you can select the operator level
and configure new access rights.

@

Refer to the “Configuring Operator Levels” section in this chapter for details on
configuring access rights to an operator level.
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Isolating and Deleting an Operator Level

You cannot delete an operator level, if the operator level is already assigned to an
operator. Therefore, before deleting an operator level, reassign the operator to a
different operator level.

Isolating an operator level

To reassign operators to a different operator level and to isolate the operator level:
1. Choose System > Operator Level. The Operator Level window appears.
2. Select the operator level to be isolated and click Isolate. The Isolate dialog

box appears.

Izolate x|

Operators referencing Operator Level 'Operator &'

| Mame | Diescription |

|‘I Item

Operator Level to which selected
Operators will be reazsigned :

|4 Shift Guard =l

Fieassign | Fieazzign Al | QK I

3. Select the operator from the list. For multiple selections, press SHIFT or
CTRL key while selecting the operators.

N

. Select the different operator level to which the operators must be assigned.

5. Click Reassign to reassign the selected operators. A message asking for
confirmation appears.

OR

Click Reassign All to reassign all the operators. A message asking for
confirmation appears.

6. In the confirmation message, click OK to confirm the reassignment. The
selected or all the operator levels are reassigned.

7. Click OK to return to the Operator Level window.
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Deleting an operator level
To delete an operator level:

1. Select an operator level from the database list and click Delete. A message
asking for confirmation appears.

win-pakpe X

& Delete operator level 'Operatar 4'7

fes I Mo |

2. Click Yes to confirm the deletion. The operator level is deleted.

- Note: If you attempt to delete an operator level that is used for defining an operator,
@ the following warning message appears:

ein-pacee x|
Operator level 'Operator’ is being
used by at least one operator,

‘ou must change the operator level used by these
operatars before the operatar level may be deleted.

Defining Operators

The operators can gain access to various functions of WIN-PAK, based on the
associated operator level and the rights assigned to that level.

Adding an Operator
To add an operator:
1. Choose System > Operator. The Operator window appears.

2. Click Add to display the Operator Record dialog box.
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Operator Record x|
Operator | Passwordl Operator Informationl
Operator Type :
IDperator j

Operator Mame :
Jesdmin

Description :
Jesdmin

QK I Cancel | Lol | Help |

3. In the Operator tab, select the Operator Type as Admin or Operator.

4. Type the Operator Name and Description.
5. Click the Password tab to set the password.

a. Type the New Password for the operator to log on. This field is
mandatory. Password is case-sensitive and you can enter maximum of 20

characters.

b. Retype the password in Confirm New Password.

6. Click the Operator Information tab. The field inside this tab varies according

to the operator type.
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Operators
Operatar | Password | Operator Informationl Operator | Password | Operator Informationl
DperatarTope- ~ DostatorTupe ~
4@0;@[5&0[ 9) IAdmin

Operator Mame :

Dpe[ato[l Paszword Dperatorlnformationl

—— [perator Level :

|4 Shift Guard =l

Card Holder :

I.None

Time Zone :

=l [l

I.None

Language :

|Englsh =l

Available Account :

Selected Accounts :

Add

IJ ohi Michael
Description :
Operator Record x|

[Velete |

Operator Mame :

IJ ohi Michael

Description :

DOperator Record

Dpe[ato[l Paszwaord Dperatorlnformationl

QK | Cancel | Lol

Help

Operator

L Operator Level :

INone j
Card Holder :

4
Time Zone :

I.None j
Language :

|English |

Available Account :

sl

Selected Accounts :

Account] Delet
Account? LI
Accountd
QK I Cancel | Apply | Help
Administrator

7. Select an operator level in the Operator Level list to assign access rights to

the operator.

Note: The Administrator has rights to view, edit, and delete in WIN-PAK and
so the Operator Level, Time Zone, and Accounts options are not applicable for

the Administrator.

8. Ifthe operator is also a card holder, select the Card Holder from the list or use
the ellipsis [-] button to locate the operator in the card holder list.

9. Select the Time Zone during which the operator has to log on to the system.

Note: If no time zone is assigned to an operator, the operator can log on to

WIN-PAK any time.

10.Select the language of the operator in the Language list.

11.Under Available Account, select the list of accounts to which the operator can
have access and then click Add. The accounts are moved to Selected

Accounts.
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12.If you want to remove an account from Selected Accounts list, select the
account and click Remove. The selected account is moved to Available
Accounts.
13.Click OK to add the operator.
Tips on Password
A good strategy for choosing a password is, it must be easy to remember, but hard to
decode. The following list provides tips on choosing such a password:
* Pick a simple phrase preceded or followed by one or more numbers.
» Use a password without spaces and capitalize each character. Such passwords
cannot be easily decoded either by a random number generator or by a
dictionary decoder.
* For tight security, use a combination of both letters and numbers. Avoid
familiar terms such as your company name, initials, birth dates, and so on.
g Caution: Passwords are case-sensitive.

Editing an Operator
To edit the operator details:
1. Choose System > Operator. The Operator window appears.

2. Select the operator to be edited and click Edit. The Operator Record dialog
box appears.

Operator Record x|
Operator | Passwordl Operator Informationl
Operator Type :
IDperator j

Operator Mame :
Jesdmin

Description :
Jesdmin

QK I Cancel | Lol | Help |

3. Edit the required details of an operator and click OK.
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Refer to the “Adding an Operator” section in this chapter for details on adding an
operator.

Searching and Sorting Operators
To search and sort the operator list:
1. Choose System > Operator. The Operator window appears.

2. Select an item in the Search Field list.

— Search and Sart

Search Field » All - Lists all the operators.

IE[::;C:?W = Description - Searches for similar descriptions.

I:egi"::% =l « Last Log In - Searches based on the last log on date

| = and time.

S8y + Name - Searches for similar operator names
 Operator Type - Searches based on the operator type.

3. Ifyou have selected Description, Last Log In, Name or Operator in the Search
Field, select the Criteria.

* Begins With - Searches for an item that begins with the text in the
Search For text box.

* Equals - Searches for an item that exactly matches with the text in the
Search For text box.

* Greater Than - Searches for an item that is alphabetically or
numerically greater than the text in the Search For text box.

* Less Than - Searches for an item that is alphabetically or numerically
less than the text in the Search For text box.

4. Type the text to be searched in the Search For text box.

Note: If you have selected Last Log In in the Search Field list, click the
button below Search For and select the date.

@

5. Select an item in the Sort By list.
* .None - No sorting required.
» Other items - Sorts the list in the ascending order of the selected item.
6. Click Update List to list the searched items in the sorted order.
Tip:
* To sort the entire list:

a. Click the column title. The list is sorted in the ascending order of the
column.

OR
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Select All in the Search Field list.

Select an item in the Sort By list.

Click Update List. The entire list is sorted based on the selected item.
* To view the list of operators who have not yet logged on:

a. Select All in the Search Field list and select Last Log In in the Sort By
list.

b. Click Update List. The Not Yet Logged In operators are displayed first
in the list.

Deleting an Operator
To delete an operator:
1. Choose System > Operator. The Operator window appears.

2. Select the operator to be deleted and click Delete. The selected operator is
deleted.

Default Settings

Defaults can be set for certain system functions in WIN-PAK. However, you can
change these default settings. For example, you can set the deletion of a card without
asking for a confirmation message.

WIN-PAK menus for configuring workstation and system settings are:
»  Workstation Defaults
* System Defaults

Setting Workstation Defaults

Defaults can be set for alarm printer, sound files, paths, wallpapers and restore
options.

To set the workstation defaults:

1. Choose System > Workstation Defaults. The Workstation Defaults dialog
box appears.
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Workstation Defaults x|

Defaults | Alarm F'rinterl Soundsl Directoriesl Wallpaperl Hestorel

M aximum Records returned from the D atabase for Selecting List:
200

M arimurm Recaords returned from the D atabase for Find List:

|2D

Live bonitor :

I.None j

¥ Corifirm Card Deletes

[T Always show record view

™ Fresze Cliert

et 10 i it

QK I Cancel | Aol | Help |

2. Click each tab to configure or change the default settings.

3. Click Apply to save the settings.

Configuring default workstation settings

To configure the default workstation settings:
1. In the Workstation Defaults dialog box, click the Defaults tab.
2. Set the following settings:

Table 5-1 Describing options for setting defaults

Defaults Option Description

Maximum Records returned | The maximum number of records to be displayed in

from the Database for the Maintenance window for Selection list. Enter a
Selecting List number between 20 and 200.
Default value is 200.

Maximum Records returned | The maximum number of records to be displayed in
from the Database for Find the Maintenance window for Find list. Enter a
List number between 1 and 1000.

Default value is 20

Live Monitor From the defined list of CCTV monitors, the
selected monitor output is connected to the video
capture card. Therefore, the video signal from that
monitor output is displayed in the Live Monitor
view.

Default is None.
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Table 5-1 Describing options for setting defaults

Defaults Option Description

Confirm Card Deletes A message asking for confirmation appears, when
you attempt to delete a card.

By default, this check box appears selected.

Always Show Record View | When you open the Maintenance window, the Detail
window for the selected item is opened
simultaneously.

By default, this check box appears cleared.

Freeze Client and If the operator leaves the WIN-PAK User Interface

Wait idle for a certain period, the session expires.
Therefore, the operator must log on to the system
again.

By default, this check box appears cleared.

The period for inactivity is set in the Wait box. The
period ranges from 1 to 60 minutes.

Default value is 10 minutes.

3. Click Apply to save the changes.

Setting defaults for alarm printers

By default, alarms are displayed only in the alarm view window and are not printed. If
required, you can configure the settings in the alarm printer to print all alarms as soon
as they are displayed in the alarm view window.

To configure alarm printer settings:

1. In the Workstation Defaults dialog box, click the Alarm Printer tab.

Workstation Defaults x|
Diefaults  Alarm Printer | Soundsl Directoriesl Wallpaperl Hestorel
PErinter : ¥ Frint &larms
[le10nt2ks009URADS =

Frint Ta Part
[+ Frint directly to port ‘

Port Mame : Lines per page :

e R |

QK I Cancel Apply Help
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2. Select the Print Alarms check box to print the alarms.

3. To select a local printer:

a. In the Printer list, select a printer from the list of printers installed in
Windows.

OR
To select a printer in the network:
a. Under Print to Port, sclect the Print directly to port check box.
b. In the Port Name list, select the name of the port connected to a printer.

c. Inthe Lines per page box, enter the number of lines to be printed in a
page. By default, it is 66.

4. Click Apply to save the changes.

Setting defaults sound settings
To activate sound files on certain instances:

1. In the Workstation Defaults dialog box, click the Sounds tab.

Workstation Defaults x|

Defaultsl Alarm Printer  Sounds | Directoriesl Wallpaperl Hestorel

[V Enable System Sounds
¥ Enable Card
" Enable Ack
™ Enable Clear
™ Enable Operator Mote

QK I Cancel | Aol | Help |

2. Select the Enable System Sounds check box.

3. Specify the instances during which sound files must be activated by selecting
the following check boxes:

Table 5-2 Describing instances for activating a sound file

Instance Activates a sound file...
Enable Card During card reads.
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Table 5-2 Describing instances for activating a sound file

Instance Activates a sound file...
Enable Ack When alarms are acknowledged.
Enable Clear When alarms are cleared.
Enable Operator Note When notes are added to alarms.

4. Click Apply to save the sound file settings.

Note: The sound card must be available in the operating system to enable the sound
option.

@

Setting default paths for sound and language files
To define default paths for the sound files and language files:
1. In the Workstation Defaults dialog box, click the Directories tab.

Workstation Defaults x|

Defaultsl Alarm F'rinterl Sounds  Directaries | Wallpaperl Hestorel

Path to Sound Files :
IE:\Program Filez'WWIMPAKPROYS ound Files

Browse... |

Fath to Language Files :
IE:\Program Filez'WwWIMPAKPROY anguage Files

Browse... |

QK I Cancel | Aol | Help |

2. In Path to Sound Files text box, type the path for the sound files or click
Browse to locate the sound files folder. By default the path is set to
C:\Program Files\WINPAKPRO\Sound Files.

3. In Path to Language Files text box, type the path for the language files or
click Browse to locate the language files folder. By default the path is set to
C:\Program Files\WINPAKPRO\Language Files.

4. Click Apply to save the changes.
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Setting the default wallpaper for WIN-PAK User Interface
To set the default wallpaper for WIN-PAK:
1. In the Workstation Defaults dialog box, click the Wallpaper tab.

Workstation Defaults x|
Defaultsl Alarm F'rinterl Soundsl Directories W allpaper | Hestorel

' Default Bitmap
" None
" Colored Background

(... | .

& Bitmap
IEI: “Program Files\Ww/IMPAKPR O allpapert/ allPap

— E

QK | Cancel | Apply | Help |

2. Click any of the following options for setting wallpaper defaults:

Table 5-3 Describing options for setting wallpaper

Wallpaper Option Description

Default Bitmap Retains the default bitmap set for the User Interface.
None No wallpaper is set for the User Interface.

Colored Background Sets a wallpaper color for the User Interface.

Click Color and choose the background color.

Bitmap Set a bitmap as a background for the User Interface.

When you select this option, type the path of the
image file, or click Browse to locate the image file.

3. Click Apply to save the wallpaper settings.
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Setting defaults for Restore options
To configure the restore options in the WIN-PAK User Interface:
1. In the Workstation Defaults dialog box, click the Restore tab.

Workstation Defaults x|

Defaultsl Alarm F'rinterl Soundsl Directoriesl Wallpaper Restore

¥ Restore Main Wwindow Position and Size

Operator
¥ Restore Main Wwindow Position and Size
¥ Restore Window Position and Size

™ Reopen Windows

QK I Cancel | Apply | Help |

2. To set the restore option for the main window before logging on to the
WIN-PAK system:

a. Select the Restore Main Window Position and Size check box to
retain the last size and position of the main window.

3. To set the restore options after logging on to the WIN-PAK system:

a. Under Operator, select the following restore options:

Table 5-4 Describing restore options for operators

Restore Option Description

Restore Main Window | The position and size of the main window in the

Position and Size previous session are restored.

Restore Window The position and size of the secondary windows in
Position and Size the previous session are restored.

Reopen Window The windows that were kept open in the previous

session are re-opened.

4. Click Apply to save the restore settings.
5. Click OK to save the workstation settings and close the dialog box.
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Setting System Defaults

Defaults can be set for certain functions in WIN-PAK. For example, you can configure
system settings related to ADV access, card number length, alarm handling, e-mail
configuration, and type of access levels.

To set the system defaults:
1. Choose System > System Defaults. The System Config dialog box appears.

System Config x|

Defaults | Alarm Handlingl Ebdail Eonfigurationl Login / Logoutl Access Levelsl

V' Grant all operators access to ADY's not in Control Area

M aximum Length of Card Mumbers :
-

¥ &llowe only numeric Card Numbers

Port Setting:

Part for TCPAP Connection : [3001
Port for Encrypted TCP/P S
Connection :

QK I Cancel | Aol | Help |

2. Click each tab and configure the settings.
3. Click OK to save the system default settings.

Configuring default settings

To configure the defaults settings:
1. In the System Config dialog box, click the Defaults tab.
2. Set the following defaults options:

Table 5-5 Describing the options for setting the defaults

Defaults Option Description

Grant all operators access Select the check box to grant permission to all
to ADV not in Control Area | operators for accessing ADVs that are not in the
Control Area

Maximum Length of Card The maximum length for card numbers.
Numbers
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Table 5-5 Describing the options for setting the defaults

Defaults Option

Description

Allow only numeric Card
Numbers

Card numbers can only be numbers.

Port Settings

Port for TCP/IP Connection

The port number of the panels in the TCP/IP
connection.

Port for TCP/IP Encrypted
Connection

The port number of the panels in the TCP/IP
encrypted connection.

3. Click Apply to save the defaults settings.

Setting defaults for alarm handling

To set defaults for alarm handling:

1. In the System Config dialog box, click the Alarm Handling tab.

System Config x|

Defaults  Alarm Handling | Er4ail Eonfigurationl Lagin / Logoutl Acocess Levelsl

™ Auto Popup Alarm View Window
¥ Beep Until Alarm Acknowledged
¥ Allow Alarm to be Silenced for 60 seconds
V¥ Do Not Clase Window Until all &larms are Acknowledged

™ Reissue Uncleared Alams

™ Require a Response when Acknowledging Alarms
™ Automatically Clear Acknowledged Alarms
™ Clear &larm on Nomal Only

M arimumn # of events in event view: I‘I 000 _|;

Auto-clear alarmg limit [ per paint J: 100 _:I

Auto-clear card reads limit [ per door J: 100 _:I

QK I Cancel | Apply | Help

2. Set the following alarm settings:

Table 5-6 Describing options for alarm settings

Alarm Options Description
Auto Popup Alarm View When a new alarm is received, the Alarm View
Window window is opened, restored or continues its display.

By default this check box appears selected.
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Table 5-6 Describing options for alarm settings

Alarm Options

Description

Beep until Alarm
Acknowledged

The alarm beeps continuously, until the alarm is
acknowledged.

By default it is selected.

Allow Alarm to be Silenced
for 60 seconds

The Silence button appears enabled for an operator
to stop the beep for 60 seconds even without
acknowledging the alarm.

By default it is selected.

Do Not Close Window
Until all Alarms are
Acknowledged

The Alarm View window cannot be closed, until all
the alarms are acknowledged.

Reissue Uncleared Alarms

The acknowledged alarms are reissued if those
alarms in the lower-pane returns to the alert state.

Require a Response when
Acknowledging Alarms

A note must be provided when alarms are
acknowledged.

Automatically Clear
Acknowledged Alarms

Acknowledged alarms are automatically cleared.

Clear Alarm on Normal
Only

The operator can clear an alarm, only if the device or
or point on which the alarm is generated retains to
the normal state.

Maximum # of events in
event view

The maximum number of events to be displayed in
the Event View.

Auto-clear alarms limit (per
point)

The maximum number of recent alarms for a point
(input or output) to be displayed in the Alarm View
window. By default, the Alarm View window
displays the 100 most recent alarms per point. This
value can range from 10 through 500.

Note: The alarm count (Cnt) shows the entire count
of the alarms irrespective of the limit setting.

Auto-clear card reads limit
(per door)

The maximum number of recent events per door to
be displayed in the Alarm View window. By default,
the Alarm View window displays the 100 most
recent events per door. This value can range from 10
through 500.

3. Click Apply to save the alarm handling settings.
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Specifying default e-mail IDs for reporting alarms

You can configure the e-mail IDs to whom the e-mails for alarms would be sent.

To specify default e-mail IDs for reporting alarms:

1. In the System Config dialog box, click the Email Configuration tab.

N kW

System Config =

Defaultsl Alarm Handing  EMai Configuratian | Lagin / Logoutl Acocess Levelsl

— Sender

Authentication
Method :

Usermame : I

Password : I

—Mail Server

HostMame : I

Fart Mumber : |25

Misc

Encoding : IW’estem European [150] j

LConfigure Email IDs... |
QK I Cancel | Apply | Help |

. Under Sender, select the Authentication Method for sending the mail.

¢ AUTH LOGIN - The password is encrypted while sending to the
server. This ensures security.

* LOGIN PLAIN - The password is sent to the server without
encryption.

Type the Username and Password for the selected authentication method.
Under Mail Server, type the HostName or IP address of the mail server.
Type the Port Number of the mail server.

Under Misc, select the Encoding format.

Click Configure E-mail IDs to configure the e-mail IDs of the users to whom
alarm reports must be sent. The Configuration - Email Ids dialog box
appears.
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x
— Mail ID
Fram : ||
Ta: I
Ce: I
Bec: I
0k I Cancel |

8. Type the e-mail Ids in the From, To, Cc¢, and Bee text boxes.
Tip: To enter multiple e-mail Ids, you can use the semicolon as a separator.

9. Click OK to save the e-mail details and return to the System Config dialog
box.

10.Click Apply to save the e-mail configuration details.

Configuring automatic log on and log off settings

You can set the WIN-PAK system to log on automatically, when you launch
WIN-PAK. In addition, you can set to close the WIN-PAK User Interface when you
log off from the system.

To configure the log on and log off settings:
1. In the System Config dialog box, click the Login/Logout tab.

System Config x|

Defaultsl Alarm Handlingl EMail Configuration  Lagin / Logout | Acocess Levelsl

Login/Logout
= | i wsing current Sindovs usen at startun
[T Close WIN-PAK when user lags out

“Y'ou musgt create a group named 'WIN-PAK. on the database
zerver of the Primary Domain Controller in order to enable the
' Login uzsing current ‘Windows user at startup ' option.

QK I Cancel Aol Help
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2. Select the Login using current Windows user at startup check box, if you
want the WIN-PAK system to log on automatically using Windows logon user
name when you launch the application

Note: To enable this check box, you must create a group named WIN-PAK in
the Windows User Group or in the Primary Domain Controller.

@

3. Select the Close WIN-PAK when user logs out check box, if you want to
close the WIN-PAK system when you log off from WIN-PAK.

Configuring access levels for cards
You can configure the number of access levels that can be assigned to a card.
To configure the access levels for cards:

1. In the System Config dialog box, click the Access Levels tab.

System Config %]
Defaultsl Alarm Handlingl Er4ail Eonfigurationl Login / Logout - Access Levels |
Acocess Levels

& Precision

' Multiple

QK I Cancel | Aol | Help |

2. Under Access Levels, click any of the following options:

* Precision: Only one access level that must be assigned to a card. When
this access level is selected, more memory is consumed.

*  Multiple: A maximum of six access levels can be assigned to a card.

Note: When you switch from Precision to Multiple access level, the following
warning message appears:

@
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win-pakpe |
° Switching from PRECISION to MULTIPLE Access levels:

- Will free up memory on the P-Series system,

- The PRECISION ACCESS LEYEL for all existing cards will
become A MULTIPLE ACCESS LEVEL For that card.

- Make a DATABASE BACKUP before you convert your syskem,
- After conversion you need to reinitislize the panels

Are you sure you wank to make this change #

A similar message is displayed when you switch from Precision to Multiple
access level.

Click Yes to confirm the switching.
4. Click Apply to save the access level settings.
5. Click OK to save the changes and close the System Config dialog box.
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In this chapter...

Quick Start Wizard 6-2
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Quick Start Wizard

Overview

@

@

Quick Start Wizard (QSW) is an optional interface to configure the basic
functionalities like creating an account, adding a new time zone, and so on with
default settings. However, you can perform these operations using the WIN-PAK
menus also.

* Ifyou are new to WIN-PAK, you can quickly start with WIN-PAK for
performing few basic operations using QSW.

* Ifyou are already using WIN-PAK, you can still proceed with QSW for
configuring the basic operations.

Configuration Options

Quick start wizard enables you to configure the following:
* Creating an Account
* Adding a Time Zone
* Adding Cards to an Account
* Adding a Site
* Adding Loops to a Site
* Adding a Panel
* Adding Readers to a P-Series Panel

Note: After configuring these options using QSW, you can edit the configuration
settings using the corresponding WIN-PAK menu options.

Launching Quick Start Wizard

As QSW requires access to several WIN-PAK databases, you must log on with
administrator privileges to access QSW. When you log on to WIN-PAK, Quick Start
Wizard is automatically started.

Notes:

+ Ifyou do not want QSW to start automatically,

— Clear the Show the Quick-Start Wizard after each Log-in check box in
the Quick Start Wizard Configure dialog box.

» To manually launch the quick start wizard,

— Choose Configuration > Quick-Start Wizard from the main window of
WIN-PAK. The Quick Start Wizard Configure dialog box appears.
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Creating an Account

To create a new account using QSW:

1. In the Quick Start Wizard Welcome dialog box, click Create New Account
and click Next. The Configure dialog box appears.
QUICK STARIT WIZARD
Configure
Select one of the following configuration optians: Craate New Account option
allows you to create new
% Create MNew Account account
TIMEZONES © AddTime Zanes Seled_this option and click Next
CARDS ' Add Cards to existing Account IElrcom '] to configure an Account
fg;,, C Add New Site
PANEL  Add New Loop to existing Site I.Semer'ﬁ "]
510 BOARDS
DONE  Add New Panel
© Add New Readers o existing Iﬁ
P-Series Panel :
' I'm Dane
<Back | Mext> | Cancel |
2. Click Create New Account and then click Next. The Account dialog box
appears.
QUICK START WIZARD
Account
Create Hew Account Account page allows you to
R Iif\ﬂ’?mmﬂ create a new account
Enter a unigue account name in
TIMEZONES the field provided and click
CARDS Mext. vou will see the
SITE confirmation message on the
LOOP next page far any modification
PANEL in the account name before wou
510 BOARDS proceed;
DONE
<Back | Mext> |  Cancel |
3. Type a unique Account Name and click Next. A confirmation message
appears for the account name.
4. Click Next. A new account is created and the Configure dialog box is

displayed with the Add Time Zones option selected.

2

Note: The configuration details are NOT saved permanently, until you click I’m Done
and perform the steps that follow.
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Associating Time Zones to Accounts

A time zone is the defined time interval for accessing the particular area. You must
associate Time Zones to an account, as time zones are specific to an account.

To associate time zones to the accounts using QSW:

1. Inthe Quick Start Wizard Configure dialog box, click Add Time Zones and
click Next. The Time Zones dialog box appears.

The Time Zone dialog box displays the available time zones and accounts.

¥ QuICK. START WIZARD - Timezone

QUICK START WIZARD

Time Zones

Select Time zones. The selected access time zones will be
included in the selected accounts.

7 Abways On 24/7

ACCOUNT
TIMEZONES

Including Holidays

3 V! 8:00am - 5:00pm hdon - Fri Excluding Holidays
CARDS V' 4:00pm - 12:008m kdon - Fri Excluding Holidays
EIIJTE:EP W 12:00am - .00am Mar - Fri Excluding Holidays
PANEL V' B:00am - 7:00pm 7 days Including Holidays

510 BODARDS

Auailable Accounts

Selected Accounts

ATime Zone is an accessible
time range that can be given to
the user of a particular account
to access the work area.

Selectthe time zone option and
select account to which you
want to associate this time
Zone

Use the arrow buttons to

@

DONE

Eircom

2]
“odaphone
Richmond Recruitm <l <<
ESAT = <] |

associate or dissociate the
accounts toffrom the tirme zone.

< Back | Mext > | Cancel

2. Select the time zones to be associated to an account.

Note: Using QSW, you cannot add a new time zone. Therefore, to add a new
time zone, choose Configuration > Time Management > Time Zone on the

WIN-PAK interface.

Refer to the “Adding a Time Zone” section in the chapter Time Management for

details on adding a time zone.

3. In the Available Accounts list, click the account. For multiple account

selection, use the SHIFT and CTRL keys.

4. Click =|or_2>|to move the selected accounts or all accounts to the Selected
Accounts list and then click Next. The Continue? dialog box appears.
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IPF QuICK START WIZARD

QUICK START WIZARD

Continue?

L Mo information has been sawved to WIN-PAK s database atthis
TIMEZONES e e
CARDS pointin time. If wvou need any modification, you can go back and do
SITE =0 how. Once the Next buttan is pressed, you will notbe able to go
back and modify the settings. In such cases. yvou need to click
Loop Cancel and start over again.

PANEL

SI0 BOARDS Click Mext ta continue further.
DONE

<Back | Next> | Caneel |

5. Click Back to change the settings or click Next. The time zones are associated
to the accounts and the Configure dialog box is displayed with the Add Cards
to existing Account option selected.

@\ Note: The configuration details are NOT saved permanently, until you click I’'m Done

= and perform the steps that follow.

Associating Cards to an Account

As the cards are specific to an account, they must be associated to an account before
you create new cards.

To add new cards and associate them to an account:

1. In the Quick Start Wizard Configure dialog box, click to select Add Cards
to existing Account.

2. In the Account list, select an account for associating cards to an account.

ACCOUNT

Select one of the following configuration options: Add Card’s o exisiing Accouvit
TIMEZONES

option allows you to add cards
" Creste New Account to the selactad account.

 Add Time Zones _
- Selectthis option and selectthe
& Add Cards to existing Account |ACCDUnt1 :l' account from existing list.

 Add New Site
Click Mext. This will take youto

Loy " Aded New Loop to existing Site ISYmbiosis 'I the Cards page to configure
PANEL

510 BOARDS  Add MNew Panel cards.

N— © Add Mew Readers to existing P- [Foaepre =

Series Panel

C I'm Daone

= Back | Mext = Cancel
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3. Click Next. The Cards dialog box appears.

¥ QUICK START WIZARD - Cards =
QUICK START WIZARD
' Cards

Add cards to account Account] Enter the Start card number and
First card number in the range |‘I 161 trgesgggi\i:rftiier;;;nber in the
Last card number in the range |1 162

Choose the expiration date for
the new cards using the
calencar icon. This indicates
that the cards will not hawve
access after this expiration
date. The activation date is
same as the date of card
creation

Expiration Date

<Bac:k| Next)l Cancel |

4. Type the First card number in the range and the Last card number in the
range. For example, if you want to add the card numbers ranging from 100 to
150, enter 100 and 150 in the respective boxes. If you want to add a single
card, enter the same number in both the boxes.

5. Select the Expiration Date using the icon. You can use the card to access
only until the expiry date.

Note: The activation date is the same as the current date. In the demo version of
WIN-PAK, the Add Cards to existing Accounts option is disabled.

@

6. Click Next. A warning message appears if you attempt to create the existing
cards.

Quick Start Wizard =]

‘fou have chosen to add a range of cards that will overlap at least one existing card, Mo existing cards will be
. modified. ¥ou like to continue adding this range of cards?" NAME="szNameCardExistsMessage

fes Mo |

7. Click Yes to continue adding the new cards and to retain the existing cards. The
Continue? dialog box appears.

OR

Click No to change the card range and then click Next. The Continue? dialog box
appears.

8. Click Back to change the card settings or click Next. This associates the cards
to an account and the Configure dialog box appears with the Add New Site
option selected.

- Note: The configuration details are NOT saved permanently, until you click I’m Done
@ and perform the steps that follow.
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Adding a New Site
Site is a logical representation of the physical location in WIN-PAK.

To add a new site:

1. In the Quick Start Wizard Configure dialog box, click to select Add New
Site and then click Next. The Sites dialog box appears.

P QUICK START WIZARD - Site

QUICK START WIZARD 7

Sites
Create new Site Add site by specifying the

Site Name  [Sitel R

Enter & site name in the field
provided and click Mext. You
will see the confirmation
message on the next page for
any modification in the site
name before you proceed.

éE{ac:kl MNext> | Cancel |

2. Type a unique Site Name and click Next. The Continue? dialog box appears.

3. Click Back to change the site name or click Next. A new site is created and the
Configure dialog box is displayed with the Add New Loop to existing Site
option selected.

- Note: The configuration details are NOT saved permanently, until you click I’m Done
2/\ and perform the steps that follow.

Adding a Loop to a Site

Loop refers to the communication method used for communicating between the
workstation and the panel.

Adding a Loop to a Site process includes, adding a panel to a loop and adding readers
to a panel.

To add a loop to a site:

1. In the Quick Start Wizard Configure dialog box, click Add New Loop to
existing Site.

2. Click the Site to be associated with the loop and then click Next. The Loop
dialog box appears.
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FF* QUICK START WIZARD - Loop i

QUICK START WIZARD

Loop
Add Loop to Site: Site1

ACCOUNT Choose the Communication

TIMEZONES A T fi the drop-down list
© tion T TCR/IP v YRS Em P .

CARDS ommunication type / This refers the type of protocal

SITE Loop Type IDirect 'I used for communication.
Loop Mame |L00p3

Choose the Loop Type from the
existing list Depending on the
loop type, the supported panel
types will be shown in the Panel
page.

MNode Mame / 1P Address I

MNote: WIN-PAK supports three
types of communication
protocals such as Local.
TCR/P. and Dial Up

510 BDARDS
DONE

<Elack| MNext > | Cancel |

. Select the Communication Type. It determines the type of protocol used for

communication.

. Select the Loop Type. The available loop types are Direct and 485

ACK-NAK.

. Type the Loop Name.

WIN-PAK supports three types of communication protocols namely, Local, TCP/IP,
and Dial Up. The loop configuration differs based on the protocol type selected for
communication.

. If you select Local as the Communication Type, select the Communication

Port name connected to the panel.
OR

If you select TCP/IP as the Communication Type, type the Node Name or IP
Address of the loop.

OR
If you select Dial Up as the Communication Type,

Select the Communication Port name.

ISEE

Type the Modem Pool Name.

e

Type the Modem Name.

o

Type the Local Phone Number.
e. Type the Remote Phone Number.
f. Type the Password.

. Click Next. The Panel dialog box appears.
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¥ QUICK START WIZARD - Loop B x|
QUICK START WIZARD
Panel
Add panel to loop: Loop1 Add 8 new panel by configuring
Panel Type Im the following: Selectthe panel
tpe. panel name, loop name,
Fanel Name ILDDDI'PGHEU panel address from the drop-
Panel Addrass Iﬁ down list. Mote: Each panel on

& communication loop must
hawe a unique address. The
address must correspond with
the address which is set using
DIP switches an the panel

PANEL
SIO BDARDS
DONE

< Back | Mext > Cancel

8. Select the Panel Type.

WIN-PAK supports four types of panels such as N1000, PW2000, P-Series, and
NS2+ panels to communicate with WIN-PAK.

9. Type the Panel Name.
10. Type the Panel Address.

Note: Each panel on a communication loop must have a unique address.

11.Click Next. The Readers dialog box appears to configure Reader details.

Note: The number of readers in the Readers dialog box depends on the panel
type selected.

12.Type the Name of the reader.
13.Select the Time Zone during which the reader needs to be active.

14.Set the Pulse time for the reader. The WIN-PAK system sends pulses to the
reader at a defined interval for checking the reader status.

15.Repeat steps 12 to 14 for each reader and click Next. The Continue? dialog
box appears.

16.Click Back, if you want to change the settings or click Next to save and return
to the Configure page.

Note: The configuration details are NOT saved permanently, until you click I’m Done
KZ/} and perform the steps that follow.
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Adding a Panel

A panel is a physical device in which the readers are connected through wires.

To create a new panel:

1. In the Quick Start Wizard Configure dialog box, click Add New Panel and
click Next. The Panel dialog box appears.

P’ QUICK START WIZARD - Panel x|
QUICK START WIZARD

| Panel

Fanel Type MNE2+ - Add a new panel by configuring
the following:

Fanel Name Swords-Panel3

Loop MName 'W;[ Selectthe panel type, panel
name, loop name, panel

Panel Address 3 bt address from the drop-down

list

Note: Each panelon a
communication loop must hawve
aunigue address. The address
must correspond with the
address which is set using DIP
switches on the panel

< Back | J_\Iext'b-l Cancel

2. Select the Panel Type.

3. Type a unique Panel Name.

4. Ifyou select P-Series (TCP/IP) as the Panel Type,
a. Type the Node Name / IP Address of the panel.
b. Select a unique Panel Address.
c. In the Site Name, select a site to which the panel must be associated.
d. Click Next to add readers to a panel. The Readers dialog box appears.
e. Select the Reader Board Type as 1 Reader Board or 2 Reader Board.

=

Select the Reader Board Address.
If you select any other Panel Type,

a. Inthe Loop Name, select a loop to which the panel must be associated.
The loops are displayed based on the selected panel type.

b. Select a unique Panel Address.

c. Click Next to add readers to a panel. The Readers dialog box appears.
5. Type the Name of the reader.
6. Select the Time Zone during which the reader needs to be active.

7. Specify the Pulse time. The WIN-PAK system sends pulses to the panel at a
defined interval for checking the panel status.
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. Repeat steps 2 to 7 for each reader and click Next. The Continue? dialog box

appears.

. Click Back, if you want to change the settings or click Next to add a new panel

and return to the Configure page.

- Note: The configuration details are NOT saved permanently, until you click I’m Done
@ and perform the steps that follow.

Adding Readers to a P-Series Panel

This option is enabled only if a P-Series panel is added.

To add readers to a P-Series panel:

1.

N W

In the Quick Start Wizard Configure dialog box, click Add Readers to a
P-Series Panel and click Next. The Readers dialog box appears.

P QuICK START WIZARD - Readers (x|

QUICK STARI WIZARD :

Readers

Add readers to panel: Swords-Panel3 Feaders provide an access o
cardholders.

The number of readers shown
inthe Readers page depends
Readers on the panel type selected.
Specify the time zone and the

3 |[Hoe iR Pulse time pulse tirme for each reader and
1 ISwords—PaneIB—Fﬂ INDne j |‘ID 2ac|| click Next.
| 4 Firis
: 7 ||Zwords-Panel3-R2 MNone = |1D =
510 BOARDS | | L] e

DONE

éBackl Next:.-' Cancel |

Select the Reader Board Type. Depending on the type, the number of readers
is displayed.

Select the Reader Board Address.

Type the Name of the reader.

Select the Time Zone for the reader during which the reader is active.
Set the Pulse Time for the reader.

Repeat steps 4 to 6 for each of the readers and click Next. The Continue?
dialog box appears.

Click Back, if you want to change the settings or click Next to save and return
to the Configure page.

Note: The configuration details are NOT saved permanently, until you click I’m Done
(Z/} and perform the steps that follow.
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Saving the Configuration

After completing the required configuration, you must save the configuration details
using the I’m Done option. Note that the configuration details are NOT saved
permanently, when you click the Next button after each configuration.

To save the configuration details and to generate the summary report:

1. In the Quick Start Wizard Configure dialog box, click I’'m Done and click
Next. The Saving Configuration dialog box appears.

¥ QUICK START WIZARD - Saving configuration

QUICK START; WIZARD

Saving configuration......
ACCOUNT

TIMEZOMNES
CARDS
SITE ¥ Accounts
Looe [¥ Timezanes
PANEL P
SI0 BOARDS LS
DONE ¥ Loops

¥ Panels

¥ Reader boards
I© Cards

Adding Cards

After saving the configuration details, the Summary Report dialog box appears.

|F¥ QUICK START WIZARD - Summary Report

QUICK STARIT WIZARD
Summary Report

ACCOUNT
TIMEZONES
CARDS
SITE

LDOP
PANEL

510 BOARDS

ALL
ACCOUNTS
TIMEZOMES
CARDS

SITES
MODEMPOOLS
MODEMS
LOCPS
PAMELS
READER BOARDS
READERS

ACCOUNTS

#|Mame

(R

TIMEZOMES

# |Narme

Description Accounts

1 |Always On

Account3

Eircom

wodaphone

Richmond Recruitment
ESAT

Agency Staff
Accountl

Accountz

24/7 Including Holidays

2 |8:00am-5:00pm M-F

Mon - Fri Excluding Holidays |Account3

Eircom

wiodaphone

Richmond Recruitment

ESAT d|

Print

Finish |

2. In the Summary Report dialog box, click Print to print the configuration
details or click Finish to close the QSW dialog box.
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Introduction

Badge layouts are templates that define the size, placement, and properties of a badge.
Properties of a badge are its printable size, its background color, and the magnetic
stripes used for encoding cardholder information. In addition, the badge layout is
defined with placeholders for cardholder information such as photo, note fields,
signatures, and bar codes.

When a badge layout is later associated with a card, the card holder information such
as photo, signature, and any other note field information is automatically entered on
the badge. This creates individual badges for every cardholder. These cards are used
as photo IDs and access cards.

Badges can be displayed on the screen or printed on paper or on cards. Badges are
printed on Technology or non-Technology cards. Any Windows-compatible printer,
ink jet, laser, or PVC card printer can be used for printing badges. Special PVC card
printers enable double-sided printing and magnetic stripe encoding.

Configuring a Badge Layout

Configuring a badge layout involves:

* Selecting an account - Select the individual account for which you want to
create a badge layout or specify all accounts.

* Adding a new badge layout - Create a badge layout with a name and
description.

* Creating badge designs - Place elements on the badge layout (bitmaps,
placeholders for cardholder photo, bar codes and so on) and set various
properties for the badge elements.

Selecting the Account
You can create badge layouts for a particular account or for all accounts.
To select an account:

1. Choose Account > Select. The Select Account dialog box appears.

Select Account |

(]9 I Cancel |
2. To configure badge layouts for a particular account, select the account in the
list.
OR

To configure badge layouts for all accounts, select <All Accounts> in the list.

3. Click OK to save the account information for creating badge layouts and to
exit from the Select Account dialog box.
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Adding a New Badge Layout
1. Choose Configuration > Badge > Badge Layout Utility.

Corfiguration 'Window He
=5 Define 2
TE Device 3
S5 Time Management *
ﬂ Buick-Start “izard

=5 Card Holder 4
| _EH LConfigure Badge Printer...

ﬁ Select Language...
=F Translate

-

¥ Badge DLL's...

EQ Command File...
_fs]] Guard Tour..
ﬂ Floor Plan Definition...

The Badge Layouts window appears with a list of existing badges.

Badge Layouts =13
¥ Name | Description |
=S NCI-Back Badge Back

Standard Card Phata, Mame, and Barcode

™ Detail Yiew
— Search and Sort r— Operation:
Search Field : o
Al - -
Criteria : Edit |

I j Lapy

Search For:

I Delete
Sort By : [Ealate
IName <
Update List I Copy Badge |

2. Click Add to add a new badge layout. The Badge Definition window appears.
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EH Badge Definition M=]E3
BIx| [ Al =
Mame: Description:
IStandard Card IPhotD, Mame, Sig and Barcode
D|||I|||||||I||||1|||I|||||||I||||2|||I|||||||I||||3|||I|||||||I||||‘}||I|
=
Honeywell

3 2 1
I||||||||I|||||||I|||||||I|||||||I|||||||I|||||||I|||

3. Type a Name and Description for the badge layout.

4. Click the icon provided in the toolbar of the window. The new badge
layout is saved and listed in the Badge Layouts window.

Searching and Sorting Badge Layouts

1. Choose Configuration > Badge > Badge Layout Utility. The Badge Layouts
window appears.

2. Select a search item in the Search Field list.
* All - Lists all the badge layouts.
* Description - Searches for similar badge layout descriptions.
* Name - Searches for similar badge layout names.

3. If you have selected Description or Name in Search Field, select the criteria
for search in the Criteria list.

* Begins With
* Equals
* Greater than
* Less than
4. Type the text you want to search in the Search For box.

5. To sort badge layouts based on badge name or description, select it from the
Sort By list.

* None - no sorting required.

* Name - sorts badge layouts by the ascending order of badge name.
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» Description - sorts badge layouts by the ascending order of badge
description.

6. Click Update List to update the list of badge layouts based on the search
criteria, sorted in the specified order.

Copying a Badge Layout

Copying a badge layout enables you to easily create several badges with the same
basic layout, but with distinguishing features such as the background color.

1. Choose Configuration > Badge > Badge Layout Utility. The Badge Layouts
window appears.

2. Select the badge to be copied, and click Copy Badge.
The Badge Layout - Copy Badge dialog box appears.

Badge Layout - Copy Badge B3

Mew badge name:

Cancel |

3. Type the name for the badge layout in the New badge name box.
4. Click OK to create a copy of the badge layout.

Editing a Badge Layout

1. Choose Configuration > Badge > Badge Layout Utility. The Badge Layouts
window appears.

2. Select the badge layout you want to edit and click Edit. The Badge Definition
window appears.

3. Edit the Name and Description of the badge layout.
4. Click the icon.

Viewing a Badge Layout

1. Choose Configuration > Badge > Badge Layout Utility. The Badge Layouts
window appears.

2. Select the badge layout you want to view and select the Detail View check
box. The Badge Definition window appears, with the details of the selected
badge layout.

Isolating and Deleting a Badge Layout

1. Choose Configuration > Badge > Badge Layout Utility. The Badge Layouts
window appears.
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2. Select a badge layout and click Delete. A dialog box appears, prompting you
to confirm the deletion.

Delete Badge Layout =]

‘) \ Are you sure you wank ko
2)

delete Badge Layout ' Sample ' 7

3. Click Yes to confirm the deletion of the badge layout. If cards are associated to
the badge layout, the Badge Layout Delete dialog box appears with the list of
linked cards.

Badge Layout Delete ] L]
Layout aszighed to

Card Mumber | First Mame | Firzt Name Delete
T il R
Cancel

Deleteting this
layout will clear
the link to the
listed zards

4. Click Delete to remove the link between the badge layout and the linked cards,
and to delete the badge layout.

Caution: Be cautious while deleting a badge layout as it could be attached to
A thousands of cards.

Creating Badge Designs

Overview
Designing badges involves:
1. Setting the printable size of the badge.
2. Providing background color, graphics, and image for the badge.
3. Specifying blockout areas on the badge.
4. Placing the following badge elements and setting their properties:

e Text
e Bar Codes
* Bitmap

* Placeholder for card holder photo

* Placeholder for signatures

Note: You can design a badge while adding a new badge layout or while editing an

T
@ existing layout.
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Know more about the Badge Definition window

1. Choose Configuration > Badge > Badge Layout Utility. The Badge Layouts
window appears.

2. Select a badge layout and click Edit.

The Badge Definition window appears with the details of the selected badge layout.

" Badge Definiti .
Ei adge Definition — - M=]E3 Graphlcal
B|x| WA"'M.D'/' B ! | Icons
Mame: Description:
IStandard Card IPhotD, Mame, Sig and Barcode
D|||I|||||||I||||1|||I|||||||I||||2|||I|||||||I||||3|||I|||||||I||||‘}||I_|-|9 Ruler
Badge Outline
Honeywell > Bace

3 2 1
I||||||||I|||||||I|||||||I|||||||I|||||||I|||||||I|||

Changing the Ruler Measurement
You can set the ruler measurement of the badge outline as Inches or Millimeters.

1. Choose Configuration > Badge > Badge Layout Utility. The Badge Layouts
window appears.

2. Select a badge layout and click Edit. The Badge Definition window appears.

3. Right-click anywhere inside the badge outline and click Inches or
Millimeters.

A check mark indicates the option in use. To switch from one unit of measure
to another, select the desired unit from the menu.

Inches
v Millimeters
Zoom Factar. ..

v Snap
Grid Settings. ..

Blockouts. ..
Delete Ohject

Properties...
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Setting the printable size of the badge

You can set the printable size of the badge by altering the height and width of the
badge outline.

@

8.
9.

Note: The default badge size is 50 mm high by 80 mm wide and these dimensions are
best suited for most PVC printers.

L.

Choose Configuration > Badge > Badge Layout Utility. The Badge Layouts
dialog box appears.

Select a badge layout and click Edit. The Badge Definition dialog box
appears.

. Right-click anywhere inside the badge outline and click Properties. The

Badge Element Layout dialog box appears.

. Click the Positioning tab.

Badge Element Layout x|

Badgel Colors  Pasitioning | Track 1 I Track 2| Track 3|

Orientation:

7]

Horizontal Position: — Wertical Position:

= [Midde

Height: |2

Width: |3.2

o]

Cancel | Aol | Help |

Select the Horizontal Position and the Vertical Position of the badge outline.
Select the degree of Orientation.

* 0° - Places the object upright.

* 90° - Rotates the object 90° clockwise.

* 180° - Places the object upside-down.

» 270° - Rotates the object 90° counterclockwise.

. Type the Top and Left of the badge in millimeters or inches (0 for PVC

printers.)
Type the Height and Width of the badge in millimeters or inches.
Click Apply to apply the dimensions to the badge outline.

10.Click OK to apply the dimensions to the badge outline and to return to the

2

Badge Definition window.

Note: To change the badge orientation from landscape (horizontal) to portrait
(vertical) enter a dimension in the Height box that is greater than the dimension in the
Width box.
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Adjusting the Zoom factor

The Zoom factor decides the view of the badge outline in the Badge Definition
window.

1. Right-click in the Badge Definition window and select Zoom Factor. The
Zoom dialog box is displayed.

x

— Zoom ta
0%
& %
C 75%
LT
[
' Fit window

™ Custom : Iﬁ %
ak. I Cancel |

2. Select the required zoom factor, or click Custom and type the zoom
percentage.

3. Click OK.

The badge outline in the Badge Definition window enlarges or reduces by the
selected zoom percentage.

Specifying Grid Settings

Grids are evenly spaced points on the badge layout area that assist in sizing and
aligning items. You can use the grid as a visual aid for placing items on the badge
layout. You can also enable the Snap setting for the grid, which pulls any item moving
close to the grid mark.

1. Right-click in the Badge Definition window, and then click Grid Settings.
The Badge Layout - Grid Settings dialog box appears.

Badge Layout - Grnid Settings

Spacing
o 1/320n (1 mm)
€ 1AEin [2mm]
A [Fmm)
1 i[5 mm)
= 1/2in (10 rm)

r Shap ta Gnd
™ Show Grid

oK I Cancel |

2. Select one of the five spacing options in the Spacing list.
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3. Select the Snap to Grid check box, if you want items to snap to the grid when

they are moved or added.

4. Select the Show Grid check box, if you want the grid marks to be visible on

the screen.

5. Click OK to save the settings and return to the Badge Definition window.

Setting Blockouts

You can set blockouts for reserving the non-printing area on a badge. This is useful to
prevent instances like printing over a magnetic stripe or hole punch area in the card.
Unlike other badge objects, the blockout has no properties and always remains on top

in the item layering.

Though the blockout is generally effective in preventing overprinting of the Mag
Stripe area, some card printers do print resin black over the blockout. To avoid this,
ensure that no blockout is placed over the Mag Stripe area.

To add a new blockout to the badge layout:

1. Right-click within the badge outline, and then click Blockouts. The Badge
Element Layout - Blockout Item Definitions dialog box appears.

Badge Element Layout - Blockout Item Del

Mame | ¥

Ly

|dx

| dy | Flace

Horz Mag Stripe Bat... 0.0
Horz Mag Stipe Top 0.0
Horz Punch Left 15
Horz Punch Right 745
Sample2 100
Wert Mag Stripe Left 25
Wert Mag Stripe Right 365
Wert Punch Bottom 18.0
Wert Punch Top 180

365
25
1a.0
1a.0
200
oo
0o
745
15

a5.0
a5.0
40

40

1.0
ns
ns
14.0
14.0

105
105 Cloge
14.0
14.0
200 Add
850
85.0 Edit.
40

40 Delete

didalda,

2. Click Add (if you are creating a new blockout) or Edit (if you are making
changes to an existing blockout). The Badge Element Layout-Add/Edit
Block Item dialog box appears.

Badge Element Layout - Add /Edit Bloc

IHame:

IU— Millimeters from left edge of the printable area (=]
ID— Millimeters from top edge of the printable area [y]
ID— Millimeter width of blockout itemn [dx]
ID— Millimeter height of blockout item [dy]

o]

Cancel |

3. Type a Name for the blockout.

4. In the Millimeters from left edge of the printable area (x) box, type the
distance of the blockout from the left edge of the badge printable area.

5. In the Millimeters from top edge of the printable area (y) box, type the
distance of the blockout from the top edge of the badge printable area.
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6. In the Millimeter width of blockout item (dx) box, type the width of the
blockout.

7. In the Millimeter height of blockout item (dy) box, type the height of the
blockout.
Note: You may have to measure an actual card and print a test card to

determine the exact position for the blockout.

8. Click OK. The Badge Layout - Blockout Item Definitions dialog box
appears with the blockout added in the list.

@

9. Select the blockout in the list and click Place. The blockout is placed on the
badge layout in the Badge Definition window.

Note: A blockout once placed cannot be moved on the badge layout. However,
you are provided with the option to edit its size and also to delete it.

To edit a blockout:

@

1. Right-click on the blockout on the badge layout, and then click Blockouts. The
Badge Element Layout - Blockout Item Definitions dialog box appears.

2. Select the blockout in the list and click Edit. The Badge Element Layout -
Add/Edit Blockout Item dialog box appears.

You can edit the details of the blockout, such as, the Name, the distance of the
blockout from the badge printable area, and the height and width of the blockout.

To delete a blockout:

1. To delete the blockout that is placed on the badge layout, right-click on the
blockout on the badge layout, and then click Delete Object.

OR

To delete the blockout and its definition, right-click on the blockout on the badge
layout, and then click Blockouts. The Badge Element Layout - Blockout Item
Definitions dialog box appears. Select the blockout in the list and click Delete.

Setting a Badge Background

You can import or capture background images for the badge layouts. You can also set
the width, height, aspect ratios, and the tiled appearance of the image.

1. Right-click anywhere on the badge outline and click Properties. The Badge
Element Layout dialog box appears.

2. Click the Badge tab.
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@

7.
8.

Badge Element Layout x|

Badge | Colors I Positioningl Track 1 I Track 2| Track 3|

Backaround Image:

IV Stretch ‘width

¥ Stretch Height

¥ Keep Aspect Fatio
[ Tile Image

Import.. | Capture... I

ak. I Cancel | Aol | Help |

In the Background Image list, select the image that must be applied to the
badge background.

Note: You can import an image from your computer to the Background Image
list, or capture an image.

Refer to the “Setting a Badge Background” section in this chapter for more on
importing and capturing images to the badge background.

Select the Stretch Width check box to stretch the width of the image.
Select the Stretch Height check box to stretch the height of the image.

Select the Keep Aspect Ratio check box to retain the existing aspect ratio of
the image while stretching its height and width.

Select the Tile Image check box to enable a tiled appearance for the image.

Click OK to save the changes.

To import a background image:

1.

@

On the Badge tab of the Badge Element Layout dialog box, click Import.
The Open dialog box appears.

Locate for the image file or type the image File Name.

Note: BMP, JPG, PCX, or TGA images can be imported.

. Click Open. The selected image file is listed in Background Image.

Click Apply to apply the image to the badge background or click OK to apply
the image to the badge background and to close the Badge Element Layout
dialog box.

To capture an image using a camera:

1.

On the Badge tab of the Badge Element Layout dialog box, click Capture.
The Capture Image dialog box opens displaying the live view from your
video camera.

WIN-PAK User’s Guide
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Note: Ensure that you have installed the necessary video equipment, including
a supported video capture card, or a compatible TWAIN device.

@

Refer the “Configuring Badge DLLs” section in this chapter for details on
configuring DLLs for Video Capture Cards.

Capture Image

Ok
Cancel

¥ Lock Aspect
Aszpect R atio:

0.625
Settings »»

2. Click Settings to expand the window and access the video settings.

Capture Image

Yideo

ak. Brightriess: 4 | | LN
iy Contrast: 4 | | P ]
Saturation: 4 | ] P
Freeze Hue: «| | o
Sharpness; 4 2o
W Lock Aspect |
- Grab
.‘ZSEZ;EHBUD. Brightriess: 4 | i B e |
) Contrast: 4| = o+l 3\
-~ Fhata
Brightniess: 4 | ] o
Compress: _4 o+l an
3. Adjust the Video, and Grab settings for a satisfactory image.
Table 7-1 Live Screen Video Image Settings
Setting Description
Brightness Lightens or darkens the entire tonal range of the image.
Contrast Expands or contracts the entire tonal range of the image. The

difference in highlights and shadows is increased or decreased.

Saturation Adjusts the vibrancy or the level of color in the image.

Hue Adjusts the value of color in the image. This corrects incorrect
coloring of images.

Sharpen Sharpens blurry images by increasing the contrast of the
adjacent pixels.
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@

Table 7-2 Live Screen Grab Settings

Setting Description
Brightness Lightens or darkens the entire tonal range of the image.
Contrast Expands or contracts the entire tonal range of the image.

These settings are applied to the camera when an image is
captured. If you are not using a flash, set the Contrast the same
as the Video settings. If a flash is used, reduce the Contrast
settings lower than the Video settings. This prevents
overexposure of the picture.

Note: The exact settings must be determined by
experimentation, as they vary depending on the type of flash,
distance from the subject, and other lighting being used.

Note: If you are not using a flash, set the Grab settings to the same values as the
Video settings. If you are using a flash, reduce the Grab Brightness and
Contrast. (The exact settings will vary depending on the type of flash and
other lighting. The exact settings can only be determined by experimenting.)

. Click Freeze to capture the image.

. To crop the captured image, use the cropping frame or enter the image

proportion in Aspect Ratio, and select the Lock Aspect Ratio check box.

Tip: If you are using the default badge size, set the aspect ratio to 0.625, to
fill the entire badge outline.

. Adjust the Photo settings of the captured image.

Table 7-3 Live Screen Photo Settings

Setting Description

Brightness Lightens or darkens the entire tonal range of the captured
image.

Compress The captured image is saved as a jpg file. If required, use the

slider to adjust the compression of the saved image. The lower
the number, the greater the compression.

Note: Images lose quality as they are compressed, and thus it is
recommended to avoid over-compressing.

Example: A setting of 100 applies the least amount of
compression and provides the best image quality. A setting of
30 applies the most compression, but provides lower image
quality.

7. Click OK to save the image.
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Setting a background color

You can set a background color for a badge or for an item on the badge (for example, a
bitmap, shape or signature.) The foreground color is not available unless an item is
selected.

To select a color from the basic color palette:

1. Right-click on the badge outline and click Properties. The Badge Element
Layout dialog box appears.

2. Click the Colors tab.

Badge Element Layout
Test Block  Colors | F'ositioningl

Foreground Colar:

Background Colaor:

—

™ Transparent Background

QK | Cancel | Apply | Help |

3. Click the ellipsis _-| provided near the Background Color box. The Color
dialog box is displayed.

Color 2]
Basic colors:

A D055
(il il |
Wi Wl
I
C e 0l
i e |

Custom colors:

N o o
o o o o

Define Custom Calars > |

Cancel |

4. From the Basic colors palette, click the color swatch you want to use for a
background.

5. Click Apply to apply the color to the badge background or click OK to apply
the color and to exit from the Color dialog box.

To define a custom color:

1. Right-click on the badge outline and click Properties. The Badge Element
Layout dialog box appears.

2. Click the Colors tab.

3. Click the ellipsis _-| button provided near the Background Color box. The
Color dialog box is displayed.

Document 7-001009, Revision 01 715 WIN-PAK User’s Guide



Badge Layout
Introduction

4. Click Define Custom Colors to expand the Color dialog box.

5. If you know the Red, Green, Blue equivalents for a specific color, enter those

Eolor

Basic colors:

JO 5
|_ Iy i) |
| Uil ol )|
HT ...
EEEEEEEN
I .

Custom colors:

1l o o o
N o o o o

| Define Custorn Calars >3

()8 | Cancel |

Hue Red: ?
Sat: 101 Green: |181

I EolorlSolld Lumlﬁ

Add to Custom Colors

Blue: IT

values in the Red, Green, and Blue boxes.

OR

If you know the Hue, Saturation, Luminosity equivalents for a specific color, enter

those values in the Hue, Sat and Lum boxes.
OR
Use the color selector to choose the color.

Table 7-4 Color Settings

Option

Description

Hue

Wave length of light reflected by an object. It is the characteristic
commonly called color, and identified by color names such as
yellow, green, or orange. Hue values range from 0 (red) through
239 (running through the spectrum and returning to red).

Saturation

Strength of the color. It indicates the amount of gray in the color.
Saturation values range from 0 (gray with no trace of color)
through 240 (fully saturated color with no gray).

Luminosity

Luminosity is the relative brightness or darkness of the color.
Luminosity values range from 0 (black) through 240 (white) with
the un-tinted color at about 120

Red
Green
Blue

The RGB model is based on the representation of the visible
spectrum by mixing red, green, and blue light. Computer
monitors are based on this model, creating colors by emitting
light through red, green, and blue phosphors.

The RGB model assigns a value for each pixel ranging from 0
(black) to 255 (white) for each color component. The red on the
Basic color palette has a Red value of 255, a Green value of 0
and a Blue value of 6.
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Table 7-4 Color Settings
Option Description
Color Solid The color swatch shows the color as it appears on the monitor,
and also its approximate appearance when printed.

6. Click OK. The new custom color appears in the Background Color box of the
Badge Element Layout dialog box.

7. Click Apply to apply the custom color to the badge background or click OK to
apply the background color to the badge and to exit from the Badge Element
Layout dialog box.

Note: Due to differences in monitors, printers, and the type of print media,
there might be a difference in the color shade of the badge when it is printed as
compared to its shade on the monitor.

@

Tip: Solid dark colors may not print evenly on all printers. Honeywell
recommends that you use a light colored or a white background for the badge.

Setting Magnetic Stripe Encoding
Magnetic stripe data can be defined for all the three tracks.

Note: Certain encoders, and cards do not support Track 3. Check your printer and card
supplier before setting magnetic stripe encoding.

@

For each track, specify the magnetic stripe format: IATA, ABA, or TTS. The industry
standard for track/format assignment is Track 1 - IATA, Track 2 - ABA, Track 3 -
TTS. (The NR-1-WR, and the NR-5-KP read ABA on Track 2, and the NR-2-WR
reads ABA on Track 1.)

Each track can have a number of data items, which is limited by the amount of data
that can fit on a given track. Only certain ASCII characters can be used, depending on
the format selected for that track.

IATA supports alphanumeric characters 0-9, and A-Z, and various punctuation
characters (ASCII 32-95). Lower-case letters are converted to upper-case as IATA
does not support lowercase letters. Use a “*”” character in the place of a field separator.

ABA supports only numeric characters 0-9 and various punctuation characters (ASCII
48-63).

TTS supports only numeric characters 0-9 and various punctuation characters (ASCII
48-63).
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The following is a list of the maximum number of characters that can be printed using
the Datacard IC III printer.

Table 7-5 Characters printed using Datacard IC III printer

Track Type of character | Maximum Bits per inch
Characters

1 Alphanumeric 76 210

2 Numeric 37 75

3 Numeric 104 210

To Enter Magnetic Stripe Data:

1. Right-click on the badge outline and click Properties. The Badge Element
Layout dialog box appears.

2. Click the Track X1, Track X2, or the Track X3 tab.

Badge Element Layout

Badgel Caolors | Pogitioning  Track 1 | Track 2| Track 3|

Digabled il

Dizabled
14T
ABA,

Length  Justifly  Fill Char Expression

Add... I Edi... I Delete | Move Up I MoveDownl

[ o 1]

3. Select Disabled, IATA, ABA, or TTS from the list on the upper-right
corner.

4. Click Add or Edit to define items to be added to the track. The Badge
Element Layout - Enter Data Item dialog box appears.

Cancel I Al | Help |
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@

Badge Element Layout - Enter Data ltem x|

Expression:
ICan:I Mumnber

Fields:

Issue

Activation Date

Expiration Date

First M ame =l
¥ ‘ariable Length

Length: Fill:
I |
Justify:

(RF X

oK I Cancel |

5. Enter the following data items:

» Expression: Any combination of text or database fields can be entered.
Type the desired text or double-click the appropriate field in the Fields
list to enter it in the Expression field. The selected field appears within
braces on the list.

» Fields: The list contains all the note fields defined for card and
cardholder. Double-click to select a field and to add it to Expression.

* Variable Length: Select the check box if the field length in the bar code
must match the number of characters in the data item.

* Length: The data item is truncated or padded so that it precisely
matches the number of characters.

Note: This option is not available, if the Variable Length check box is
selected.

+ Fill: Enter the character to be used to pad the data to fit a fixed-length
field.

* Justify: If a data item is shorter than the number of characters allotted
for it, it can be justified left, center, or right, within those characters. All
other characters are set to the Fill character.

. Click OK to save any changes and return to the Badge Element Layout

dialog box.

Note: Repeat the procedure until all the data items have been added.

. To reorder the data items in a track, click Move Up and Move Down.
. To remove a data item from the list, select it and click the Delete button.

. On the Badge Element Layout dialog box, click Apply to save the data items

for the tracks or click OK to save the data items for the tracks and to return to
the Badge Definition window.
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Placing Elements in the Badge Outline

After designing the badge outline, you can place items or elements on it to meet your
specific needs. The badge holder’s photo, name, card number, and other pertinent
information can be included on the badge. A bar code can be added to the badge for
system applications ranging from access control and payroll to resource checkout.
Bitmaps such as logos can be added and colors can be applied to the items.

The following are the types of items that can be placed on a badge outline and their
corresponding toolbar icons:

A - Text
- Bitmap
- Photo

|||||| - Bar code
I;_El - Shape

ﬁl - Signature

Placing a Text element

To place a text element on a badge, draw a text box, and then type the text and/or add
card holder note fields. When you assign the badge to a card holder, the cardholder’s
data is automatically fill in the text.

» To add a text block on the badge outline:
a. Click A on the toolbar.

b. Click and drag the mouse pointer on the badge outline to place the
text. The text box is now placed on the badge outline.

* To add fields to the text area:
a. Right-click on the text block and click Properties.
b. Click the Text Block tab.

Badge Element Layout x|

Text Block I Colors | Positioning |

Teut: Fields:

Wame Card Murnber
Issue
Activation Date
Expiration [ ate
First Name
Last Name

0] I Cancel | Apply | Help |

c. Double-click the field that must appear in the text box in the Fields
list. The field is now placed under Text.

d. Type the field name within the parenthesis under Text.
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e. Click Font to modify the font and color of the field name.

f. Select the Size font to box check box if you want to resize the font to
fit the text block.

g. Click Apply to add the text box to the badge outline.

Placing a Photo

You can place a placeholder for the card holder’s photo on the badge design. When the
badge is assigned to a card and card holder, the card holder's photo is placed at the
photo placeholder.

* To add a photo on the badge outline:
a. Click |[E on the toolbar.

b. Click and drag the mouse pointer on the badge outline to place the
photo. The photo is now placed on the badge outline.

* To change the photo properties:
a. Right-click on the photo and click Properties.
b. Click the Photo tab.

Badge Element Layout (X

Phato | Colors I Positioningl
Phata [ndex:
=]
=
[V Stretch width

¥ Stetch Height
¥ Kesp Aspect Flatio

Ghosting

L High
A i
I I

Ok, I Cancel | iy 1] | Help |

c. Type or select the Photo Index.

Note: The Photo Index indicates which card holder picture must appear on
the badge. The default is 1.

@

d. Select the Stretch Width check box to stretch the width of the photo.
e. Select the Stretch Height check box to stretch the height of the photo.

f. Select the Keep Aspect Ratio check box to retain the aspect ratio of
the photo while stretching its height and width.

g. Increase or decrease the Ghosting option to set the degree of
transparency for the photo.
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Note: A ghosted photo is harder to photocopy and provides added security
against unauthorized reproduction of ID badges.

@

h. Click Apply to place the photo in the badge outline.

Placing a Shape on the Badge outline
* To add a shape on the badge outline:

a. Click 38l on the toolbar.

b. Click and drag the mouse pointer on the badge outline to place the
shape. The shape is now placed on the badge outline.

* To change the properties of the shape:
a. Right-click on the shape and click Properties.
b. Click the Shape tab.

Badge Element Layout (x|
Shape I Colors I Positioningl
Shape Type Foutded Flectangle—|
 Line = | Boundndependent
" Ellipse | Foumd I8 i/t
% Fectangle ) B 0 Hemht
" Rounded Rectangle
ity Crved: |2U

Line Width:

i
o]

2 Heraht Curred; |2U

Cancel | iy 1] | Help |

c. Under Shape Type, click to change the type of the shape. If you click
Rounded Rectangle, set its properties in the options provided under
Rounded Rectangle frame.

d. Inthe Line Width box, type the width for the shape outline.
e. Click Apply to place the shape in the badge outline.

Placing a Signature on the Badge outline

You can place Signature placeholders on the badge where you need the card holder's
signature to appear. When the badge is assigned to a card holder, the card holder’s
signature is applied to the badge.

A signature pad (Honeywell Access Systems PB-SIG-CAP or PBSIGCAPLCD) must
be connected to the computer to capture signatures. The captured signatures are saved
in vector format and placed on the cards, stretching proportionally to fill the signature
placeholder. The signature background is made transparent to be placed on top of any
other object on the badge.

» To add a signature to the badge outline:

a. Click #| on the toolbar.
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b. Click and drag the mouse pointer on the badge outline to place the
signature. The signature is now placed on the badge outline.

* To change the signature index:
a. Right-click on the signature and click Properties.

b. Click the Signature tab.

Badge Element Layout (x|

Signature I Colars | Positioningl

Signature Index:

M=

Ok, I Cancel | Lppi | Help

c. Type or select the Signature Index.

Note: Signature Index indicates which card holder signature must appear
on the card. The default is 1.

@

d. Click Apply to place the signature in the badge outline.

Placing a Bitmap on a badge

Graphic images such as a logo or symbol can be placed on the badge. You can either
create or scan your image and save it as a bitmap graphic file. Windows Bitmap
(*.bmp), JPEG (*.jpg), Targa (*.tga), or TIFF (*.tif) files are supported.

* To add a bitmap on the badge outline:
a. Click on the toolbar.

b. Click and drag the mouse pointer on the badge outline to place the
bitmap. The bitmap is now placed on the badge outline.

* To change the bitmap properties:
a. Right-click on the bitmap and click Properties.
b. Click the Bitmap tab.
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Badge Element Layout

Bitrnap | Colars | Positioningl

Bitmap Image:
IHDne_l,JweII.ipg j

[ Stretch Height
[ KeepAspect Fiatio

Irpart... |

[ o |

Cancel | Apply |

Help

import a bitmap.

. Select an image from the Bitmap Image list or click Import to

. Select the Stretch Width check box to stretch the width of the photo.
. Select the Stretch Height check box to stretch the height of the photo.

Select the Keep Aspect Ratio check box to retain the aspect ratio of
the photo while stretching its height and width.

Placing a Bar Code on the Badge

To add a bar code on the badge outline:

a. Click |[filj on the toolbar. q

. Click Apply to place the bitmap in the badge outline.

b. Click and drag the mouse pointer on the badge outline to place the bar

code. The bar code is now placed on the badge outline.

To add bar code data items:

b. Click the Barcode Data tab.

a. Right-click on the bar code and click Properties.

Badge Element Layout
Barcode Data | Earcodel Colors I Positioningl
Length  Justify  Fill Char Expression
Add... | Edit... | Delete | Mawve Up | Maowe Downl
Qk I Cancel | Sl | Help |
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c. Click Add to add a new barcode data or select an existing bar code
and click Edit. The Badge Element Layout - Enter Data Item
dialog box appears.

Badge Element Lapout - Enter Data Item x|

Expression;
IEald MNumber

Fields:

lzsue
Activation D ate
Expiration D ate

Fis Nome =
¥ “aiiable Length
Length: Fill:
I |
Justify
I, -

Ok I Cancel |

d. In the Expression box, enter the specific data to be contained in the
bar code, or select an entry from the Fields list and double-click it to
add the field to Expression.

e. Ifthe field length of the bar code must be adjusted according to the
number of characters in the data item, select the Variable Length
check box.

Note: The Length, Fill, and Justify fields appear disabled.

@

f. If you want to set a fixed length for the bar code, clear the Variable
Length check box and enter the following information:

— Length - The number of characters in the bar code. The data item
is truncated or padded so that is has precisely the number of
characters.

— Fill - The character used to pad the data in order to fit a
fixed-length field.

— Justify - If a data item is shorter than the number of characters
allotted for it, you can justify it to the left, center, or right, within
those characters. The remaining characters are set to the character
entered in the Fill box.

g. Click OK to save the bar code data items and to return to the Badge
Element Layout dialog box.
Note: Repeat the procedure until all data items have been added.

h. To reorder the data items in a track, click Move Up and Move Down.

@
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1. Toremove a data item from the list, select it and click the Delete
button.

j- Onthe Badge Element Layout dialog box, click Apply to save the
data items for the tracks or click OK to save the data items for the
tracks and to return to the Badge Definition window.

* To change the appearance of barcode data:
a. Right-click on the barcode and click Properties.
b. Click the Barcode tab.

Badge Element Lapout x|
Barcode Dats  Barcode | Colors I Positioning |
Texut: Style: Ratio;
{308 =l |ostaur 7]
Spacer; Bearer Thickness: Faont Adj;
|> 1 ID
¥ Show Test v Show Spacer & Arial
[ Bearer Bar I Switch Test " Courier New
[ HEBearer Bar [ Check Digit 2 [ Bald
[~ Check Digit [ Italic
ak. I Cancel | Al | Help

c. Enter the following barcode options:

— Text - Text to be displayed above the bar code.

— Style - Style setting for the barcode characters.

Table 7-6 Style for Bar Codes

Style Bar Code
2of 5 MSI

2 of 5 interleaved ITF

30f9 Code 11
Codabar Code B
Code 39 Telepen
Code 93 UPC A
Code 128 UPCE
EAN 128 Code 128 A
EAN 13 Code 128 B
EAN 8 Code 128 C
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— Ratio: Determines the ratio of thickness of the thin bars to the
thick bars in the bar code. For example, a ratio of 2.00 means that
thick bars are twice the width of thin bars.

— Spacer: Adds space before and after the bar code when Show
Text is enabled.

— Bearer Thickness: Thickness, in points, of the bearer bars.
— Font Adj: Adjusts the font size in relation to the bar code.

— Show Text: Displays the bar code data as text underneath the
encoded information.

— W Bearer Bar: Displays the width bearer bars (top and bottom
borders).

— H Bearer: Displays the height bearer bars (left and right borders).
— Check Digit: For error detection.
— Show Spacer: Displays space before and after the bar code data.

— Switch Text: Switches the top and bottom text. The bar code data
displayed as text is placed above the bar code and the text entered
into the Text field is displayed below the bar code.

— Check Digit 2: For error detection.

— Arial: Arial is the text font.

— Courier New: Courier New is the text font.
— Bold: Applies bolding to the text.

— TItalic: Italicizes the text.

Common properties of elements

» To set the colors for the elements:
a. Right-click on the element and click Properties.

b. Click the Colors tab.

Foreground Color:

Background Color:

e

I Transparent Background

c. Click the ellipsis _- ] button provided near the Foreground Color
box to select a foreground color for the element.
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d. Click the ellipsis _=| button provided near the Background Color
box to select a background color for the element.

e. Select the Transparent Background check box to set a transparent
background to the element.

f. Click Apply to set the common properties for the element.
» To position the element:
a. Right-click on the element and click Properties.

b. Click the Positioning tab.

Harizantal Positioh: Wertical Position: Orientation:

=l [Midde

=
Top: ID Height: |2
Left: ID Wwfidth: |3.2

=

Select the Horizontal Position of the element.

& 0

Select the Vertical Position.
e. Select the Orientation.

Type the Top, Left, Height and the Width of the badge in
millimeters.

—

g. Click Apply to apply the badge outline.

Item layering order

Badge items are layered as they are placed. When an item is selected, it is brought to
the top of the layering order. Layering can also be controlled using the Change
Layering icon | on the toolbar in the Badge Definition window.

» To change the items in the layering order:
a. Click ®| on the toolbar in the Badge Definition window. The Badge

Element Layout - Badge Item Layering dialog box appears,
displaying the list of elements placed on the badge.
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Badge Element Layout - Badge Item Layering x|

Badge Items:

Photo - Index = 1 Brightness =0

Up | Down | Top | F'ropertiesl 0K I Cancel |

b. In the Badge Items list, select the item to be moved.
c¢. Click Up to move the item up or click Down to move the item down.
d. Click Top to bring the selected item to the upper layer of the badge.

e. Click Properties to open the Badge Element Layout dialog box for
the selected item. The item's properties can be edited without
changing its layering order.

f. Click OK to save the changes.

* To select an item in the layering order, click the Select Next Item button.
Each time you click the button, it moves to the next item. Continue clicking the
button until the item you want is selected.

Configuring Badge DLLs

A specific dynamic-link library (dll) file is required for the video capture card,
TWAIN device, and signature pad used with the WIN-PAK System. The DLLs for
currently supported hardware are included in the WINPAK PRO directory and are
installed from within WIN-PAK.

1. Choose Configuration > Badge > Badge DLL’s. The Badge DLL’s dialog
box is displayed.

Badge DLL's x|

" Capture Driver Type :

7 Microsoft Directs @ DLL
Wideo Capture Card DLL :
| -
Signature Pad DLL :
()8 I Cancel |

2. Select one of the following Capture Driver Type options:

*  Microsoft DirectX — Click this option if you want to capture the video
using DirectX and no specific video capture card driver is required.
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*  DLL - Click this option if you have the access to Video Capture Card
DLLs such as FlashBus.dll, FlashPoint.dll, TWAIN.dIl and so on.

. If you have selected Microsoft DirectX, select the video driver from the

DirectX Compatible Video Driver list.
If you have selected DLL,

a. Click the ellipsis _- ] button next to Video Capture card DLL. An
Open dialog box appears with WIN-PAK PRO opened as the default
directory.

b. Select the appropriate .dll file, and click Open. The .dll file path is
displayed in the Video Capture Card DLL box of the Badge DLL’s
dialog box.

Note: [f no DLL is listed in the WIN-PAK PRO directory,
1. Open the Windows Explorer.

2. Choose Tools > Folder Options. The Folder Options dialog box
appears.

3. Click the View tab.

4. Under Advanced settings, expand Files and Folders and then Hidden
files and folders.

5. Click Show hidden files and folders.

6. Click Apply to apply the changes you have made and click OK to exit
from the dialog box.

Click the ellipsis _- | button next to Signature Pad DLL. An Open dialog box
appears with WIN-PAK PRO opened as the default directory.

Select the appropriate .dll file and click Open. The path of the .dll file is
displayed in the Signature Pad DLL box of the Badge DLL’s dialog box.
Note: This DLL is applicable for the Signature Pad for both the Capture
Driver Types.

Click OK to save the dll details and to close the Badge DLL’s dialog box.

Setting up Badge Printers

Overview

WIN-PAK PRO is compatible with many printers. Any printer that is supported by the
Windows operating system can be used for printing badges. However, for two-sided
PVC printing or magnetic stripe encoding, a Datacard IC III series or the Ultra
Magicard Turbo series printer is required. In addition, Windows-compatible laser or
other color printers can be used to print badges on paper.
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- Note: Install your printer(s) using the Windows Control Panel. (Refer Microsoft
AN q : ) .
= ocumentation for more information.)

Configuring Badge Printers

1. Choose Configuration > Badge > Configure Badge Printer. The Badge
Printer Setup dialog box appears with the list of printers configured in your
computer.

Badge Printer Setup

Printer Hame:

Printer Type:
IG enenic Badge Printer j
—Magnetic Stipe—————————————————— Oriertation

= | Brcodeifan Stime " Portrait

2| Encade [nl ' | andscape
— Page 5i

e 002570 o ] Eri 2 S

* |53 5 a5 & mm.

i # Ok I Cancel |

2. Select the printer required for badge printing in the Printer Name list.
3. Select the Printer Type.

4. Under Magnetic Stripe, select the Encode Mag Stripe check box if you want
to encode magnetic stripe information.

5. Select Encode Only if you want to only encode the magnetic stripe
information and not print it.

6. Under Orientation, click Portrait or Landscape. The default orientation for
the badge is Landscape.

7. Under Page Size, select the page size in inches or millimeters. The default
page size for the badge is 53.5 mm x 85 mm.

8. Click OK to save the badge printer settings and close the Badge Printer
Setup dialog box.
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Overview

@

The chapter Card Holders describes how to configure card and card holders details
and to assign cards to a card holder. In general, cards are added to WIN-PAK in large
volume and later, they are assigned to the card holders as per the need.

A card holder can hold more than one valid card at the same time. These cards can be
used by the card holder for access to multiple facilities. Multiple cards can also be
issued to the family members of the card holder for using company facilities, such as
gym, recreational center and so on.

The card and card holder information are defined for a specific account. Therefore,
you must select an account to enable the card and card holder menu options.

Card

Cards are defined by card number, access level, and the status of the card whether
Active or Inactive. Badge designs can be assigned to the cards and cards can be
assigned with a PIN number for enabling high security. WIN-PAK enables you to add
a single card or a bulk of cards. Later, the cards are associated to the employees,
visitors, and so on.

In addition, you can define a card as a privileged card that can be used for setting the
Galaxy group or arm the Vista partitions. However, you must procure the license for
the Galaxy panel and/or Vista panel to avail this facility in WIN-PAK.

Card Holders

A Card Holder is a person who holds a card. Card Holders in WIN-PAK are defined
by information such as First Name and Last Name and User-defined fields referred to
as note fields. These fields are used for storing the additional information of a card
holder such as qualification, passing year, employee number, and so on.

In addition, a card holder can be associated to user codes for accessing the Galaxy
panel or Vista panel. However, you must procure the license for the Galaxy panel
and/or Vista panel to avail this facility in WIN-PAK.

Note: Before you configure the card and card holder details, Honeywell recommends
you to define the following:

* Time Zones

* Devices

* Access Areas

» Badge Design

bR 1Y

Refer to the “Time Management”, “Device Map”, “Defining Areas”, and “Badge
Layout” chapters for more details on the above-mentioned sections.
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Configuring Additional Information

As card holder information is specific to an account, you must select an account
before you start working with card holders. If required, you can also configure the
following additional information before you configure a card holder:

* Note fields

* Card holder tab layouts

* Access levels
Note field is a user-defined field for adding additional information to the card holder.
These note fields are grouped together to form a card holder tab layout. Access level is

a level of access provided to the Card Holders for various doors in the WIN-PAK
system.

Note: The detailed information on note fields, card holder tab layouts and access levels
are explained in the forth-coming sections.

@

Refer to the “Configuring Note Field Template”, “Configuring Card Holder Tab
Layout” and “Configuring Access Levels” sections in this chapter.

Therefore, configuring a Card Holder includes:

* Selecting an Account - You must select a specific account to enable the Card
Holders menu options.

* Configuring Note Field Template - You can configure a note field template
and associate it with the card holder tab layout.

* Configuring Card Holder Tab Layout - You can configure a card holder tab
layout and associate it to card holders.

* Configuring Access Levels - You can configure various access levels and set
the permissions for the access to doors based on the time zones.

Selecting an Account

Card holders are defined for a specific account.

To select an account, perform the following steps:
1. Choose Account > Select. The Select Account dialog box appears.
2. Select an account in the list.

3. Click OK. The account is selected and displayed in the Title bar.

Note: To enable the card holders menu options, you must select an account.

@
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Configuring Note Field Template

Note field template is a field that is defined for recording card holders’ additional
information such as Gender, Date of Birth, College Studied, Passing Year, and so on.

WIN-PAK enables you to define a maximum of 40 note fields.

Adding a Note Field Template
To add a note field template:

1. Choose Configuration > Card Holder > Note Field Template. The Note
Field Template window appears.

2. Click Add to add a new note field template. The Note Field dialog box

appears.

Note Field x|

Mame :

Template :

|
.

Cancel |

3. Type the Name of the note field. For example, Passing Year.

4. Type the format of the Template.

The template defines the character type and the number of characters in the note
field. Thus, it creates a mask for the note field for consistent and unambiguous
usage. The following table describes the list of mask properties:

Table 8-1 Describing mask properties with examples

Input Mask Description Example
character (Name, Template)
Nil No mask is applied.
# Only numbers (0-9) are allowed. DOB, ##/##/#i##
? Only alphabets (a-z or A-Z) are allowed. Name, 7?77?777777?777
A Only alphanumeric characters (0-9, a-z and
A-Z) are allowed.
U Only upper-case alphabets (A-Z) are Time, ##:## UU
allowed.
L Only lower-case alphabets (a-z) are
allowed.
& Any characters are allowed including
special characters.
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Table 8-1 Describing mask properties with examples

Input Mask Description Example
character (Name, Template)
~ Defines the list of items. Color,

~Red~Green~Blue~

\ (Escape Defines the character position in the note
Character) field.

Note Field x|

Mame :
IPhone

Template :
I[ﬂﬂﬂ]ﬂﬂﬂ-ﬂﬂﬂextensionﬂﬂtﬂ

()3 I Cancel |

5. Click OK to create a new note field template.

Note: To use the note fields in the card holder, the note fields must be added to a card
holder tab layout.

@

Searching and Sorting Note Field Templates
To search and sort a note field template:

1. Choose Configuration > Card Holder > Note Field Template. The Note
Field Template window appears.

2. Select an item in the Search Field list.
» All - Lists out all the note field templates.
* Name - Searches for similar note field names.
» Template - Searches for similar template names.

3. Ifyou have selected Name or Template in the Search Field, select the
Criteria.

* Begins With - Searches for the name or template that begins with the
text in the Search For text box.

» Equals - Searches for the name or template that exactly matches with
the text in the Search For text box.

* Greater Than - Searches for the name or template that is alphabetically
greater than the text in the Search For text box.

* Less Than - Searches for the name or template that is alphabetically
less than the text in the Search For text box.

4. Type the text to be searched in the Search For text box.
5. Select an item in the Sort By list.
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* None - No sorting required.
* Name - Sorts the list in the ascending order of the names.
+ Template - Sorts the list in the ascending order of the templates.

6. Click Update List to list the searched items in the sorted order.

Notes:

@

» Ifyou want to sort the entire list, you can perform any of the following steps:
a. Double-click the column title to be sorted out.

b. Select All in the Search Field list, select the Sort By item and then click
Update List.

+ Ifyou want to search without any sorting, you can perform the following steps:
a. Enter the details to search.

b. Select None in the Sort By list and then click Update List.

Isolating and Deleting a Note Field Template

To delete a Note Field, it must be isolated from the card holder tab layouts and/or card
holders.

To isolate a Note Field:

1. Choose Configuration > Card Holder > Configure Note Field Template.
The Note Field Template window appears.

2. Select the note field to be isolated and/or deleted.
3. Click Isolate. The Isolate dialog box appears.
4. Click the Card Holders tab. It is selected by default.
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solate x|
Card Holders | Tabs I

Card Holders with data in Mate Field 'Color*

Mame |

Cynthia, J asmine

1 Item

‘Delete’ will cause the data in this Mate Field to be
deleted from these Card Holders.

Delete | Deletest |

|

5. Select the card holder in the Name list. You can also select multiple card
holders by holding the SHIFT key or CTRL key while selecting.

6. Click Delete to remove the selected note field from the card holder details or
click Delete All to remove all the note fields. A message for confirming the

deletion appears.

7. Click Yes to delete.

8. Click the Tabs tab. The list of tabs associated with the note field is displayed.

solate x|
Card Holders Tabsl

Card Holder Tabs containing Mote Field ‘Employed?

Mame |

Employment detailz

2 Itemns

‘Remove’ will cause this Maote Field to be remaved from
these Tabs.

Bemove | Femove Al |

|
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9. Select the tab in the Name list. You can also select multiple tabs by holding the
SHIFT key or CTRL key while selecting.

10.Click Remove to isolate the selected tabs from the tab note fields or click
Remove All to isolate all the note fields. A confirmation for isolation appears.

11.Click Yes to confirm the isolation.

To delete a note field:
1. In the Note Field Template window, select the note field from the list.
2. Click Delete. A confirmation for deletion appears.

3. Click Yes to confirm the deletion.

Configuring Card Holder Tab Layout

A card holder tab layout is a collection of user-defined note fields. For example,
Educational Info tab may contain the note fields such as College Name, Passing Year,
Aggregate, and so on. This card holder tab layout will be displayed in the Card
Holder window.

Card Holder Tab Layout Record =
Tab Mame : —Available Mote Fields———————————
E ducational Infol Mame |
Agcount : 1 Age
IAccount‘I j Jiooe
—Mote Fields Included in this Tab
Order | Mame |
1 Passing Year Add |
e Aggregate
— R
ma3 College Mame ﬂl
Card Holder Jasmine, Cynthia ﬂ

Basic Infol Personal Detail: - Educational Infa | Emplayment Detailsl Cards I Attach User Codes | Card Biometricsl

Note Field Card Holder Data |

Passing Year

- Aquregate|l %
= Note Field Orde College Namel

| ) |

()8 I Cancel |

Figure 8-1 Customizing Card Holder information using Card Holder Tab Layout

Adding a Card Holder Tab Layout
Before adding a card holder tab layout, ensure that the note field templates are added.
To add a card holder tab layout:

1. Choose Account > Select to select the account to which you want to add the
card holder tab layout.

2. Choose Configuration > Card Holder > Card Holder Tab Layout. The
Card Holder Tab Layout window appears.
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3. Click Add to add a new card holder tab layout. The Card Holder Tab Layout
Record window appears.

Card Holder Tab Layout Record él
Tah Mame ~Avalable Note Figlds ——————————
|| Mame |
AEEEh T Passing Year
IAEEDunI‘I j T Aggregate

T College Name
r~ Note Fields Included in this Tab

Order I Narne I

T Age
T DoB

Add

Remaove |

j Mate Field Order

Cancel |

4. Type the Tab Name. For example, Educational Info.

5. In the Available Note Fields, select a relevant note field to be added to the
card holder tab layout. For example, College Name.

Note: To select multiple note fields:
* In sequence: Hold the SHIFT key and select the note fields.
* At random: Hold the CTRL key and select the note fields.

@

6. Click Add to add the selected note fields to the card holder tab layout.
7. To remove a note field, select the note field and click Remove.

8. To thange the order of note fields in the list, select the note field and click j
or ~|.

9. Click OK to add a new card holder tab layout.

Rearranging the Card Holder Tab Layouts

You can rearrange the card holder tab layouts in a sequence that has to be displayed in
the Card Holder window.

To rearrange the card holder tab layouts:

1. Choose Configuration > Card Holder > Card Holder Tab Layout. The
Card Holder Tab Layout window appears.

2. Select the card holder tab layout to be rearranged.

3. Click j or j to move the selected tab up or down. The card holder tab layouts
are rearranged accordingly.
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Configuring Autocard Lookup

When a card is accessed, WIN-PAK identifies the card holder and displays the basic
information in AutoCard Lookup by default.

Refer to the “Autocard Lookup” section in the chapter Monitoring Actions for more
details on activating autocard lookup window and viewing the card holder details.

If you want to view additional information of the card holder in the Autocard Lookup
window, you have to configure the settings using the Autocard Lookup option.

To include additional information (note fields) of the card holder:

1. Choose Configuration > Card Holder > Configure Autocard Lookup. The
Autocard Lookup Configuration dialog box appears.

Autocard Lookup Configural x|

Show Mote Fields :
Car license plate
] card holder note
] Hame plates

ok I Cancel |

2. In the Show Note Field list, select the note fields that must be displayed in the
Autocard Lookup window.

3. Click OK to save the configuration and close the dialog box.

Configuring Access Levels

Access levels provide restricted access to the WIN-PAK users for various areas in the
access control system. The Access Level window contains information of the existing
access levels and the corresponding access areas.

Note: Before you configure the access levels, ensure that you have defined the access
areas. Refer to the “Defining Access Areas” section in the chapter Defining Areas.

@

Adding a New Access Level
To add a new access level:

1. Choose Card > Access Level. The Access Level window appears. The
existing access levels are displayed on the left and the Access Areas on the
right.

2. Click Add. The Access Level dialog box appears. The access level is account
specific and so the current account is listed in the Selected Accounts list.
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B
Mame :
Descriptian ;
Ayaiable SAccourts
Add
Selested Aooounts :
Account] Delete
ak I Cancel |

3. Type the Name of the access level and the Description.

4. If the access level is specific to visitors, select the Visitor check box. The
visitor check box is displayed, only if you have license for Visitor
Management.

Refer to the “Adding Access Level” section in the chapter Visitor Management
System for more details.

5. If you want to assign the access level to the other accounts, select the account
in the Available Account list and click Add. The account is moved to the
Selected Account list.

Note: To remove the account from the Selected Account list, select the account
and click Remove. It is moved to the Available Account list.

@

6. Click OK to save the details and close the dialog box.

Note: The newly added access level has no rights assigned to it.

@
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Configuring Access Area

To conﬁgure an access arca:

1. Choose Card > Access Level. The Access Level window appears.

¥ Access Level 10l =|
Access Level

—— [ Access Area (TZ: Always On)

. Loopl-Panell-R1 (TZ: Always On)
Loopl-Panell-R2 (TZ: Always On)
Loopl-Panell-R3 (TZ: Always On)
. Loopl-Panell-R4 (TZ: Always On)

>Entrance

> Group

aid | Eat | com |

Delete | lsolate |

The left-side of the window lists the access levels and the right-side of the window
displays the access area tree.

Select the access level from the left-side to view the access areas of the
selected level. The color of an icon defines the access permission of a group
(folder) or an entrance.

* Red - No access is permitted to any of the entrances in the area.
* Yellow - Access permitted to some entrances in this area.

* Green - Access permitted to all the entrances in this area during the
assigned time zone.

In the Access Level window, right-click the access area to which you want to
set the access levels and select Configure. The Configure Area Access dialog
box appears.

4. For an entrance, select one of the following:

Configure Entrance Access ﬂ

7 Remove Access from this entrance
& Set Ancess for this entrance

Time Zone :

IAIways On [Thiz Timezone iz always o) j
Group :
| I7|
ak. I Cancel |
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* Remove Access from all entrances in this area to deny access through
this entrance for this access level.

* Set Access for all entrances in this area to allow access through this
entrance for a particular time zone. Select the time zone in the Time
Zone list to determine periods of access.

For group entrance, select one of the following:

Configure Area Access ﬂ

% Leave Access for all entrances in this area as it curently is
7 Femove Access from all entrances in this area
7 SetAccess for all entrances in this area

Time Zone :

Alwayps On [Thiz Timezone iz alwayz on) j

()3 I Cancel |

* Leave Access for all entrances in this area as it currently is to
continue the same for each entrance in this group.

* Remove Access from all entrances in this area to deny access through
these entrances for this access level.

* Set Access for all entrances in this area to allow access through these
entrances for a particular time zone. Select the time zone in the Time
Zone list to determine periods of access.

5. To search for a specific reader or device in a tree, right-click and select Find.
Type the full text and click OK. The reader or device is selected.

6. To refresh the list, right-click and select Refresh.

Copying the access level

WIN-PAK enables you to create a copy of the existing access level with the same
properties.

To create a copy of an access level:
1. Choose Card > Access Level. The Access Level window appears.

2. Select the access level to be copied and click Copy. The Access Level dialog
box appears with the existing set up.

3. Type the new Name for the access level. By default, the name is prefixed by
the word “Copy of”.

4. Change other settings if required and click OK. This duplicates the access
level.
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Isolating and deleting access levels

You cannot delete an access level, when it is associated to a card or card holder. In
such a case, you must isolate the access level from the card and card holder and
reassign it to an alternate access level.

To isolate the access level:

1.
2.

5.

Choose Card > Access Level. The Access Level window appears.

Select the access level to be deleted and then click Isolate. The Isolate dialog
box appears with a list of associated cards and card holders.

Select the card and the alternate access level.

Click Reassign to reassign the selected card.

OR

Click Reassign All to reassign all the associated cards.

Click OK to close the Isolate dialog box.

To delete the access level:

1.
2.

Choose Card > Access Level. The Access Level window appears.

Select the access level and click Delete. The access level is deleted.

Configuring Card and Card Holder Information
In WIN-PAK, you can configure card and card holder information by:

1.

Adding a card and card holder in WIN-PAK manually.

Refer to the “Adding a Card and Card Holder Information”section in this chapter
for adding a card and card holder information in WIN-PAK manually.

Importing the card and card holder information from an Excel sheet to
WIN-PAK.

Refer to the “Importing from Excel Sheet” section in this chapter for importing a
card and card holder information from an excel sheet.

Adding a Card and Card Holder Information

Adding a Card Holder

Adding a card holder involves:

Providing card holder basic information
Providing card holder additional information

Adding a new card and attaching the card to the card holder

WIN-PAK User’s Guide

8-14 Document 7-001009, Revision 01



Card Holders
Configuring Card and Card Holder Information

Providing card holder basic information

1. Choose Card > Card Holder or click ﬂ in the toolbar. The Card Holder
window appears.

il Card Holder =13l =]
¥ Last Name First Name |
[~ Detail View
— Search and Sort — Operation:
Search Field :
Add
.0 | =
Criteria ; Edit |
| I |
Lopy
Search For :
I Delete |
SortBy: lsalzte |
ILast Marme j
Update List I Erint Report.. |

2. Click Add or click & in the toolbar. The Card Holder dialog box appears.

x

Basic Info | Perzonal Detailsl Educational InfDI Employment Detai\sl Cardz | Attach User Codesl Card Biometricsl

First Mame :
fl
Last Mame :

Account :

IAccUunl‘I j

QK I Cancel | Apply | Help |

3. In the Basic Info tab, type the First Name and Last Name of the card holder.
These fields are mandatory.
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- Note: The card holder details are specific to an account. Therefore, select an
@ account before adding a card holder. You cannot change the account while
adding the card holder details.

4. Click OK. The basic information is saved.

Providing card holder additional information

Using the user-defined tabs, you can add the additional information of the card holder.
1. Choose Card > Card Holder. The Card Holder window appears.
2. Click Add. The Card Holder dialog box appears.
3. Select the user-defined tab to add the additional information of the card holder.

Note: The user-defined tabs are displayed in the Card Holder dialog box, only
if you have already defined these tabs in Card Holder Tab Layout.

@

Card Holder Jasmine, Cynthia 5'
Basic Info  Personal Details | Educational Irfo | Employment Details| Cards | Attach User Codes| Card Biometiics |
Note Field | Card Holder Data |

ak. I Cancel | Apply | Help |

4. Enter the additional information of the card holder in the fields under the Card
Holder Data column.

5. Repeat steps 3 and 4 for the remaining user-defined tabs.

6. Click Apply. The additional information is saved.
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Adding and attaching a card to a card holder

Using the Cards tab, you can attach a new card or an existing card to a card holder. In
addition, you can print a badge associated to it or you can print the card reports.

1. In the Card Holder dialog box, click the Cards tab.

Card Holder Jasmine, Cynthia 5[

Easiclnlul Persuna\Dela\lsl Educal\uﬂallnlul Employment Details  Cards IAtla:h User Cudesl Card Biumelricsl

Card Number | Access Level |
4576 Master

Add Edt || oee= | [ Pireade |

Aftach | Detach | Frint... |

oK I Cancel | Apply | Help |
2. Click Add to add a new card. The Card Record dialog box appears.

Refer to the “Adding a Card” section in this chapter for details on adding cards. The
new card is automatically attached to the card holder, after adding it here.

3. Click Attach to attach an existing card to the card holder. The Select dialog
box appears.

select x|
Find Kep :
ICard MHumber j
Find ‘what :

| j Find |

Card Mumnber I Access Level |

[k | Cancel I
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@

@

4. Select Card Number or Access Level in the Find Key list.

5. Enter the keyword in the Find What list and click Find. The cards that match
the criteria are displayed.

6. Select the card and click OK. The selected card is attached to the card holder.
To edit the card details:

a. Select the card from the list of cards and click Edit. The Card Record
dialog box appears.

b. Change the required card details and click OK.
To delete a card:

a. Select the card from the list of cards and click Delete. A confirmation
message appears for deletion.

b. Click OK. The card is deleted from the database.
To detach a card:
a. Select the card from the list and click Detach. The card is detached from
the card holder.

Note: If you detach a card, it is dissociated from the card holder and not deleted
from the card list.

Attaching user codes to a card holder

A card holder can be attached to the user codes for accessing and working on the
Galaxy panel or Vista panel.

To attach user codes to the card holder:
1. In the Card Holder dialog box, click the Attach User Codes tab.
Note: The Attach User Codes tab is displayed in the Card holder dialog box,

only if you procure the license for the Galaxy panel and/or Vista panel features
in WIN-PAK.
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Card Holder Jasmine, Cynthia 1[
Basic Info| EducationslInfo| Personal Detais| Cards  Attach User EDdESl Card Biometrics |
Earel Name  Awvailable User Codes
IGa\aHy Fanel =l SlatNo | Wame |
5 USEROS
i~ User Codes assnlclated I 50 \USERSD
SlotMo Panel N 100 USERT
1 Galawy Panel S
200 USERZ
10 Galary Panel u 222 USEREE
13 Wista Panel u Add
241 ATM241
Remove | 242 ATM242
243 ATM243
244 ATM244
245 ATM245
N —
(1] I Cancel | Apply | Help |

2. Inthe Panel Name list, select the panel to which you want to associate the user
codes. The user codes that are configured for the selected panel are listed out.

The Panel Name list contains the Galaxy and Vista panels that are configured
in the Device Map.

Refer to the “Adding a Galaxy Panel” or “Adding a Vista Panel” section in the
chapter Device Map for configuring panels in WIN-PAK.

3. In the Available User Codes list, select the user codes to be associated to the
card holder.

4. Click Add. The selected user codes are moved to the User Codes associated
list.

Tip: If you want to remove the associated user codes, select the user codes from
the User Codes associated list and click Remove.

Printing a badge and card report
To print a badge associated with the card,
1. Select the card from the list and click Print Badge. The badge is printed.
OR
Perform the following steps:

a. Select the card from the list and click Print. The Select Printed Output
dialog box appears.
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b. Click Print Cards. The Print Badge Preview of the badge associated
to the selected card appears.

Print Badge Preview [1 of 1) B3

Honeywell
\f;\ Julie Karlson

Julie

G

Erevitus: st | Frint I
Cancel |

c. Click Print. The badge is printed.

Note: Use the Previous and Next buttons to move to the rest of the badges
associated to the card and click Print.

@

Attaching a photo or badge to a card holder
To attach a photo:
1. In the Card Holder dialog box, click the Card Biometrics tab.

2. In the Frame Selected list, select Photo to attach a photo or badge to the card
holder. The Photo frame is highlighted.

3. Under Badge Layout, click Photo to attach a photo.
4. To import an image file for the photo:

a. Click Import. The Import Image dialog box appears.

Import Image

Ok

B3
o |
Cancel |
_Oen |

Open...

™ Lock Aspect
Aszpect Ratio :

et

Compreszion :

=
a0 =

™ ‘whale Image

b. Click Open and browse through the required folder.

c. Select the image file and click Open. The selected photo appears in the
display area.
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i.

@

j-

Select the Whole Image check box to import the photo without
cropping.

. To crop the photo, clear the Whole Image check box. The cropping tool

appears on the photo.

Import Image

* Cropping Tool 0K

x|
o |
Cancel |
|

Open...

: s

™ Lock &spect
Aszpect Ratio :

|‘I n2g205128

Compreszion :
30 z
=
™ whale Image

To increase the grid size, click the corners of the grid and drag it to the
required size.

To maintain the consistent height and width, enter the Aspect Ratio
value.

To maintain the same ratio of height and width, select the Lock Aspect
check box.

Adjust the Compression setting at this point, if required.

Note: 100 is the least compression and the best quality. 30 is the highest
compression and the lowest quality.

Click OK to close the dialog box and import the photo.

5. To capture a photo using a camera:

a.

b.

Click Capture. The Capture Image window appears with the live
show from your video camera.

Click Settings to expand the window and access the video settings.

Capture Image =]

—ideo

LI Brightriess: < | | T

Contrast: < v| 35

ﬂl Salurahnn{j _|_I :I‘ a7

Freeze HUE?.;I_I ;I a

| Sharpness: <] | oo

IV Lock Aspect

Agpect Ratio: RCEE

- Im Brightness: 4 | . 0 7

= Contrast: « | = o
- Phato

Brightness: 4 | 1l 2o

Compress: 4] | sl

Document 7-001009, Revision 01

8-21 WIN-PAK User’s Guide



Card Holders
Configuring Card and Card Holder Information

c. Adjust the Video settings for a satisfactory image.

Table 8-2 Live Screen Video Image Settings

Setting Description

Brightness Lightens or darkens the entire tonal range of the image.

Contrast Expands or contracts the entire tonal range of the image.

Saturation Adjusts the vibrancy or the level of color in the image.

Hue Adjusts the value of color in the image. This corrects the
incorrect coloring of images.

Sharpen Sharpens blurry images by increasing the contrast of the
adjacent pixels.

Table 8-3 Live Screen Grab Settings

Setting Description
Brightness Lightens or darkens the entire tonal range of the image.
Contrast Expands or contracts the entire tonal range of the image.

These settings are applied to the camera when an image
is captured. If you are not using a flash, set the Contrast
to the same as the Video settings. If a flash is used,
reduce the Contrast settings to lower than the Video
settings. This prevents overexposure of the picture.

Note: The exact settings must be determined by
experimentation, as they vary depending on the type of
flash, distance from the subject, and other lighting being
used.

Note: If you are not using a flash, set the Grab settings to the same values as
the Video settings. If you are using a flash, reduce the Grab Brightness and
Contrast. (The exact settings may vary depending on the type of flash and
other lighting. The exact settings can be determined only by
experimenting.)

@

d. Click Freeze to capture the image.

e. To crop the captured image, use the cropping frame or enter the image
proportion in Aspect Ratio, and select the Lock Aspect Ratio check
box.

Tip: If you are using the default badge size, set the aspect ratio to 625, to fill
the entire badge outline.
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f. Adjust the Photo settings of the captured image.

Table 8-4 Live Screen Photo Settings

Setting

Description

Photo Brightness

Lightens or darkens the entire tonal range of the
captured image.

Compress

The captured image is saved as a .jpg file. If required,
use the slider to adjust the compression of the saved
image. The lower the number, the greater the
compression.

Note: Images lose quality as they are compressed, and
thus it is recommended to avoid over-compressing.

Example: A setting of 100 applies the least amount of
compression and provides the best image quality. A
setting of 30 applies the most compression, but provides
lower image quality.

g. Click OK to save the photo and close the Capture Image window.

@

Note: A camera (Web camera, Analog camera, or USB camera) must be
connected to the system for capturing an image. If you are using an analog
camera, use the Frame Grabber to convert analog signals to digital signals for

the system to understand the signals.

6. To export the captured image into a file:

a. Click Export. A confirmation message appears indicating that the

image is exported.

WINPAKPE x|

& Imaqe file Exported Successfully

The image is exported to a file and the file is stored in the
Database\Exported Files folder in the WIN-PAK installation path. The
format of the file is <First Name>b<Last Name>b<index of the photo>.jpg,
where b indicates blank.

b. Click OK.

To capture additional card holder photos:

* Follow the same procedure of capturing a card holder’s photo.

* Change or increase the Index number.

Caution: If you capture a different image with the same index number, the new
A photo replaces the existing photo.
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To attach a badge to a card holder:
1. In the Card Holder dialog box, click the Card Biometrics tab.

2. In the Frame Selected list, select Photo to attach a photo or badge to the card
holder. The Photo frame is highlighted and the attached photo is displayed in
the preview area.

3. Under Badge Layout, select Badge Back or Badge Front to attach a badge to
a card holder at the back or front.

Basiclnfol PersonalDetaiIsI Educationallnfol EmploymentDetaiIsI Eardsl Attach User Codes  Card Biometrics

r— Photo/Badge
% Badge Layout Mame:
— Y
q’ g o IHoneyweII j
= £ -
; = Pl @ = |1_ - Index
= » = =l
> 1%} LY - = ]
g a j % g Badge Layout
o k=) i = = " Phato
(=] wm
I % = " Badge Back
Lab]
[t ' Badge Front
— Signature
Frame Selected:
IF'hoto 'l
Index :
|1— =]
(=] Capture... | Export... |
Impart.... | [elete |

4. Select the badge design in the Badge Layout Name list. The selected badge
design is displayed in the preview area.

Tip: To detach a badge, select None in the Badge Layout Name list.

Attaching a signature to a card holder
1. In the Card Holder dialog box, click the Card Biometrics tab.

2. Inthe Frame Selected list, select Signature to attach a signature to the card
holder. The Signature frame is highlighted.

3. To import an existing signature file:

a. Click Import. The Open dialog box appears.
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Open 2]
Logk in: I@ User image j = &5 E-
#]14-1.5ig
8] 14-2.sig
@ 15-1.5ig
File name: I T I
Files of type: IS\gnalure [*.5ig) j Cancel |

A

b. Select the signature file (.sig or .emp file) and click Open. The
signature is displayed in the preview area.

OR
To capture the signature, click Capture. The Enter Signature dialog box is
displayed.
Enter Signature
- SignatureWidh———————————
plren
 Bold Cancel |
© Trick Clar
Signature:

Note: Ensure that a digital writing pad is connected to the system, before
capturing the signature.

a. Select the Signature Width as Thin, Bold, Thick.

@

b. Click OK to close the dialog box and display the signature on the Card
Biometrics tab.

4. To delete the signature, click Delete.

To capture additional card holder signatures:
* Follow the same procedure of capturing card holder signature.
* Change or increase the Index number.

Caution: If you capture a different image with the same index number, the new
A signature replaces the existing signature.
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Adding a new card and attaching it to a card holder

The Card Biometrics tab enables you to add a new card (with basic details like card
number and access level) and attach it to the card holder.

To add a new card:

1.
2
3.
4
5.
5
=
6

In the Card Holder dialog box, click the Card Biometrics tab.

. At the bottom, click New next to Card Number.

Type a unique Card Number and press ENTER.

. Select the Access Level of the new card. The new card is added and attached to

the card holder.

Tip: To verify the card attachment, click the Card tab and view the new card in
the card list.

To print the badge design attached to the card, click Print Badge.

Note: After printing the badge, the Status of printed is automatically changed
to Printed. However, you are provided with an option to change.

. Click OK to save and close the Card Holder dialog box.

Editing Card Holder Information
To edit the card holder details:

1.
2.

Choose Card > Card Holder. The Card Holder window appears.

Select the card holder from the list and click Edit. The Card Holder dialog
box appears.

Refer to the “Adding a Card Holder” section in this chapter for information on
editing card holder details.

Deleting a Card Holder

To delete a card holder:

1.
2.

Choose Card > Card Holder. The Card Holder window appears.

Select the card holder to be deleted from the list and click Delete. The Card
Holder - Dependency Conflict dialog box appears.

Card Holder - Dependency Conl x|

*r'ou have requested to delete a Card Holder. This
Card Holder has Card items attached.

— Card
" Delete Attached Cards
& Detach Attached Cards

—Images and Signature:
| Delete Attached Images
| Detach Attached Images

()3 I Cancel
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3. Select Delete Attached Cards to delete the cards attached to the card holder.
OR
Select Detach Attached Cards to detach the cards from the card holder.

4. Click OK. A confirmation for deletion or detachment appears.

5. Click Yes to confirm the deletion or detachment.

Note: You can also delete or detach the images or signatures attached to the
card holder.

@

6. Select the appropriate option to delete or detach the attached images or
signatures and click OK.

7. Click Yes to confirm the deletion or detachment.

Adding a Card

A card holder is uniquely identified by the card. The access levels can be defined for
the cards. When a card is attached to a card holder, the card holder has access only to
those areas of the access level.

To add a card:
1. Choose Card > Card or click 2 in the toolbar. The Card window is
displayed.
-ioix
¥ Card Mumber | Firzt Mame | L. | Access Level ;I
30614 anu a..  Master
30627 erert ds.. Master
30641 anu a..  Master
30646 birla a..  Master
32933 bil & Master _ILI
4 I I 3
I~ Dietail View
—Search and Sort — Operation:
Search Field :
|0 4| =
Criteria : Edit |
I j Frint Badge... |
Search Far :
|
Sort By [solate |
IEard MHumber j
Update List I Frint... |

2. Click Add to add a new card. The Card Record dialog box appears.
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x
Card Properties | Badgel
Card Mumber : Status : lszue :
I IInactive j ID
Card Holder : Acocess Level: PIM:
| ] [ore gl
Description: ™ Privileged
Account :
IAccount2 j ™ Wisitor
— P-Series Trigger Control
= Custom Access Level : Add...
Uszer Level: I =
u = Action Group : (Mone Wigl |
—Activation Date Expiration D ate
Change | Clear Change | Clear |

QK I Cancel | Lpply | Help |
3. Click the Card Properties tab. It is selected by default.

4. Type a unique Card Number.

5. Click the ellipsis [2] button to select the Card Holder. The Select dialog box
appears.

6. Select the First Name or Last Name in the Find Key list.

7. Enter the keyword in the Find What box and then click Find. A list of card
holders that matches the criteria is displayed.

Note: To list all the card holders, click Find without entering the keyword.

@

. Select the card holder and click OK. The Select dialog box is closed and
returned to the Card Record dialog box.

9. Select the Status of the card:
» Active: The card is ready for access. It is selected by default.
* Inactive: The card is on hold for access.
* Lost or Stolen: The card is lost or stolen and the access is restricted.

* Trace: The card is ready for access and given special attention while
accessing. The card details are displayed in Alarm View while accessing
the card.

10.Select the access level of the card in the Access Level list. You must assign an
access level, if you have selected the Status as Active or Trace.

11. Type the Issue number to trace the number of times the card is issued.
12. Type the unique PIN number. The PIN number adds more security to the card.

13.Select the Privileged check box if the card must be assigned as a privileged
card. The card holder can set or unset the galaxy groups associated to the
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reader on which the card is presented. If the Vista feature is enabled, the card
holder can or arm or disarm the vista partitions.

Refer to the “Configuring a reader to the panel” section in the chapter Device Map
for more details on associating galaxy groups or vista partitions to the reader.

Note: This option is available only if you avail a license for the Galaxy panel
and/or Vista panel in WIN-PAK.

@

14.Describe the card details in Description.

15.Select the Visitor check box if the card holder is a visitor.

Note: This option is available only if you avail a special license for integrating
WIN-PAK with LobbyWorks.

@

16.Under P-Series Trigger Control, type the User Level number to trigger
certain controls when this card is used. You can use =l or =l buttons to
increase or decrease the current index number.

Refer to the “Configuring triggers and procedures” section in the chapter Device
Map for more details on triggers and controls.

Defining a custom access level

1. In the Card Properties tab, next to Custom Access Level, click Add (if you
are defining newly) or Edit (if you have defined already). The Custom Access
Level dialog box appears.

Note: The Custom Access level is disabled, if you select the Access Level as
None.

@

2. Right-click and select configure area access or double-click the area where you
want to provide access. The Configure Entrance Access or Configure Area
Access dialog box appears based on the selected area; Entrance or Area.

3. For one entrance, select one of the following:

Configure Entrance Access x|

v Customnize access for this entrance

" Remove Access from this entiance

(% Set hccess for this entrance

Time Zone :

I'IZ:EIEIam-B:EIEIam t4-F [12:00am-8:00amn Monday-Friday [excl. hcj

I | Gustomize aroup for this panel
Group :

| |
ok I Cancel |

* Remove Access from all entrances in this area to deny access through
this entrance for this access level.
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* Set Access for all entrances in this area to allow access through this
entrance for a particular time zone. Select the time zone in the Time
Zone list to determine periods of access.

For group entrance, select one of the following:

Configure Area Access 1[

% |eave docess for al entrances in this area as it currently is
" Remove Access from all entrances in this area
7 Set heness for all entrances in this area

Time Zone :

IAIways On [Thiz Timezone iz always on) j

ok I Cancel |

* Leave Access for all entrances in this area as it currently is to
continue the same for each entrance in this group.

* Remove Access from all entrances in this area to deny access through
these entrances for this access level.

» Set Access for all entrances in this area to allow access through these
entrances for a particular time zone. Select the time zone in the Time
Zone list to determine periods of access.

4. Click OK to set the access for the selected area and return to the Custom
Access Level dialog box.

[E]-@ ([l Access Area [TZ: Always On)

[[]RLoop1-Panell-R1 (TZ:
|E| Loopl-Panell-R2 (TZ: Always On)
|E| Loopl-Panell-R3 (TZ: Always On)
El Loopl-Panell-R4 (TZ: Always On)

= )

Show Original &ccess Only

Fist Yalid Date Mone [ Cea |
Last Valid Date : Mone | Clear |
()3 I Cancel |

Note: The Blue dot indicates that the access area is customized for this card. If
you want to restore the original access level for a group or entrance, right-click
the customized group or entrance and click Restore Original Access.

@

5. To set the start date for the customized access level, click None in First Valid
Date. The First Valid Date calendar appears.
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=
fspri R | |
Su Mo Tu We Th Fr Sa Cancel |

27 28 29 30 31 1 2 Tody |
(3|4 5 5 7 8 9

10 11 12 13 14 15 16
17 18 19 20 21 22 23
24 25 26 27 28 29 30
1 2 3 4 5 6|7

6. Select the Month, Year and then select the date.

7. To select the current date, click Today and then click OK to return to the
Custom Access Level dialog box.

8. To set the end date for the customized access, click None in Last Valid Date.
The Last Valid Date dialog box appears.

9. Select the date in the same way that you have selected for First Valid Date and
click OK.

Note: If you want to clear the dates, click Clear next to First Valid Date
and/or Last Valid Date.

@

10.Select the Show Original Access only check box to view the original access
levels of the areas.

11.Click OK to save the access levels and return to the Card Record dialog box.

Defining an action group for the card

1. In the Card Properties tab, click View next to Action Group. The Abstract
Device Record dialog box appears.

2. Select the Name of the action group and click OK. The Abstract Device
Record dialog box is closed.

Defining an activation and expiry date

1. Inthe Card Properties tab, click Change under Activation Date to define or
change the activation date (the date on which the card is activated). The Select
Activation Date calendar appears.

Note: The Activation Date is enabled only if you select the Status as Inactive.

@
N

. Select the activation date and click OK to return to the Card Record dialog
box.

3. Click Clear to clear the activation date.

4. To define or change the expiration date (the date on which the card access is
expired), click Change under Expiration Date. The Select Expiration Date
calender appears.
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5. Select the expiry date and click OK to return to the Card Record dialog box.

6. Click Apply to save the card properties.

Assigning a badge to a card
1. In the Card dialog box, click the Badge tab.

2. Select the badge design in the Front Side list for the front side design of the
card. The preview is displayed at the preview area.

3. Select the badge design in the Back Side list for the back side design of the
card. The preview is displayed at the preview area.

Card Record x|

Card Properties  Badge I

Front Side : Back Side
Standard Card [cardBack |

Honeywell|| ........

\' " Julie Karlson My Company .
oyl
=

Julie G007 South Strest
Argtown, AnyState 12345

G

At Julie Karlson

Prifat Status:

Printed i

Ok I Cancel | Apply | Help |

4. After printing the card, the Print Status automatically changes to Printed.
However, you are provided with an option to change the print status.

5. Click OK to save the card details.

Editing a Card
To edit a card:
1. Choose Card > Card or click T in the toolbar. The Card window appears.

2. Select the card to be edited from the list and click Edit. The Card Record
dialog box appears.

Refer to the “Adding a Card” section in this chapter for information on editing the
card.

Deleting a Card
To delete a card:

1. Choose Card > Card or click -4 in the toolbar. The Card window appears.
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2. Select the card to be deleted from the list and click Delete. A message asking
for confirmation appears, if you have set to confirm the card deletion in the
Workstation Defaults setting.

3. Click Yes to confirm the deletion. The card is deleted.

Delete Card

l) \ Are you sure you want ko

delete Card ‘56737

x|

Adding Bulk Cards
To add cards in bulk:

1. Choose Card > Bulk Card Add. The Bulk Card Add dialog box appears.

S AW

=~

Bulk Card Add
Start Murnber : End Murmber Status :
|| I I Inactive: j
Ancess Level : [ Wisitar
INnne j
B adge Front: Badge Back.
INone j I MNone
Account :
IAccounﬂ j
—Activation Date——————— ~EspirationDate————————
Change | Clear | Change | Clear |

— Progr

Start | Stop | Cloze I

Type the Start Number and the End Number of the card series. For example,
type 100 and 200 to add 100 cards starting with the card number 100.

Select the Status of the cards.

Select the Access Level of the cards.

Select the Visitor check box, if the cards are for visitors.

Select the front and back badge designs of the cards in Badge Front and

Badge Back.

Select the Activation Date and Expiration Date.

Click Start to add the cards. The progress bar displays the progress of adding

bulk of cards.
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Caution: Do NOT close any WINPAK services or turn-off the computer while
A the Bulk Card Add is in progress.

9. Click Stop, if you want to cancel generating cards in bulk.

10.Click Close to close the Bulk Card Add dialog box.

Deleting Cards in Bulk

To delete a bulk of cards,
1. Choose Card > Bulk Card Delete. The Bulk Card Delete dialog box

appears.

x|
Start Mumber : End Mumber :
fi
Aceount
IAccounH ﬂ

Progre:

Start | Stop | Cloze I

2. Type the Start Number and the End Number of the card series to be deleted.
3. Click Start to delete the bulk of cards. The progress bar displays the deletion

progress.
@X Note: If you want to cancel bulk deletion, click Stop.
= 4. Click Close to close the Bulk Card Delete dialog box.

Assigning a Card to a Card Holder
You can assign a card to a card holder in two different ways:
*  While adding a card: Select the card holder name while defining the card
properties.
Refer to the “Adding a Card” section for more details on adding cards.
*  While adding a card holder: Create a new card or attach the existing card
while adding cards to a card holder.

Refer to the “Adding a Card Holder” section for more details on adding card
holders.
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Importing Card and Card Holder Information

The WIN-PAK Import Utility is used for importing the card and card holder details
into WIN-PAK from an excel sheet. When you import these details into WIN-PAK,
cards are assigned to the card holders accordingly.

Importing card and card holder details to WIN-PAK involves:
1. Defining note fields and card holder tab layouts, and configuring access levels.

Referto the “Configuring Additional Information” section in this chapter for more
details on defining note fields, card holder tab layouts and access levels.

2. Defining the order of the fields.
3. Entering card and card holder details in an excel sheet.

4. Assigning default values to certain fields like Activation Date, Expiration Date
and User-defined fields.

5. Importing the excel sheet into WIN-PAK.

- Note: Ensure that you logged on to WIN-PAK client system, before using Import
Z/X Utility.

Logging on to Import Utility
To log on to WIN-PAK Import Utility:
1. Click Start > Programs > Honeywell Access Systems > WIN-PAK Import
Utility. The Login Information dialog box appears.

Login Information =

Uszer

Mame :

o |

I
?. Pazsword :

| Connect I Cancel |

2. Type the Name of the user and the Password.

@\ Note: Only the Administrator can log on to WIN-PAK Import Utility.

\

\

3. Click Connect. The system retrieves the data from database and displays the
WIN-PAK ImportUtility dialog box.

Defining Order of Fields

After you define the note fields and card holder tabs, you must define the order of the
card and card holder fields.

To define the order of the fields:
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\

=

1. Log on to the WIN-PAK Import Utility. The WIN-PAK ImportUtility dialog
box appears.

B win-PaK Importutility x|
Account: IAccount‘I j
r~ Columnz Order
Order I ame -

1 Last Hame
e Card Nurmber j

a2 lszue Number j

e PN

s Status -

< | _>l_I
CSV File Path: | [
Images Folder: I J

Cancel |

2. Select the Account to which the order is to be defined. The card holder fields
for the selected account are listed in Columns Order.

3. To change the order of a row, select the row in the list and click the up j
button and/or down j button.

Note: Ensure that you enter card holder information in the excel sheet in the order
specified under Column Order. For example, Row 0 in the Columns Order becomes
Column 1 in the excel sheet and Row 1 in the Columns Order becomes Column 2 in
the excel sheet.

Entering Card and Card Holder Information in an Excel Sheet

@

Before you create the excel sheet, make a note of the column order in which the fields
must be entered.

To enter the card and card holder information in the excel sheet:
1. Open Microsoft Excel.

2. Enter the card and card holder information as in the order you defined in the
WIN-PAK Import Utility. The name of the this sheet must be “Sheet1”.

3. Save the excel sheet in the .xIs or .csv format.

Note: When you import an excel sheet to WIN-PAK, cards are assigned to the
respective card holders, as a row in the excel sheet contains complete information of a
card and card holder. The following image depicts the typical excel sheet that contains
the card and card holder information:
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r~ Columnz Order

Order Mame - . .
= Card 3478 will be assigned
1 LastName to the card holder Flores
w2 Card Mumber ;! Nelson
a2 lszue Number -
B4 PN I . e e
s Status B - 1,
< A | 8 | Y | o | E [ F | G | H

| 1 |Flares Melsan 3473 201 1

2 |Warren | Darnond 48593 127 326 2 12/452006
=T PSR [ AEEA A FECY] pa—— |

Figure 8-2  Entering card holder data in the excel sheet

Tips:

@

Do not enter the field names in the first row. If you enter the field names to
identify the columns, delete it before you import the data into WIN-PAK.

For the Status field, type 1, 2, or 4 to indicate the card status as Active,
Inactive, or Trace.

Note: Leave the Activation Date field blank, if you specify the card status as
Active or Trace.

Ensure that access levels are configured in WIN-PAK for the respective
account, before you enter the name of the access levels.

Avoid duplication of card numbers.

To assign default values for fields, leave the fields blank. You can assign
default value to the Issue Number, Status, Access Level, Activation Date, and
Expiry Date fields and the user-defined fields.

Use the format for note field templates for the user-defined fields.

To assign the photo of the card holder, enter the name of the photo image file in
the Photo column.

Assigning Default Values

You can assign the default values to certain fields like Issue Number, Status, Access

Level, Activation Date, and Expiration Date. You can also assign default values for
user-defined fields.

To assign the default values to certain fields:

1.

Log on to the WIN-PAK Import Utility. The WIN-PAK ImportUtility
window appears.

. Select the Account for assigning the default values. The fields for the selected

account are displayed in Columns Order.

. Under Columns Order, select the field to which the default value must be

assigned. The Default Value box appears on the right.
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x
Account: IAccount2 j
r~ Columnz Order
Order | Mame ;I
04 FIN Diefault alue:
e
SAET (...
5] Access Level f
G Activation Date
[EE] Expiration Date
Gl Picture -
1| |
CSV File Path: | -
Images Folder: I J

Cancel |

4. Type or select the default value that must be assigned to all the card holders
belonging to the selected account.

Tip: To set the current dates for Activation Date or Expiration Date, select the
check box. To set different dates, click the drop-down list and select the required
date in the calendar.

Note: Ensure that the Expiration Date is later than the Activation Date.

®

\

Importing from Excel Sheet
You can import the card and card holder information from the excel sheet in which the
card and card holder information is entered.

Note: Honeywell recommends you to take a backup of the current WIN-PAK
database, before importing the data to WIN-PAK.

@

To import the card and card holder information from an excel sheet:

1. Log on to WIN-PAK Import Utility. The WIN-PAK ImportUtility dialog box
appears.
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5
Account: IAccount‘I j
r~ Columnz Order
Order I ame -
=
1 Last Hame
e Card Mumber j
[Gi] lszue Number j
Hi4 PIN
G Status -
< | _>l_I
CSV File Path: | [
Images Folder: I J
|

2. Select the Account to which the card and card holder information must be
imported. The corresponding fields are displayed in Columns Order.

3. In CSV File Path, specify the path of the excel sheet or click the ellipsis [-]
button and select the path.

N

. In Images Folder, select the folder in which the photo images are stored.

9]

. Click OK. A message asking for confirmation appears.

importutiity x|

1 E The database changes are permanent and it is advisable to take the backup before proceeding
L

Cancel |

6. Click OK to import the data. A message appears indicating that import is
successful.

importutiity x|

1 E Successfully imported the data into the Database
L

Correcting Errors in Excel Sheet

Errors might occur while importing the data from the excel sheet. You cannot import
the card and card holder information to WIN-PAK until you correct these errors.

To view and correct the errors:

1. In case of errors during an import, the following dialog box appears prompting
you to open and view the error list.
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importutiity X

‘while importing some errors are detected. Mo data is saved into the database
Please correct the data and try again, Do you wank o see the errors now?

wo |

2. Click Yes to view the errors. The ErrorLog.xls file is opened.

T Lol
A, B [ 5] E F G H [0 kLT
INg |Record  Description —

Datatype mismatch for colurmn ActivationDate

Card Number already exists in the Database - 3456

CardStatus is mentioned as Active/Trace but Activation date also specified

Datatype mismatch for column CardStatus

Error: Invalid Card Status Value - Trace

Errar, The Activation date cannot be the same or after the Expiration date

Errar Invalid Access Level - 'Operator?’ or Access Level doesn't belong to the specified account
Mandatary data is missing for - CardMNurmber

CardStatus is mentioned as Active/Trace but Activation date also specified

Errar: Invalid Access Level - 'Operator]' or Access Level doesn't belong to the specified account
CardStatus is mentioned as Active/Trace but Activation date also specified

Errar, The Activation date cannot be the same or after the Expiration date

CardStatus is mentioned as Active/Trace but Activation date also specified

Errar, The Activation date cannot be the same or after the Expiration date

CardStatus is mentioned as Active/Trace but Activation date also specified

Errar, The Activation date cannot be the same or after the Expiration date

IS, U U, U, U, g e e BN e T B PR PG, B P
L O

o

e A _

ra
£
4

v H[\Sheet1 |« | nip

=
s

3. Review and correct the errors in the source file.

The following table lists the possible errors and provides the corrective action to
resolve them:

Table 8-5 Error types and Corrective Actions

Error Type Corrective Action

Datatype mismatch This error may occur if you have entered alphabets for numeric
datatype and vice-versa.

Check the datatype and enter the correct data.

Card Number
already exists in the
Database

Avoid duplicate card numbers.

Card Status is
mentioned as
Active/Trace but
Activation date also
specified.

The activation date is not applicable for the card status of Active or
Trace. Therefore, if you have entered 1 or 4 in the card status
column, leave the Activation Date column empty.

Invalid Card Status
Value

Ensure that you select only 1, 2, or 4 for Active, Inactive or Trace
status. Any other number will lead to such error.
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Table 8-5 Error types and Corrective Actions

Error Type Corrective Action

The Activation date | The Expiration date must be later than Activation Date.
cannot be the same
or after the
Expiration date

Mandatory data is Card Number is a mandatory field.
missing

Invalid Access Level | Enter the correct name of the access level and ensure that it belongs
to the account to which the data must be imported.

Visitor Management

LobbyWorks, a Visitor Management system that tracks the movement of visitors,
assets, and deliveries, can be intergrated with WIN-PAK. By doing this, the access
cards that are created for visitors in LobbyWorks can be used in WIN-PAK as access
cards. After the access cards are copied from LobbyWorks to WIN-PAK, they are
provided with the necessary access levels for allowing or restricting visitors to the
different areas in the premises.

Integrating LobbyWorks
Before you begin:
* Ensure to install WIN-PAK and LobbyWorks on the same network.
* Procure the license for integrating LobbyWorks with WIN-PAK.

Setting Key Values
To integrate LobbyWorks with WIN-PAK:

1. Choose Start > Run, and then type regedit. The Registry Editor window
appears.

2. In the left pane, expand HKEY_LOCAL_MACHINE, Software, and then
Northern Computers.

3. Select WPLobbyWorks. The relevant keys are displayed in the right-pane.
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&:" Registry Editor

Registry Edit  View Favorites Help

~=1ol]

-3 Installshisld
-0 INTEL
{21 JavaSoft
B0 LeH
{3 LANDesk
-0 Macromedia
-1 MAXSOFT-OCROM
-2 Microsoft
{23 Network Associates
=0 Maorthern Computers
-2 WIN-PAK Pro
a WPLobbyworks
{23 movell
B3 ooBC
=L ORACLE
-1 ORL
{2 palicies
{:I Program Groups
D P3T_Locater
{23 PTC
{21 Rainbow Technologies
{:I Secure
-1 SourceCodeControlProvider
-0 SwWD
-1 Symankec
{:I Yaoice
-0 Windows 3.1 Migration Status
{1 zZipCentral
B[] SYSTEM

El

Mamg

‘ Data

[ab]Default)

[aj
Use
[R8]wein

1

Delege

Rename

{walue not <

Admin

REG_DWORD 0x0000000

|My ComputeriHKEY _LOCAL_MACHINE,SOFTWARENorthern ComputersiwPLobbyworks

]
4

4. Edit the values of the Pass and User keys.

@

a. Right-click the Pass key and click Modify. The Edit String dialog

box appears.

b. Enter the password in the Value Data box.
c. Right-click the User key and click Modify. The Edit String dialog

box appears.

d. Enter the user name in the Value Data box.

Set the Value data of WinAuth as 0, if you are logging on to WIN-PAK in the
WIN-PAK authentication mode.

OR

Set the Value data of WinAuth as 1, if you are logging on to WIN-PAK in the

Windows authentication mode.

Note: In the Windows Authentication mode, the values for Pass and User are
considered by default and so setting these key values can be ignored.

Close the Registry Editor window.
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Introduction

Introduction

The chapter Time Management describes how to configure a time zone, holiday
group, daylight saving group, and to schedule a task.

Time Zone

A time zone is a group of time slots that define the access of the associated item. For
example, the time zone can be mapped to an access level. When a card holder is
associated to an access level, the card holder's access is allowed or denied depending
on the time zone associated to the access level.

You can create any number of Time Zones. However, a maximum of 63 time slots can
be downloaded to a PW-2000 series panel and 255 time slots can be downloaded to a
PRO-2200 Intelligent Controller.

Refer to the “Time Zone” section in this chapter for configuring a time zone.

Schedule

A schedule is planned task that must be performed at the defined time periods. In
WIN-PAK, a task includes running a command file, guard tour, or generating a report,
and so on.

Refer to the “Schedule” section in this chapter for scheduling a task.

Holiday Group

A holiday group is a set of holidays. The access decision is based on the time zone that
you associate to an entrance in the access level and the holiday group you associate
while configuring panels.

Refer to the “Holiday Group” section in this chapter for configuring a holiday group.

Daylight Saving Group

Daylight saving group is a set of daylight saving time slots. Daylight Saving Time is
the time during which clocks are set one hour ahead of local standard time.

Refer to the “Daylight Saving Group” section in this chapter for configuring a
daylight saving group.
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Time Zone

Time Zones can be assigned to cards, action groups, ADVs, operators, panels, and
access levels. Therefore, ensure that you define the time zone first, before defining

these items.

Always On and Never On are the system-generated time zones that are available in

WIN-PAK by default.

* Always On - This time zone allows full-time access to the card holder

assigned to it.

* Never On - This time zone restricts the access of the card holder assigned to it.

Adding a Time Zone

To add a new time zone:

1. Choose Configuration > Time Management > Time Zone. The Time Zone

window appears.

2. Click Add. The Time Zone Record dialog box appears to add a new time

zone.

Time Zone Record
Time Zone |

Time Zone : Description :

|1 st shift

12 A 4 And 8 A

|4.DD AM to 12.00 PM Mon to Fri

12 P

Copy Monday To Weekdays |

4 P 8 FM 12 A

l | e | T | Snhap Time

¢

E

.
[
i

i

™ Miitary Time

Mouse Time:

Mote: Holiday typed iz applicable only to M52+ panels

e

QK I Cancel | Lol | Help |

3. Type the name of the Time Zone and a brief Description.

. Select the corresponding Snap Time. The Snap Time option enables you to set
the time slot according to the selected snap time.

Example: [f you set a Snap Time of 60 minutes, you can only define time slots with
aminimum of 1 hour interval. This time slot must start and end as a whole hour and
would not include any minutes or seconds. For example, you can set time slots of 8
AMto 9 AM, or 3 PM to 4 PM. However, you cannot set a time slot 0f4:30 to 5:30
or 1:15 to 2:15.

Time slots including minutes and seconds as interval can be set by selecting 30 and
15 snap time options.
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Time slot with an interval of a minute can be set by selecting the snap time of 0.

Time Range Area Ruler

Time Zone : / Description : /

IHeguIar / IS.DD &M to 6.00 PH| / Copy Monday To 'Weekdays |

12 AM 4 AM B AM 12pM /4P B P 1 &M

D e e s A A 0t et

M

T

W

Th

F

5 u |

Su B

H1 Military Time

. = l No. of
Mouse Time: I_/Variant
[ 2 Time Sl

v v
Time Slot-  Time Slot - Shows time slot for Saturday
Set 1 Set 2

5. To define a time slot:

a. Click any of the weekdays and drag the mouse pointer to reach the end
time of the time slot.

OR

Right-click any of the weekday to display the Time Zone Range dialog box.
Enter the Start Time and End Time and click OK to set the time slot.

Time Zone Range ﬂ

Start Time :

Delete Range |
()8 I Cancel |

Note: The Mouse Time box indicates the time at the mouse pointer.

@

— When you hover the mouse pointer over the time range area, the
time at the mouse pointer is displayed in the Mouse Time box.

— When you define a time slot, the start and the end time is
displayed in the Mouse Time box when you click and drag the
mouse pointer.

— For an already defined time slot, the start and the end time is
displayed in the Mouse Time box when you hover the mouse
pointer over the time slot.

Tip: It is sufficient to define the time slot for Monday, so that you can copy
the time slot for the rest of the weekdays using the Copy Monday to
Weekdays option.
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6. If you want to set the hour format of the ruler as 24 hours, select the Military
Time check box.

7. After you set the time range for Monday, click Copy Monday to Weekdays to
copy it to the other weekdays.

Tip: If you want to delete the time slot, place the cursor over the time slot and
right-click to display the Time Zone Range dialog box. Click Delete Range.

8. Follow the same procedure to set the time slot for Saturday and Sunday.

9. Set the time slots for holidays in H1 and H2.

Note: When time zones and holiday group are assigned to a panel, the time
slots defined for the holidays H1 and H2 are applied to the holiday group.

@

10.Click the Accounts tab to associate accounts to the time zone.

Note: You must assign an account to a time zone, after setting the time slots.

@

11.Under Available Accounts, select an account and then click Add. For multiple
selections, use the SHIFT or CTRL key while selecting the accounts.

12.To remove an account from the selected account list, select an account and
click Delete. The selected accounts are moved to the Available Accounts list.

13.Click OK to save the Time Zone.

Editing a Time Zone

To edit a Time Zone:

1. Choose Configuration > Time Management > Time Zone. The Time Zone
window appears.

2. Select a time zone and then click Edit. The Time Zone Record dialog box
appears.

3. Make the required changes and then click OK to save the changes and to close
the Time Zone Record dialog box.

- Note: You cannot edit the Always On and Never On time zones, as these are
{2/} generated by WIN-PAK.
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Isolating and Deleting a Time Zone

Time Zones are used in many places throughout the access control system. Therefore,
to delete a time zone, you must isolate the time zone if it is assigned to any panel,
operator, or access level.

Isolating a Time Zone
To isolate a time zone:

1. Choose Configuration > Time Management > Time Zone. The Time Zone
window appears.

2. Select a time zone and then click Isolate. The Isolate dialog box appears.

The Cards, Action Groups, ADVs, Operators, Panels, and Access Levels
associated to the time zone are displayed in the relevant tabs.

olate | ErTE— x
Cards I Action Groups I ADWs I Operators | Panels | Acocess Levels I
Operators Panels Access Levels Cards Action Groups | ADVs
Fanels referencing Timezone 'HTSL Sam to Bpm’ Action Groups referencing Timezone 'Btob’
Mame | Diescription | I

loop1 485 - panel 1
ns2

2 Itemns |‘I Item
‘Delete’ will cauze the Timezone to be removed Timezone to which action meszages in the selected
from the zelected panels. Action Groups will be reassigned :
I.None j
Delete | Delete Al Fieassign | Fieassign Al |
Hep | | b |

3. Click each tab to view the list of associated items.

4. To dissociate a panel from the time zone, select the panel in the list and click
Delete or to dissociate all the panels from the time zone click Delete All.
However, you cannot assign a panel to a different time zone.

OR
To reassign a time zone for other devices:
a. Select the device from the list of devices

b. Select the alternate time zone from the drop-down list.

WIN-PAK User’s Guide 9-6 Document 7-001009, Revision 01



Time Management
Schedule

c. Click Reassign to reassign the selected devices or click Reassign All to
reassign all the devices to the selected time zone.

5. Click OK. The time zone is isolated from the selected device and is assigned to
the different time zone.

Note: A warning message is displayed, if you attempt to delete a Time Zone that is
referenced to other devices.

@

peivpacee x|
& This Time Zone cannot be deleted For the Following reasonis):

1 Operators reference this Time Zone,
1 Panels reference this Time Zone.

ALL references to this Time Zone must be removed prior to deleting it.

Click OK to close the message box.

Deleting a Time Zone
After you have isolated a time zone, you can delete the time zone.
To delete a time zone:
1. In the Time Zone window, select the time zone from the list of time zones.

2. Click Delete. The time zone is deleted.

Schedule

You can schedule tasks so that they run automatically at a defined time.

Scheduling a Task

To schedule a task:

1. Choose Configuration > Time Management > Schedule. The Schedule
window appears with the list of the following system-generated schedules:

Update cards every day - Updates the card details every day in the panel. If this
schedule is not generated, the panel will allow the card access of the inactivated or
expired card also.

Update Custom AL every day - Updates the custom access level start date and
expiry date in the panel. If this schedule is not generated, the panel will still consider
the global access level of an operator.

Update date and time every day - Updates the date and time in the panel every day.
If this schedule is not generated, the panel does not sync with the system time and
it may cause in outdated data in the panel.
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[ Schedule

¥ Schedule Name
] D aily ]
m Update Custom AL every day Update Access Level [Daily Friday, &pril 01, 2005 12:01:00 AM
m Update date and time every day ~ Send Date and Time [Daily Friday, &pril 01, 2005 3:00:00 &k
™ Dietail View
—Search and Sort — Operation:
Search Field :
Add

.0 =l =

Criteria : Edit |

I J LCopy |

Search Far :

| Delete |

Sort By lsolate |

IScheduIe M ame j

Update List I Frint Repart... |

2. Click Add. The Schedule Record dialog box is displayed.

Schedule x|
Schedule |
Schedule Mame : ITours and Activities Nest Scheduled Date & Time
343142005
Type: IDiaI Remate Area j I J
Hour : Mirite :
Frequency : IMontth j lﬁ
= = Mo |
Command File : I j
Dial Remate Area
Remote Area : [4854CK/NACK Loop =l
™ Buffer ™ Send Date and Time
™ Unbuffer
V¥ Send Card DE Changes

QK I Cancel Aol Help

3. Type the Schedule Name for the task.

4. Select a task Type. Based on the selected task type, other options on the dialog

box may be activated.
Task types include:

» Activate and Deactivate Cards: Activates or deactivates cards

depending on the card activation and deactivation dates. This helps to

update the card details in the panel.

* Card Frequency Report: Generates the card frequency report in a

defined interval.

+ Dial Remote Area: Establishes the dial-up connection between
WIN-PAK systems and sends the command to the panel.
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*  Run Command File: This schedule runs a command file at a specific
time in a defined frequency.

* Run Guard Tour: This schedule runs the guard tour in a defined
interval.

* Run Report: Generates the report at a defined interval.

* Send Date and Time: Sends the system date and time to all the panels
attached to WIN-PAK.

» Update Custom Access Level: Updates custom access level of cards in
the panels at a defined frequency.

Refer to the “Task Type” section in this chapter, for more details on task types and
scheduling a task.

5. In the Frequency list, select how often the task is to be performed.

6. Under Next Scheduled Date and Time, select the date and enter the time (in
hours and minutes) for the task to be performed.

@

To select the date, click the ellipsis (] button and select the date in the
calendar.

* To enter the time, type the Hour and Minute. The hour ranges from 0 to 23
and minute ranges from 0 to 59.

» To enter the current date and time, click Now.

Task Type

For every Task type that you select in the Schedule dialog box, a different set of
options appears. This section describes the task types and guides you how to schedule
a task for the various task types.

Activate and Deactivate Cards

Select this task type to schedule a task for activating and deactivating the cards,
depending on the card activation and deactivation dates. However, this task is
scheduled by default.

If you select this type, perform the following steps:

1. In the Schedule dialog box, select how often the task is to be performed in the
Frequency list.
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schedule x|
Schedule |
Schedule Mame : IACtivate and Deactivate Cards Nest Scheduled Date & Time
4/18/2008
Type: IActivate and Deactivate Cards j I J
Hour : Mirite :
Frequency : IMontth j lﬁ
== Mo |
Command File : I j
Wizl B emaote Area
Femate Area: I j
| Bufter, | Send Diate ard Time:
™| Wrbufer

I~ | Send Card DB Changes

QK I Cancel | Apply | Help |

2. Under Next Scheduled Date and Time, select the date and enter the time (in
hours and minutes) for the task to be performed.

Notes:

@

* To select the date, click the ellipsis [] button and select the date in the
calendar.

» To enter the time, type the Hour and Minute. The hour ranges from 0 to
23 and minute ranges from 0 to 59.

» To enter the current date and time, click Now.

3. Click OK to save the schedule.

Card Frequency Report

Select this task type, if you want to generate the Card Frequency Report at the defined
intervals. If you select this type, the Card Frequency Report Configuration form
appears on the lower-left corner of the Schedule dialog box.

schedule x|
Schedule |
Schedule Mame : ITours and Activities Nest Scheduled Date & Time
4/4/20086
Type: IEard Frequency Report j I J
Hour : Mirite :
Frequency : | Manthl i
I s J IS 3: |42 3: Mow |
Command File : I j
Wizl Fiemote Area Card Frequency Report Configuration
Femate Area: I j
™| Buffer I™ | Send Date and Time Configure... |
™| Wrbufer

I™ | Send Card DB Changes I Print Fepart

QK I Cancel | Lpply | Help |

Figure 9-1 Scheduling a task for the “Card Frequency Report” task type
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In addition to the basic steps, perform the following steps for scheduling a task:

1. In the Schedule dialog box, under Card Frequency Report Configuration,
click Configure. The Report - Card Frequency Report Configuration
dialog box appears.

Report - Card Frequency Report Configuration

Date and Time Filter | Frequency FiIterI Card Halder FiIterI

x|
Eritit Freview |
Fritit |
Export File.. |
Doaily Time Range £ i, P |
[~ Oy list events between these hours each day
Fram : Ta: el |
1] = 1] = 23 = 55 =
Save & Close
Time Zone :
| (GMT +05:30) Cherinai, Kolkata, Mumbai, New Delhi |

2. To set the date and time range for generating the card frequency report, click
the Date and Time Filter tab.

a. To generate reports for events occurring during the specified period,
select the Only list events between these hours each day check box,
under Daily Time Range. The From and To text boxes are enabled.

Doaily Time Range

V' Oy list events between these hours each day

) Minutes
From :

Time Zone :

| (GMT +05:30) Cherinai, Kolkata, Mumbai, New Delhi |

Hours

b. In the From and To boxes, select the time range (in hours and minutes).
c. Select the standard time zone in the Time Zone list.

3. To set the card frequency limits for generating reports on card frequency, click
the Frequency Filter tab.
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O

@

x|
Date and Time Filker  Freguency Filker | Card Holder FiIterI
~ Frequency Eritit Freview |
Lower Frequency Limit : Upper Frequency Limit :
Iq IEDD Frint |
™ Zera Frequency Ewpart File.. |
0 LF?::;:I[I: Estim, Fages |
[ [=]] Clear Al |
Acocess Level:
[ =] Filter ADYs... Save t Close |
r— Dispozition
' None

" Deactivate and Report cards that are between the limits
" Deactivate, Detach and Report cards that are between the Limits

" Reassign cards between limits to Access Level

INone VI

Note: Frequency Filter is used for finding the reader or the access area in which
the cards are less-frequently accessed. This helps to take some action on the
particular reader or the access area like unlocking the reader always.

. Under Frequency, type the Lower Frequency Limit and Higher Frequency

Limit to filter the cards between these limits.

Note: If you want to generate a report of cards that are not used, select the Zero
Frequency check box.

. To generate the card frequency reports by filtering the readers, type the

Reader name under Location or select the reader by clicking the ellipsis []
button.

. To generate the frequency filter reports for access areas, type the Access Area

name under Location or select the access area by clicking the ellipsis []
button.

. To include only certain devices, click Filter ADVs to select the ADVs. In the

Filter Devices dialog box, select the appropriate ADV or ADV type from the
tree and click OK.

. Under Disposition, select one of the following actions that must be performed

on the cards after you have filtered for frequency report:
a. None: Perform no action on the cards.

b. Deactivate and Report cards that are between the limits: Deactivate
and generate a report for the cards whose access frequency falls between
the frequency limits.

c. Deactivate, Detach and Report cards that are between the limits:
Deactivate, detach and generate a report for the cards whose access
frequency falls between the frequency limits.
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d. Reassign cards between limits to Access Level: Reassign and generate
a report for the cards whose access frequency falls between the
frequency limits.

9. To filter the card holders for generating the card frequency report, click the

Card Holder Filter tab.
x
Date and Time Filter | Frequency Fiter  Card Holder Fiter |
First Mame: : Last Mame : Erirt Preview |
I J I J Frirt |
Card Mumber :
J Erport File.. |
Tracking Area : Estim, Pages |
I.Not Uszed j
LClear Al |
Card Codes : Account:
[V alid Card f’ [account =l |
¥/ Trace Card Save & Cloze
[w|D'oar Unlocked LI
Mote Field
Field : Fram : Ta:

= |

10.Type the First Name and Last Name of the card holder, or select them by
clicking the ellipsis [ button.

11. Type the Card Number of the card holder or select it by clicking the ellipsis
button.

12.To generate the card frequency reports of the card holders accessing a specific
area, select one of the options from the Tracking Area list.

+ Exit Area: Card reads not shown: To generate the reports of the cards
accessed in the Exit area.

* Tracking and Mustering Area: To generate the reports of the cards
accessed only in the Tracking and Mustering Area.

13.Select one or more Card Codes which define the card transaction.

14.Select the Note Fields to be displayed in the report. You can also specify the
range if you select the numerical note field.

15.Click Save & Close to save the configuration details and close the dialog box.

16.Click OK to save the schedule.

Dial Remote Area

Select Dial Remote Area as the task type, if you want the WIN-PAK system to send
the commands to the panel connected through modem.
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If you select this type, the Dial Remote Area box is enabled on the lower-right corner
of the Schedule dialog box.

schedule x|
Schedule |
Schedule Mame : ITours and Activities Nest Scheduled Date & Time
4/4/20086
LT i Bemate Area I J
Hour : Mirite :
Frequency : IMontth j lﬁ
| 5 |42 3: Mow |
Command File : I j
Dial Remate Area
Femate Area: INone j
[ Buffer [ Send Date and Time
[T Unbuffer
[” Send Card DE Changes
QK I Cancel | Lpply | Help |

Figure 9-2  Scheduling a task for the “Dial Remote Area” task type
In addition to the basic steps, perform the following steps for scheduling a task:
1. In the Schedule dialog box, select a remote area in the Remote Area list.

2. Select the following commands to be sent to the panel:

Table 9-1 Describing Dial Remote Area commands

Option Description

Buffer Select this option, if you want the panel to store the task data in
the panel buffer.

Unbuffer Select this option, if you want the panel to send the stored data
to the WIN-PAK system.

Send Card DB | Select this option, if you want the WIN-PAK system to send the

Changes updated card details to the panel.

Send Date and | Select this option, if you want the WIN-PAK system to send the

Time system date and time to the panel.

3. Click OK to save the changes.

Run Command File

Select Run Command File as a task type, if you want to run the command files in a

defined frequency.

When you select this task type, the Command File list is enabled in the Schedule

dialog box.
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Schedule Mame : ITDurS and Activities

LEU:EREE L Cornmand File:

Frequency : IMontth j
(Eommand File: : INone j)

Figure 9-3  Scheduling a task for the “Run Command File” task type
In addition to the basic steps, perform the following steps for scheduling a task:

1. In the Schedule dialog box, select a command file in the Command File list.
The command files available in WIN-PAK are listed.

2. Click OK to save the schedule.

Run Guard Tour

Select Run Guard Tour as a task type, if you want to run a guard tour at a defined
interval.

Refer to the “Adding a Guard Tour” section in the chapter Guard Tour for more details
on defining the guard tour.

When you select this task type, the Guard Tour Configuration frame appears on the
lower-right corner of the Schedule dialog box.

schedule x|
Schedule |
Schedule Mame : ITours and Activities Nest Scheduled Date & Time
4/4/20086
AN i Guard T our I J
Hour : Mirite :
Frequency : | Manthly il
I J IS 3: |42 3: Mow
Command File : I j
izl Femote Area GuardT our Configuration
Femate Area: I j Guard Taour
I~ Buffer ™| Send Date and Time INone j
= Whbuffer Card:
I~| Send Card DE Charges I J Elearl

QK I Cancel | Lpply | Help |

Figure 9-4  Scheduling a task for the “Run Guard Tour” task type
In addition to the basic steps, perform the following steps for scheduling a task:

3. In the Schedule dialog box, under GuardTour Configuration, select the
guard tour in the Guard Tour list.

4. To select the card attached to the card holder (guard), click the ellipsis []
button and select the card.

If you want to remove the card, click Clear.

5. Click OK to save the schedule.
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Run Report

Select Run Report as a task type, if you want to generate card holders report or
history report at a defined interval. In addition, the reports that are configured in
Report Templates can be executed.

When you select this task type, the Configure Reports frame appears on the
lower-right corner of the Schedule dialog box.

schedule x|
Schedule |
Schedule Mame : ITours and Activities r~MNext Scheduled Date & Time
4/4/20086
Type: [N I J
Hour : Mirite :
Frequency : | Manthly il
I J |15 3: |49 3: Mow |
Command File : I j
izl Femote Area — Configure Reports————————————————————
Femate Area: I j Feport Type : | Card Holder =
= Buffer 7 SendDate and Tiime Repart
I Wribuffer Template : INone 'l
I~| Send Card DE Charges ¥ Frint Repart ml
IV EMailFepot | EMailiDs.. |
QK I Cancel | Lpply | Help |

Figure 9-5 Scheduling a task for the “Run Report” task type

In addition to the basic steps, perform the following steps for scheduling a task:

1.

Select the type of the report to be generated in the Report Type list.
* Card Holder - To generate the report for card holders.
* History - To generate the report of the history.

. Select the template for the report in the Report Template list. The templates

are listed for the selected report type. You must have created the templates
using the Report Template menu option.

Click Reconfigure to edit the report template configuration. The Report -
Card Holder or Report - History dialog box appears.

Refer to the “Report Templates” section in the chapter Reports for adding or editing
a report template.

Select the Print Report check box to print the report immediately after the
configuration.

. Select the E-Mail Report check box to send the report to the selected e-mail

Ids after the configuration.

Click EMail IDs to select the e-mail Ids for sending the report. The Select
Email Ids dialog box appears.
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x
Show [ds from the Account:
| Consolidated Id List |
Meszage Recipients

balcha.chandrasekhar@honepwel. com To -3 ;I
zasikala narayanani@honeywell. com

Cc-» ;I

Beo - | ;I

()8 I Cancel |

7. Select the Id type in the Show Ids from the Account list. The available Id list
types are Consolidated Id List, To Id List, Cc Id List, and Bce Id List. The
e-mail Ids of the selected ID type are listed.

8. Select the Id from the list and click To or Ce or Bee to move it to the
corresponding recipients list.

OR

Type the e-mail Ids in the corresponding Message Recipients boxes.

Note: To remove an Id from the recipients list, select the Id and press DELETE.

@

9. Click OK to save the e-mail Ids and close the dialog box.

Send Date and Time

Select Send Date and Time task type to update the panel date and time with the
system timing. However, this task is scheduled by default.

If you select this type, perform the following steps:

1. In the Schedule dialog box, select how often the task is to be performed in the
Frequency list.
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schedule x|
Schedule |
Schedule Mame : IUpdate Custom Access Level Mext Scheduled Date & Time
Type: IUpdate Custom Access Level j |4.-"1 S J

j Hour : Mirite :

[ =l = new |

Frequency : I [Daily

Command File : I j
Wizl B emaote Area
Femate Area: I j
| Bufter, | Send Diate ard Time:
™| Wrbufer

I~ | Send Card DB Changes

QK I Cancel | Apply | Help |

2. Under Next Scheduled Date and Time, select the date and enter the time (in
hours and minutes) for the task to be performed.

Notes:
» To select the date, click the ellipsis [] button and the calendar appears.

» To enter the time, type the Hour and Minute. The hour ranges from 0 to
23 and minute ranges from 0 to 59.

» To enter the current date and time, click Now.

3. Click OK to save the schedule.

Update Custom Access Level

Select Custom Access Level task type to send the card details with the custom access
level to the panel at a scheduled time. However, this task is scheduled by default.

If you select this type, perform the following steps:

1. In the Schedule dialog box, select how often the task is to be performed in the
Frequency list.

schedule x|
Schedule |
Schedule Mame : ISend date and time every day Nest Scheduled Date & Time
4/19/2008
Tupe: ISend Date and Time j I J
- IDa“}' j Hour : Mirite :
: ID 3: |1 3: Mow |
Command File : I j
Wizl B emaote Area
Femate Area: I j
| Bufter, | Send Diate ard Time:
™| Wrbufer
I~ | Send Card DB Changes

QK I Cancel Lpply Help
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2. Under Next Scheduled Date and Time, select the date and enter the time (in

@

hours and minutes) for the task to be performed.

Notes:

* To select the date, click the ellipsis [ button select the date in the
calendar.

* To enter the time, type the Hour and Minute. The hour ranges from 0 to
23 and minute ranges from 0 to 59.

» To enter the current date and time, click Now.

3. Click OK to save the schedule.

Editing a Schedule
To edit the schedule:

1.

Choose Configuration > Time Management > Schedule. The Schedule
window appears.

. Select the schedule to be edited and click Edit. You can also edit the default

schedule generated by WIN-PAK.

. Change the required details and click OK to save the changes.

Deleting a Schedule

To delete a schedule:

1.

Choose Configuration > Time Management > Schedule. The Schedule
window appears.

Select the schedule to be deleted and click Delete. You can also delete the
default schedule generated by WIN-PAK.

. Click Delete. The selected schedule is deleted.

Holiday Group

Holiday group is a set of holidays. For example, you can group the holidays like
Christmas, Thanks Giving Day, and Independence Day as a Government Holiday
group. Holiday Groups are useful for grouping the departments that would close on
holidays and the departments that would remain open on holidays.

Associating Holiday Groups to Panels

A holiday group can be associated to a panel to control or restrict the panel access on
holidays. For example, the access of the doors attached to the panel can be restricted
on holidays.
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Associating Holiday Groups and Time Zones

When Time Zones and a Holiday Group are assigned to a panel, the start and end
times for the H1 and H2 time slots are applicable to the Holiday Group.

Adding a Holiday Group
To add a holiday group:

1. Choose Configuration > Time Management > Holiday Group. The Holiday
Group window appears.

[E|Holiday Group

¥ Mame
Bl Holidays Offices
[&| Holidays General

1 |
™ Dietail View

—Search and Sort — Operation:

Search Field :

.0 =l

Criteria : Edit |

I j Copy |
Search Far :

| Delete |
Sort By Isolate |
I M ame j

Update List | Frint Repart... |

2. Click Add to add holidays to the holiday group. The Holiday Group Record

dialog box appears.
Holidays |
Holiday Group Mame :
IFederaI Holidays
Mame | Date
e e e

QK I Cancel | Aol | Help |

3. Type the Holiday Group Name. For example, Federal Holidays.
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4. Click Add. The Holiday Group - Holidays dialog box appears to add a list of

e

@

9.

holidays in the holiday group.

Holiday Group - Holidays x|
Mame : oK |
IFDH1
Cancel |

Date :
IFriday,ApriI 08, 2005 |_| ——
+ Haliday

¥ &pply to all years " Holiday 2

Mote: Holiday typed iz applicable only to M52+ panels

Type the Name of the holiday.
Click the ellipsis [] button to select the date.
Select the Apply to all years check box, if the holiday must recur every year.

Select the holiday category as Holiday 1 or Holiday 2. The holiday groups are
grouped into two major categories as Holiday 1 and Holiday 2. You can use
these categories to group the mandatory holidays and optional holidays.

Note: Holiday 2 category is applicable only for NS2+ panel types, as other
panels do not support the holiday categories.

Click OK to save the holiday.

10.Repeat steps 4 to 9 for adding more holidays to the holiday group.
11. After adding the required holidays, click OK.

Editing a Holiday Group
To edit a holiday group:

1.

A

Choose Configuration > Time Management > Holiday Group. The Holiday
Group window appears with the list of existing holiday groups.

Select a holiday group from the list.
Click Edit. The Holiday Group Record dialog box appears.
Change the required details.

If you want to add a holiday to a holiday group, click Add and follow the same
procedure as in “Adding a Holiday Group” .

Click OK to save the changes.

Isolating and Deleting a Holiday Group

If a holiday group is associated to a panel, you cannot delete the holiday group until
you isolate it from the panel.

To isolate a holiday group:

1. Choose Configuration > Time Management > Holiday Group. The Holiday

Group window appears with the list of existing holiday groups.
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2. Select a holiday group from the list.
3. Click Isolate. The Isolate dialog box appears with the list of associated panels.

Izolate x|

Panels referencing Holiday Group ‘Holidaps - Dffices’

| FPanel Mame |

|‘I Item

Holiday Group to which selected
Fanels will be reassigned :

I.None j
Fieassign | Fieazzign Al | QK I

4. Select a panel and reassign it to a different holiday group.

5. Click Reassign to reassign the selected panel to a different holiday group. A
confirmation message appears.

OR

If you want to reassign all the panels to the selected holiday group, click Reassign
All A confirmation message appears.

6. Click OK to confirm reassignment.
7. Repeat steps 4 to 6 to isolate the holiday groups from the panels.
8. Click OK to close the dialog box.

To delete a holiday group:

1. Choose Configuration > Time Management > Holiday Group. The Holiday
Group window appears with the list of existing holiday groups.

2. Select a holiday group from the list.
3. Click Delete. The selected holiday group is deleted.

Daylight Saving Group

You can create a custom daylight saving group for the locations where the standard
daylight saving group is not used. These daylight saving groups are attached to the
panels for using the custom timings.

Note: The Daylight Saving Group is applicable only to P-Series Panels (PRO-2000
Intelligent Controller).

@
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Adding a Daylight Saving Group
To add a daylight saving group:

1.

Choose Configuration > Time Management > Daylight Saving Group. The

Daylight Saving Group window appears.

Daylight Saving Record x|

Draplight Saving |

Mame :

IDayIight Savings Time

Description :

ISaves the D aylight time

Start Date | End Date |
Thurzday, March 31, 2005 12:00:00AM Thureday, March 31, 2005 12:00:00 ..

fdd edt | Doz |

. Click Add. The Daylight Saving Record dialog box appears.

QK | Cancel | Aol | Help

. Type a Name for the daylight saving group and
. Click Add to add daylight savings to a daylight

Time Saving dialog box appears.

Dayplight Time Saving %]

Start Date and Time: “
[ Thursday, March 31, 2005 J |12:DD:DDAM — Cancel |

End Date and Time :
| Thursday, March 31, 2005 J |12:nu:uu aM =

—

To set the Start Date and Time:

a Description.

saving group. The Daylight

a. Click the ellipsis (] button to open the calendar.

b. In the calendar, select the month, year and date or click Today, if you

want to select the current date.

c. Click OK. The date is selected and the calendar is closed.

d. Type the start time. You can use | or x| arrow to increase or decrease

the current time.

6. To set the End Date and Time:

a. Click the ellipsis [ button to open the calendar.

b. In the calendar, select the month, year and date or click Today, if you

want to select the current date.

c. Click OK. The date is selected and the calendar is closed.
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7.

d. Type the end time. You can use «| or »| arrow to increase or decrease
the current time.

Click OK to add the daylight time saving.

Editing a Daylight Saving Group
To edit a daylight saving group:

1.

Choose Configuration > Time Management > Daylight Saving Group. The
Daylight Saving Group window appears with the list of existing daylight
saving groups.

Click Edit. The Daylight Saving Record dialog box appears with the details.
Change the details of the daylight saving group.

If you want to add new daylight timing to a daylight saving group, click Add
and follow the same procedure of adding daylight timing as in “Adding a
Daylight Saving Group™ .

. Click OK to save the changes.

Deleting a Daylight Saving Group

If a daylight saving group is associated to a panel, you cannot delete the daylight
saving group.

@

To delete a daylight saving group:

1.

2.
3.

Choose Configuration > Time Management > Daylight Saving Group. The
Daylight Saving Group window appears with the list of existing groups.

Select a daylight saving group from the list.
Click Delete. The selected Daylight Saving Group is deleted.

Note: If you attempt to delete a daylight saving group that is associated to a panel, the
following warning message appears:

win-pakpe x|

& This daylight saving group is used by P-Series, Daylight Saving Group not deleted,

Click OK to close the message box.
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Introduction

The chapter Device Map describes how to configure servers, loops, panels, modem
pools, and so on, which includes adding abstract devices and action groups.

Device Map Structure

The Device Map in WIN-PAK is a graphical tree structure that represents the physical
connections of the devices. Devices include communication hardware, servers, panels,
readers, and CCTV equipment. The following is the list of device types that can be
added to the Device Map:

* Servers

* Communication Servers

* Communication Loops

* Panels

» Abstract Devices
In the Device Map tree structure, under the Devices folder, Servers and CCTV
Switcher form the high level nodes of the tree. Communication Server is one of the
servers added to the Devices folder, where you can add loops, modem pools and also
direct connections to the P-Series panels. Physical devices such as card readers,

keypads, input points, and output points are defined while configuring panels. The
following picture depicts the structure of the Device Map tree:

Devices
| | , | |

Command File Guard Tour Tracking and
Senver Server Mustering Server

CCTV Switcher Schedule Server

Communication
Server

T v v

R5-232
Connection

Panel CCTV Switcher

¥ h 4

Modem Pool Loop

Loop Panel
Legend
@ Parent Mode l

Child Mode Panel

Figure 11-1 Graphical representation of the Device Map tree structure
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Physical Devices and Abstract Devices

Abstract Devices logically represent physical devices in the access control system.
Physical devices and connections must be configured as ADVs in WIN-PAK.

Servers and Devices

WIN-PAK has different servers to perform different tasks. The following is the list of
servers in WIN-PAK for handling different functions:

Database Server

The WIN-PAK User Interface and other servers must request the Database Server to
fetch the data from the SQL database. In addition, whenever the data is updated in the
WIN-PAK Ul, it is sent to the Database server to update the data in the SQL database.

Archive Database Server

The WIN-PAK user has an option to restore the backed up data and view the reports
from the Archive Database Server.

Communication Server

The communication server establishes the connection between panels and WIN-PAK
or other servers. Therefore, the servers must request the communication server to
interact with panels.

Command File Server

The WIN-PAK User Interface and other servers must communicate with the
Command File Server to execute the command file. In turn, the Command File server
communicates with the communication server to send the commands to the hardware
that are configured in Command File server.

Schedule Server

The Schedule Server communicates with the Database Server to configure the
schedules and it communicates with other servers to run the schedules.

Guard Tour Server

The WIN-PAK User Interface and other servers must communicate with the Guard
Tour Server to run the guard tour. In turn, the Guard Tour server communicates with
the communication server to interact with panels or communicates with the database
server to retrieve data in the SQL server.
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Tracking and Muster Server

The WIN-PAK User Interface and other servers must communicate with the Tracking
and Muster Server to monitor the tracking and mustering area. In turn, the Tracking
and Muster server communicates with the communication server to interact with
panels for retrieving the up-to-data on card reads.

Interacting with Intrusion Panels

In WIN-PAK, the intrusions happening in the premises of the access control system
are monitored using the Galaxy and Vista panels. To monitor intrusions of a particular
area in the access control system, the Galaxy panel groups or the Vista panel partitions
in that area must be activated.

To set the Galaxy groups or arm the Vista partitions, you must:
1. Associate Galaxy groups or Vista partitions to the readers and the input points.

Refer to the “Configuring a reader to the panel” section in this chapter for
associating Galaxy groups or Vista partitions to the reader and the input point.

2. Add these readers and input points to the access area.

Refer to the “Adding a Device” section in the chapter Defining Areas for adding
readers to the access area.

3. Assign access levels for these readers and input points.

Refer to the “Configuring Access Area” section in the chapter Card Holders for
configuring readers in the access level.

4. Add privileged cards.

Refer to the “Adding a Card” section in the chapter Card Holder for adding
privileged cards.

The Galaxy Groups are set or Vista partitions are armed when a privileged card is
swiped and the input button is pressed within 15 seconds.
Note: The Galaxy groups or Vista partitions are unset or disarmed:

+ If the input button is not pressed after swiping the privileged card.
* A non-privileged card is swiped.

Server Configuration

Servers are configured in the Device Map for every WIN-PAK service. In addition,
the servers can be placed on the floor plans and the server access can be assigned in
the control area.

Servers establish the communication between various WIN-PAK devices and
databases. This section explains how to set up the Communication Server, Command
File Server, Guard Tour Server, Schedule Server, Tracking and Muster Server and
Digital Video.
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Communication Server

The Communication Server establishes the connection between WIN-PAK and the
panels that are physically located in the access control system. The communication
server must be available on the WIN-PAK Device tree for the WIN-PAK system to
communicate with the system devices including the P-Series Intelligent Controller.

Multiple communication servers can be configured in WIN-PAK in a networked
environment. This speeds up the communication when there are many devices in the
communication. However, it depends on the type of WIN-PAK license that you
availed.

Adding a Communication Server

To communicate with system devices such as panels, readers, inputs, or outputs, you
must configure the Communication Server for your access control system. The
Communication Server can be installed on the same machine as the Database Server
or on another computer in a networked system.

To add a communication server:
1. Choose Configuration > Device > Device Map. The Device window appears.

2. Right-click the Devices folder and choose Add > Communication Server.
The Com Server Configuration - Basic Information dialog box appears.

Ay
FEmer IEommunication Server Add
Description : I Eait |
Machine name : ISAPF’HIHE J sclate |
Frotocaol end point : |55BB el
Alarm Priority for notification : ISD— ™| Shaw

Alarm Priority for required acknowledgement : IED

™ wiite Tranzactions to fils?

Operating System : e e e e

< Back I Mext » I Cancel | Help |

3. Type a Name for the communication server. It can be up to 30 characters.

4. Type the Description for the communication server. It can be up to 60
characters.

5. Click Add under ADYV to create an ADV for the communication server. The
Abstract Device Record - Server dialog box appears.

Refer to the “Configuring an Abstract Device” section in this chapter for more
details on ADV configuration.
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@

@

. After adding an ADYV, click OK to return to the Com Server Configuration

dialog box.

Notes:

* Under ADY, use the Edit, Isolate, and Delete buttons to edit, isolate
and delete the ADV.

e Select the Show check box to view the ADV details.

. Enter the Machine Name for the communication server. By default, it is the

name of the local computer.
Tip: To find the machine name:

a. Right-click the My Computer icon on your desktop and click
Properties. The System Properties dialog box appears.

b. Click the Computer Name tab. The machine name is displayed in the
Full computer name field.

c. Note down the machine name and click OK.

Type a Protocol end point number that is not used by any other application or
service on that computer.

Note: Each server must have a unique Protocol end point that can range from
1024 to 9999. The default number of Protocol end point need not be changed.
However, you can change the number, if any other application uses the same port
number.

Enter a value for the Alarm Priority for notification. An action with lower
priority than this value is displayed as an event in the Event view.

Note: Ensure that this number is higher than the “Alarm Priority for required
acknowledgement” value.

10.Set the Alarm Priority for required acknowledgement value. An action with

@

higher priority than this value and with lower priority than “Alarm Priority for
notification” value is displayed as an alarm in the Alarm View.

Note: Ensure that this value is higher than the priority number set in the Action
Group while adding an ADV for the communication server. If you enter lower
value than the priority number, the action is not displayed in Alarm View or in
Event View. Rather, it is stored in the history of events.

11.Select the Write Transactions to file? check box to write a record of the

@

server transactions, message exchanges between communication server and
panels into a text file. This file is used for debugging purposes.

Notes:

» For N-1000/PW-2000 panel types, the text file is generated every hour
with the name of the file that indicates the date and time of the file
generation. This file is stored in the RSDUMP folder where the
WIN-PAK system is installed.
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* For P-Series panel types, the transactions are written in the
MCBdebug.txt file. Here the same file is updated every time the file is
generated. This file is stored in C:\Windows\System32 or
C:\Winnt\System32 folder based on the operating system used in the
computer.

12.In the Operating System area, the OS of the WIN-PAK system is displayed.
13.Click Next. The Com Server Configuration - Ports dialog box appears.

Com Server Configuration - Ports x|
Ay
Parts : ulti-Port Boards :
&l
[w]COM 1 ﬁl

E dit

i

Isolate

Sdd | Delete
[Earfigure |

il
o
=
2
=

< Back | Mext » | Cancel | Help |

14.In the Ports list, select the required check boxes for the COM port that are
used on this server for the access control equipment.

15.1f the server has a Multi-Port board,
a. Click Add under Multi-Port Boards. The Add Multi-Port Board

dialog box appears with a list of compatible multi-port boards.

Add Multi-Port Board X

b. Select a multi-port board in the Board Type list. The available board
types are Boca BB1004, Boca BB1008, Boca BB2016, Digiboard PC/4,
Digiboard PC/8, and Digiboard PC/16.

c. Click Next. The DigiBoard Configuration dialog box appears.
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DigiBoard Configuration x| I
Port | Acdress[Hex) [«| 1RO
1 0100 |5
2 ooon
3 0000 — < Eack |
4 0000
L
6 0000 hd| Cancel |

d. For each port, set a unique address and IRQ value.
Consult the board manufacturer's documentation for further information.
e. Click Finish to close the Add Multi-Port Board dialog box.

16.Click Next and then click Finish to add the communication server to the
Device Map.

Editing a Communication Server
To edit the communication server:
1. Choose Configuration > Device > Device Map. The Device window appears.

2. Expand the Devices folder to display the servers and devices added to the
device map.

3. Right-click the communication server and click Configure. The Com Server
Configuration dialog box appears.

x
Basic Information | Parts | —AD
Add
Menie s IEDMSEHVEH
Diescription : IThe first com served Edit |
Machire name [IEToDTPELPZETS | zokiz |
Delete

Pratocol end paint : |5555 =

[~ Shaw
Alarm Priority for notification : ISD—

Alarm Priority for required acknowledgement : IED

[~ white Tranzactions to fils?

Operating System : 0% fitdos WT 400, Sindows 2000, or =k

QK I Cancel | Lpply | Help |

4. Edit the required details of the communication server.

Refer to the “Adding a Communication Server” section in this chapter for field
description.
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Isolating and Deleting a Communication Server

You can delete a communication server only if you delete the devices attached to the
communication server. In addition, you must isolate an ADV of the communication
server from floor plans and operator levels.

Isolating a communication server
To isolate a communication server:
1. Choose Configuration > Device > Device Map. The Device window appears.

2. Expand the Devices folder to display the servers and devices added to the
device map.

3. Right-click the communication server and click Isolate. The Isolate Device or
ADYV dialog box appears.

Isolate Device or ADY =

Flaar Plans | Operator Levels I

Floor Plang referencing device 'COMSERVER'

| Mame | Diescription | Femove |
Flaorz Remave Al |

2 items

QK I Cancel | Help |

4. To isolate floor plans from an ADV of communication server:

a. Click the Floor Plans tab. The list of floor plans associated to the
communication server is displayed.

b. Select the floor plans to be isolated from the communication server and
click Remove. The selected floor plans are dissociated.

OR

Click Remove all to isolate all the floor plans from the communication
server.

5. To isolate operator levels from an ADV of the communication server:

a. Click the Operator Levels tab. The list of operator levels associated to
the communication server is displayed.
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6.

b. Select the operator levels that must be isolated from the communication
server and click Remove. The selected operator levels are dissociated
from the communication server.

OR

Click Remove all to isolate all the operator levels from the communication
server.

¢. To remove the communication server from the control area, clear the
presence of an ADV of the communication server in the control area by
clearing the Present in Control Area check box.

Click OK.

Deleting a communication server

After deleting or moving the devices and isolating the associated floor plans and
operator levels, you can delete the communication server.

To delete a communication server:

1.
2.

Choose Configuration > Device > Device Map. The Device window appears.

Expand the Devices folder to display the servers and devices added to the
device map.

. Right-click the communication server and click Delete. A message asking for

confirmation appears.

win-pakee x|

The selected device has not been deleted,
Ensure the device has no child devices before attempting ko delete it

. Click OK to confirm the deletion. The communication server is deleted from

the device map.

Command File Server

Before using the Command File functions, you must configure the Command File
Server. Normally this server is located on the same machine as the Database Server.

Adding a Command File Server

To add a command file server:

1.

Choose Configuration > Device > Device Map. The Device window appears.

2. Right-click the Devices folder and choose Add > Command File Server. The

Command File Server Configuration dialog box appears.
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Command File Server Configuration x|

—ADY

Mame :

IEommand File Server

Dezcription : Edit

I lzolate
Machine name :

[Pa1c15 J Delete

Pratocal end paoint :

|5599

I

A
{43
=
=)
=

< Back I Mest > I Cancel | Help

3. Type a Name for the command file server.
4. Type the Description for the command file server.

5. Click Add under ADYV to create an ADV for the command file server. The
Abstract Device Record - Server dialog box appears.

Refer to the “Configuring an Abstract Device” section in this chapter for more
details on ADV configuration.

6. After adding an ADYV, click OK to return to the Communication Server
Configuration dialog box.

Notes:

@

* Under ADY, use the Edit, Isolate, and Delete buttons to edit, isolate
and delete the ADV.

e Click the Show check box to view the ADV details.
7. Enter the Machine Name for the communication server.
Tip: To find the machine name:

a. Right-click the My Computer icon on your desktop and click
Properties. The System Properties dialog box appears.

b. Click the Computer Name tab. The machine name is displayed in the
Full computer name field.

c. Note down the machine name and click OK.

8. Type a Protocol end point number that is not used by any another device on
the network.

Note: Each server must have a unique Protocol end point that can range from
1024 to 9999. The default number of Protocol end point need not be changed.
However, you can change the number, if you have multiple servers in your device
map.

@
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9.

Click Next to proceed to the final dialog box for the Command File Server
Configuration.

10.Click Finish to add the server to the Device Map.

Editing a Command File Server

To edit a command file server:

1.
2.

Choose Configuration > Device > Device Map. The Device window appears.

Expand the Devices folder to display the servers and devices added to the
device map.

. Right-click the command file server and click Configure. The Command File

Server Configuration dialog box appears.

Command File Server Configuration =

Command File Server Configuration | — A0

Add

Mame :

Edit

Description :
I |zalate

[

Machine name : Delete
|IE1 ODT=PELFZE1S J

Fratocol end point :

|5599

L1
2]
=
=
=

QK I Cancel | Apply | Help |

. Edit the required details of the command file server.

Refer to the “Adding a Command File Server” section in this chapter for
configuring a command file server.

. Click OK to configure the command file server.

Isolating and Deleting a Command File Server

You can delete a command file server, only if you isolate an ADV of the command file
server from floor plans and operator levels.

Isolating a command file server

To isolate a command file server:

1.
2.

Choose Configuration > Device > Device Map. The Device window appears.

Expand the Devices folder to display the servers and devices added to the
device map.

Right-click the command file server and click Isolate. The Isolate Device or
ADYV dialog box appears.
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Isolate Device or ADY =

Flaar Plans | Operator Levels I

Floor Plang referencing device 'CommandFile’

| Mame | Diescription | Femove |
Remave Al |

[T iltem

QK I Cancel | Help |

4. To isolate floor plans from an ADV of the command file server:

a. Click the Floor Plans tab. The list of floor plans associated to the
command file server is displayed.

b. Select the floor plans to be isolated from the command file server and
click Remove. The selected floor plans are dissociated.

OR
Click Remove all to isolate all the floor plans from the command file server.

5. To isolate operator levels from a device or an ADV of the command file
server:

a. Click the Operator Levels tab. The list of operator levels associated to
the command file server is displayed.

b. Select the operator levels to be isolated from the command file server
and click Remove. The selected operator levels are dissociated.

OR

Click Remove all to isolate all the operator levels from the command file
server.

c. To remove the command file server from the control area, clear the
presence of an ADV of the command file server in the control area by
clearing the Present in Control Area check box.

6. Click OK.

Document 7-001009, Revision 01 11-13 WIN-PAK User’s Guide



Device Map
Server Configuration

Deleting a command file server

After isolating the associated floor plans and operator levels, you can delete the
command file server.

To delete a command file server:

1.
2.

Choose Configuration > Device > Device Map. The Device window appears.

Expand the Devices folder to display servers and devices added to the device
map.

. Right-click the command file server and click Delete. A message asking for

confirmation appears.

. Click OK to confirm the deletion. The command file server is deleted from the

device map.

Guard Tour Server

Before using the Guard Tour functions, you must configure the Guard Tour Server.
Normally this server is located on the same machine as the Database Server.

Adding a Guard Tour Server

To add a guard tour server:

1.
2.

Choose Configuration > Device > Device Map. The Device window appears.

Right-click the Devices folder and choose Add > Guard Tour Server. The
Guard Tour Server Configuration window appears.

Guard Tour Server Configuration x|

Guard Tour Server Configuration | — A

ame : el

IGuard Taour Edit

Dezcription :
I |z0late

dill

achine name : Delete
|IE1 0DT2KBC2ZEC1S J

-
35}
=
2
=

Pratocal end paint :

|55??

QK I Cancel | Apply | Help I

Type the Name of the schedule server and the Description for guard tour
server.

. Create an ADV for the guard tour server. Click Add under ADV to display the

Abstract Device Record - Server dialog box.

Refer to the “Configuring an Abstract Device” section in this chapter for more
details on ADV configuration.
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5. After adding an ADV, click OK to return to the Guard Tour Server
Configuration dialog box.

Notes:

@

* Under ADY, use the Edit, Isolate and Delete buttons to edit, isolate and
delete the ADV.

* Click the Show check box to view the ADV details.
6. Enter the Machine Name for the guard tour server.
Tip: To find the machine name:

a. Right-click the My Computer icon on your desktop and click
Properties. The System Properties dialog box appears.

b. Click the Computer Name tab.

c. Look for Full computer name field. This is the machine name of
your computer.

d. Note down the machine name and click OK.

7. Type a Protocol end point number that is not used by any other device on the
network.

Note: Each server must have a unique Protocol end point that can range from
1024 to 9999. The default number of Protocol end point need not be changed.
However, you can change the number, if you have multiple servers in your device
map.

@

8. Click Next to proceed to the final dialog box for the Guard Tour Server
Configuration.

9. Click Finish to add the server.

Editing a Guard Tour Server
To edit a guard tour server:
1. Choose Configuration > Device > Device Map. The Device window appears.

2. Expand the Devices folder to display the servers and devices added to the
device map.

3. Right-click the guard tour server and click Configure. The Guard Tour
Server Configuration dialog box appears.
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Guard Tour Server Configuration =
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4. Make the required changes of the guard tour server.

Refer to the “Adding a Guard Tour Server” section in this chapter for configuring
guard tour server.

5. Click OK to save the changes.

Isolating and Deleting a Guard Tour Server

You can delete a guard tour server, only if you isolate an ADV of the guard tour server
from floor plans and operator levels.

Isolating a guard tour server
To isolate a guard tour server:
1. Choose Configuration > Device > Device Map. The Device window appears.

2. Expand the Devices folder to display the servers and devices added to the
device map.

3. Right-click the guard tour server and click Isolate. The Isolate Device or
ADYV dialog box appears.
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4. To isolate floor plans from an ADV of the guard tour server:

a. Click the Floor Plans tab. The list of floor plans associated to the guard
tour server is displayed.

b. Select the floor plans to be isolated from the guard tour server and click
Remove. The selected floor plans are dissociated.

OR
Click Remove all to isolate all the floor plans from the guard tour server.
5. To isolate operator levels from an ADV of the guard tour server:

a. Click the Operator Levels tab. The list of operator levels associated to
the guard tour server is displayed.

b. Select the operator levels to be isolated from the guard tour server and
click Remove. The selected operator levels are dissociated.

OR

Click Remove all to isolate all the operator levels.

c. To remove a guard tour server from the control area, clear the presence
of guard tour server by clearing the Present in Control Area check box.

6. Click OK.
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Deleting a guard tour server

After deleting the child nodes and isolating the associated floor plans and operator
levels, you can delete the guard tour server.

To delete a guard tour server:

1.
2.

Choose Configuration > Device > Device Map. The Device window appears.

Expand the Devices folder to display the servers and devices added to the
device map.

. Right-click the guard tour server and click Delete. A message asking for

confirmation appears.

. Click OK to confirm the deletion. The guard tour server is deleted from the

device map.

Schedule Server

Before using the Scheduling functions, you must configure a Schedule Server.
Normally the Schedule Server is located on the same machine as the Database Server.

Adding a Schedule Server

To add a schedule server:

1.
2.

Choose Configuration > Device > Device Map. The Device window appears.

Right-click the Devices folder and choose Add > Schedule Server. The
Schedule Server Configuration window appears.
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Type the Name of the schedule server.

Type the Description for the schedule server.

. Click Add under ADYV to create an ADV for the schedule server. The Abstract

Device Record - Server dialog box appears.

Refer to the “Configuring an Abstract Device” section in this chapter for more
details on ADV configuration.
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6. After adding an ADYV, click OK to return to the Schedule Server
Configuration dialog box.

Notes:

@

* Under ADYV, use the Edit, Isolate, and Delete buttons to edit, isolate
and delete the ADV.

* Click the Show check box to view the ADV details.
7. Enter the Machine Name for the schedule server.
Tip: To find the machine name:

a. Right-click the My Computer icon on your desktop and click
Properties. The System Properties dialog box appears.

b. Click the Computer Name tab.

c. Look for Full computer name field. This is the machine name of
your computer.

d. Note down the machine name and click OK.

8. Type a Protocol end point number that is not used by any another device on
the network.

Note: Each server must have a unique Protocol end point that can range from
1024 to 9999. The default number of Protocol end point need not be changed.
However, you can change the number, if you have multiple servers in your device
map.

@

9. Click Next to proceed to the final dialog box for the Schedule Server
Configuration.

10.Click Finish to add the server to the Device Map.

Editing a Schedule Server
To edit a schedule server:
1. Choose Configuration > Device > Device Map. The Device window appears.

2. Expand the Devices folder to display the servers and devices added to the
device map.

3. Right-click the schedule server and click Configure. The Schedule Server
Configuration dialog box appears.
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4. Edit the required details of the schedule server.

Refer to the “Adding a Schedule Server” section in this chapter for configuring
guard tour server.

5. Click OK to configure the schedule server.

Isolating and Deleting a Schedule Server

You can delete a schedule server, only if you isolate the device or an ADV of schedule
server from floor plans and operator levels.

Isolating a schedule server
To isolate a schedule server:
1. Choose Configuration > Device > Device Map. The Device window appears.

2. Expand the Devices folder to display the servers and devices added to the
device map.

3. Right-click the schedule server and click Isolate. The Isolate Device or ADV
dialog box appears.

WIN-PAK User’s Guide 11-20 Document 7-001009, Revision 01



Device Map
Server Configuration

Isolate Device or ADY x|
Floor Plans  Operator Levels |

Operator Levels referencing device 'Schedule Server'

Mame | Fremove |
Femoyve Al |

¥ Pressrtin
Control Area

0items

QK I Cancel | Help |

4. To isolate floor plans from an ADV of the schedule server:

a. Click the Floor Plans tab. The list of floor plans associated to the
schedule server is displayed.

b. Select the floor plans to be isolated from the schedule server and click
Remove. The selected floor plans are dissociated.

OR
Click Remove all to isolate all the floor plans.
5. To isolate operator levels from a device or an ADV of schedule server:

a. Click the Operator Levels tab. The list of operator levels associated to
the schedule server is displayed.

b. Select the operator levels to be isolated from the schedule server and
click Remove. The selected operator levels are dissociated.

OR
Click Remove all to isolate all the operator levels.

c. To remove the schedule server from the control area, clear the presence
of an ADV of the schedule server in the control area, clear the Present
in Control Area check box.

6. Click OK.
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Deleting a schedule server

After isolating the associated floor plans and operator levels, you can delete the
schedule server.

To delete a schedule server:

1.
2.

Choose Configuration > Device > Device Map. The Device window appears.

Expand the Devices folder to display the servers and devices added to the
device map.

. Right-click the schedule server and click Delete. A message asking for

confirmation appears for deleting the server.

. Click OK to confirm the deletion. The schedule server is deleted from the

device map.

Tracking and Muster Server

Before using the Tracking and Muster functions, you must configure a Tracking and
Muster Server. Normally the server is located on the same machine as the Database

Server.

Adding a Tracking and Muster Server

To add a tracking and muster server:

1.
2.

3.

4.

Choose Configuration > Device > Device Map. The Device window appears.

Right-click the Devices folder at the top of the tree, choose Add, then click
Tracking and Muster Server. The Tracking and Mustering Server
Configuration dialog box appears.
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Type a unique Name of the tracking and muster server and the Description for
tracking and muster server.

Click Add under ADV to create an ADV for the tracking and muster server.
The Abstract Device Record - Server dialog box appears.
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Refer to the “Configuring an Abstract Device” section in this chapter for more
details on ADV configuration.

5. After adding an ADV, click OK to return to the Tracking and Mustering
Server Configuration dialog box.

Notes:

@

* Under ADYV, use the Edit, Isolate, and Delete buttons to edit, isolate
and delete the ADV.

* Click the Show check box to view the ADV details.
6. Enter the Machine Name where the tracking and muster server is located.
Tip: To find the machine name:

a. Right-click the My Computer icon on your desktop and click
Properties. The System Properties dialog box appears.

b. Click the Computer Name tab.

c. Look for Full computer name field. This is the machine name of
your computer.

d. Note down the machine name and click OK.

7. Type a Protocol end point number that is not used by any other device on the
network.

Note: Each server must have a unique Protocol end point that can range from
1024 to 9999. The default number of Protocol end point need not be changed.
However, you can change the number, if you have multiple servers in your device
map.

@

8. In Hours of History to Prime on startup, increase or decrease the number of
hours the tracking history is processed and displayed when the Muster View is
opened. The hours can range from 0 to 99. By default, it is set to 8 hours.

9. Click Next to proceed to the final dialog box for the Tracking and Muster
Server configuration.

10.Click Finish to add the server to the Device Map.

Editing a Tracking and Muster Server
To edit a tracking and muster server:
1. Choose Configuration > Device > Device Map. The Device window appears.

2. Expand the Devices folder to display the servers and devices added to the
device map.

3. Right-click the tracking and muster server and click Configure. The Tracking
and Mustering Server Configuration dialog box appears.
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4. Edit the required details of the tracking and muster server.

configuring the tracking and muster server.

Refer to the “Adding a Tracking and Muster Server” section in this chapter for

5. Click OK to configure the tracking and muster server.

Isolating and Deleting a Tracking and Muster Server

You can delete a tracking and muster server, if only you isolate an ADV of tracking
and muster server from floor plans and operator levels.

Isolating a tracking and muster server

To isolate a tracking and muster server:

1.
2.

Choose Configuration > Device > Device Map. The Device window appears.

Expand the Devices folder to display the servers and devices added to the

device map.

Device or ADV dialog box appears.

. Right-click the tracking and muster server and click Isolate. The Isolate
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4. To isolate floor plans from an ADV of tracking and muster server:

a. Click the Floor Plans tab. The list of floor plans associated to the
tracking and muster server is displayed.

b. Select the floor plans to be isolated from the tracking and muster server
and click Remove. The selected floor plans are dissociated.

OR

Click Remove all to isolate all the floor plans from the tracking and muster
server.

5. To isolate operator levels from an ADV of tracking and muster server:

a. Click the Operator Levels tab. The list of operator levels associated to
the command file server is displayed.

b. Select the operator levels to be isolated from the command file server
and click Remove. The selected operator levels are dissociated.

OR
Click Remove all to isolate all the operator levels.

c. To remove the tracking and muster server from the control area, clear
the presence of an ADV of the tracking and muster server in the control
area, clear the Present in Control Area check box.

6. Click OK.

Document 7-001009, Revision 01 11-25 WIN-PAK User’s Guide



Device Map

Server Configuration

Deleting a tracking and muster server

After isolating the associated floor plans and operator levels, you can delete the
tracking and muster server.

To delete a tracking and muster server:
1. Choose Configuration > Device > Device Map. The Device window appears.

2. Expand the Devices folder to display the servers and devices added to the
device map.

3. Right-click the tracking and muster server and click Delete. A message asking
for confirmation appears for deleting the server.

4. Click OK to confirm the deletion. The tracking and muster server is deleted
from the device map.

Digital Video

@

Digital Video is defined as a digital video recorder system. In WIN-PAK, the video is
viewed using the Digital Video Display window. This window can also be triggered
by an action of the panel. To do that, you must select a camera for the panel action in
ADV configuration.

As panels, the digital video configuration does not have a defined set of action groups.
Therefore, if you want to set an action group to the ADV, you must add a custom
action group.

The digital videos supported by WIN-PAK are RapidEye, Fusion and Dedicated
Micros.

Configuring an Access DVPRO Digital Video

Ensure that you configure the Digital Video, before using the Access DVPRO
functions.

Note: For Access DVPRO, RapidEye Software needs to be installed on the computer
from where it has to be viewed.

To add a new Access DVPRO:

1. Choose Configuration > Device > Device Map. The Device window appears.

2. Right-click the Devices folder and choose Add > Digital Video. The Digital
Video Configuration window appears.
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3. Select the Type of digital video as Access DVPRO.

4. Type a Name and the brief Description for the Access DVPRO.

5. Type the User name and Password. These fields are mandatory.
Note: The Access DVPRO name is identical to the RapidEye Site name. The
User name and Password are used for controlling the digital video device and

they must be identical to the User name and Password defined in the RapidEye
software.

6. Click Add under ADV to create an ADV for the Access DVPRO digital video.
The Abstract Device Record - Access DVPRO DVSS dialog box appears.

@

Refer to the “Configuring an Abstract Device” section in this chapter for more
details on ADV configuration.

7. After adding an ADYV, click OK to return to the Digital Video Configuration
dialog box.

Notes:

@

* Under ADYV, use the Edit, Isolate, and Delete buttons to edit, isolate
and delete the ADV.

* Click the Show check box to view the ADV details.

8. Click Next to add ADVs to the digital video cameras. The Access DVPRO -
Camera Configuration dialog box appears.
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9. Configure an ADV for each camera attached to the digital video. Select an
ADYV, double-click to enter a name and press ENTER or click Add under ADV
and enter the ADV properties and click OK.

10.Select or clear the Pan and Tilt check box to define a camera as a PTZ (Pan
Tilt Zoom) camera or as a stationary camera.

11. Type the title for the camera in Camera Title.
12.Click Finish to save the digital video.

Editing an Access DVPRO
To edit an Access DVPRO digital video:
1. Choose Configuration > Device > Device Map. The Device window appears.

2. Expand the Devices folder to display the servers and devices added to the
device map.

3. Right-click the access DVPRO and click Configure. The Access DVPRO
dialog box appears.
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4. Click the corresponding tab and make the required changes.

Refer to the “Configuring an Access DVPRO Digital Video” section in this

chapter for configuring Access DVPRO digital video.

5. Click OK to save the changes.

Isolating and Deleting an Access DVPRO

You can delete an access DVPRO digital video only if you isolate an ADV of the
access DVPRO digital video from floor plans and operator levels.

Isolating an access DVPRO digital video
To isolate an access DVPRO digital video:

1. Choose Configuration > Device > Device Map. The Device window appears.

2. Expand the Devices folder and right-click the access DVPRO digital video and
click Isolate. The Isolate Device or ADV dialog box appears.
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3. To isolate floor plans from an ADV of the access DVPRO digital video:

a.

Click the Floor Plans tab. The list of floor plans associated to the access
DVPRO digital video is displayed.

Select the floor plans to be isolated from the access DVPRO digital
video and click Remove. The selected floor plans are dissociated.

OR

Click Remove all to isolate all the floor plans from the access DVPRO digital
video.

4. To isolate operator levels from an ADV of access DVPRO digital video:

a.

Click the Operator Levels tab. The list of operator levels associated to
the access DVPRO digital video is displayed.

Select the operator levels to be isolated from the access DVPRO digital
video and click Remove. The selected operator levels are dissociated.

OR

Click Remove all to isolate all the operator levels from the access DVPRO
digital video.

To remove the access DVPRO digital video from the control area, clear
the presence of an ADV of the access DVPRO digital video in the
control area by clearing the Present in Control Area check box.

5. Click OK.
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Deleting an access DVPRO digital video

After deleting the child nodes and isolating the associated floor plans and operator
levels, you can delete the access DVPRO digital video.

To delete an access DVPRO digital video:

1.
2.

Choose Configuration > Device > Device Map. The Device window appears.

Expand the Devices folder to display the servers and devices that are added to
the device map.

Right-click the access DVPRO digital video and click Delete. A message
asking for confirmation appears for deleting the digital video.

Click OK to confirm the deletion. The access DVPRO digital video is deleted
from the device map.

Configuring a Fusion Digital Video

To add a Fusion digital video:

1.
2.

Choose Configuration > Device > Device Map. The Device window appears.

Right-click the Devices folder and choose Add > Digital Video. The Digital
Video Configuration dialog box appears.
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Select the Type of digital video as Fusion.
Type the Name and the brief Description for the Fusion DVR.

Type the User name and Password. The User and Password fields are
mandatory.

Under Communication Settings, type the Machine Name or IP Address of
the Fusion DVR. You can use the Browse button to select the machine name.
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7. Enter the Port Number which is the same as the port number configured in
Fusion DVR. However, Honeywell recommends the default port number.

8. Click Add under ADV to create an ADV for the digital video. The Abstract
Device Record dialog box appears.

Refer to the “Configuring an Abstract Device” section in this chapter for more
details on ADV configuration.

9. After adding an ADV, click OK to return to the Digital Video Configuration
dialog box.

Notes:

@

* Under ADYV, use the Edit, Isolate, and Delete buttons to edit, isolate
and delete the ADV.

* Click the Show check box to view the ADV details.
10.Click Next to add ADVs to the fusion cameras. The Fusion - Camera

Configuration dialog box appears.
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11.Create an ADV for each camera attached to the digital video. Select an ADV,
double-click to enter a name and press ENTER or click Add under ADV and
set the ADV properties and click OK.

12.Select or clear the Pan and Tilt check box to define the fusion camera as a
PTZ (Pan Tilt Zoom) camera or as a stationary camera.

13.Type the title for the camera in Camera Title.

14.Click Finish to save the digital video.
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Editing a Fusion Digital Video
To edit a Fusion digital video:
1. Choose Configuration > Device > Device Map. The Device window appears.

2. Expand the Devices folder and right-click the Fusion and click Configure. The
Fusion dialog box appears.
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3. Click the corresponding tab and make the required changes.

Refer to the “Configuring a Fusion Digital Video” section in this chapter for
configuring Fusion digital video.

4. Click OK to save the changes.

Isolating and Deleting a Fusion Digital Video

You can delete a fusion digital video, only if you isolate an ADV of fusion digital
video from floor plans and operator levels.

Isolating a fusion digital video

To isolate a fusion digital video:
1. Choose Configuration > Device > Device Map. The Device window appears.
2. Expand the Devices folder to display the servers and devices.

3. Right-click the fusion video and click Isolate. The Isolate Device or ADV
dialog box appears.
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4. To isolate floor plans from an ADV of the fusion digital video:

a. Click the Floor Plans tab. The list of floor plans associated to the fusion
digital video is displayed.

b. Select the floor plans to be isolated from the fusion digital video and
click Remove. The selected floor plans are dissociated.

OR
Click Remove all to isolate all the floor plans from the fusion digital video.
5. To isolate operator levels from an ADV of the fusion digital video:

a. Click the Operator Levels tab. The list of operator levels associated to
the fusion digital video is displayed.

b. Select the operator levels to be isolated from the fusion digital video and
click Remove. The selected operator levels are dissociated.

OR

Click Remove all to isolate all the operator levels from the fusion digital
video.

c. To remove the fusion digital video from the control area, clear the
presence of an ADV of the fusion digital video in the control area, clear
the Present in Control Area check box.

6. Click OK.
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Deleting a fusion digital video

After deleting the child nodes and isolating the associated floor plans and operator
levels, you can delete the fusion digital video.

To delete a fusion digital video:
1. Choose Configuration > Device > Device Map. The Device window appears.

2. Expand the Devices folder and right-click the fusion digital video and click
Delete. A message asking for confirmation appears.

3. Click OK to confirm the deletion. The fusion digital video is deleted from the
device map.

Configuring a Dedicated Micros Digital Video

Ensure that you configure the Digital Video, before using the Dedicated Micros
functions.

Note: You must procure the license for dedicated micros for enabling this feature in
WIN-PAK.

@

To add a new Dedicated Micros:
1. Choose Configuration > Device > Device Map. The Device window appears.

2. Right-click the Devices folder and choose Add > Digital Video. The Digital
Video Configuration dialog box appears.
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3. Select the digital video Type as Dedicated Micros. The relevant fields are
enabled.

4. Select the Sub Type of the dedicated micros. The available sub types are DS
and DVIP.
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5. Type a Name and the brief Description for the dedicated micros.
6. Type the User name and Password. These fields are mandatory.

7. Under Communication Settings, type the Machine Name or IP Address of
the Dedicated Micros. You can use the Browse button to select the machine
name.

8. Click Add under ADV to create an ADV for the Access DVPRO digital video.
The Abstract Device Record - Access DVPRO DVSS dialog box appears.

Refer to the “Configuring an Abstract Device” section in this chapter for more
details on ADV configuration.

9. After adding an ADYV, click OK to return to the Digital Video Configuration
dialog box.

Notes:

@

* Under ADY, use the Edit, Isolate, and Delete buttons to edit, isolate
and delete the ADV.

» Select the Show check box to view the ADV details.

10.Click Next to add ADVs to the digital video cameras. The Dedicated Micros-
Camera Configuration dialog box appears.
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11.Configure ADVs for every camera that is attached to the digital video. To
configure an ADV:

a. Select and double-click the ADV.
b. Enter a name and press ENTER
OR
a. Click Add under ADV. The ADV dialog box appears.
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b. Enter the ADV properties and click OK.

12.Select or clear the Pan and Tilt check box to define a camera as a PTZ (Pan
Tilt Zoom) camera or as a stationary camera.

13.Type the title for the camera in Camera Title.
14.Click Finish to save the digital video.

Editing a Dedicated Micros
To edit a Dedicated Micros digital video:
1. Choose Configuration > Device > Device Map. The Device window appears.

2. Expand the Devices folder to display the servers and devices added to the
device map.

3. Right-click the dedicated micros and click Configure. The Dedicated Micros
dialog box appears.

4. Click the desired tab and make the required changes.

Refer to the “Configuring an Access DVPRO Digital Video” section in this
chapter for configuring Access DVPRO digital video.

5. Click OK to save the changes.

Isolating and Deleting an Access DVPRO

You can delete a dedicated micros digital video only after you isolate its ADV from
floor plans and operator levels.

Isolating a dedicated micros digital video
To isolate a dedicated micros digital video:
1. Choose Configuration > Device > Device Map. The Device window appears.

2. Expand the Devices folder and right-click the dedicated micros digital video
and click Isolate. The Isolate Device or ADV dialog box appears.
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3. To isolate floor plans from an ADV of the dedicated micros digital video:

a.

Click the Floor Plans tab. The list of floor plans associated to the
dedicated micros digital video is displayed.

Select the floor plans to be isolated from the dedicated micros digital
video and click Remove. The selected floor plans are dissociated.

OR

Click Remove all to isolate all the floor plans from the dedicated micros
digital video.

4. To isolate operator levels from an ADV of the dedicated micros digital video:

a.

Click the Operator Levels tab. The list of operator levels associated to
the dedicated micros digital video is displayed.

Select the operator levels to be isolated from the dedicated micros
digital video and click Remove. The selected operator levels are
dissociated.

OR

Click Remove all to isolate all the operator levels from the dedicated micros
digital video.

To remove the access DVPRO digital video from the control area, clear
the presence of an ADV of the dedicated micros digital video in the
control area by clearing the Present in Control Area check box.

5. Click OK.
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Deleting a dedicated micros digital video

After deleting the child nodes and isolating the associated floor plans and operator
levels, you can delete the dedicated micros digital video.

To delete a dedicated micros digital video:
1. Choose Configuration > Device > Device Map. The Device window appears.

2. Expand the Devices folder to display the servers and devices that are added to
the device map.

3. Right-click the dedicated micros digital video and click Delete. A message
asking for confirmation appears.

4. Click OK to confirm the deletion. The dedicated micros digital video is
deleted from the device map.

Communication Loops

A communication loop is an interface between the panels and the communication
server. It must be added to an existing communication server on the Device Map. You
must have an available communication port, for each panel or a communication loop
to be added to a loop.

\\

\

@\ Note: You must create an ADV for each loop, panel, and other communication
interfaces while configuring them.

C-100 Panel Loop

Panels using 20-milliamp communications can be connected to the WIN-PAK system
by a C-100 communication adaptor. The C-100 connection is defined by adding it to
the Device Map.

Adding a C-100 Panel Loop
To add a C-100 panel loop:
1. Choose Configuration > Device > Device Map. The Device window appears.

2. Expand the Devices folder and then right-click the communication server and
click Panel Loop (C-100). The C-100 Loop Configuration - Basic
Information dialog box appears.
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C-100 Loop Configuration - Basic Information

A0y

Mame : i~ Panel Defaults o |
IE-‘I 00LoopSecondFloor 140 Pall Interval :
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INDrthandSouth Panel CMD Retry Count : |solate |
Loop Yerification Interval [Sec): lﬂ

W0 = Panel CMD Time Out: Deble

™ Buffer all panels on exit |5 3: 5e8 1= ehow

™ Unbuffer all panels on startup

Time Zone :

|(GMT+05:30) Caleutta, Chennai, Mumbai, New Delhi =l
Fiemote Phone Mumber : Modem :
|1 232321 IModem 1 |

< Back I Mext » I Cancel | Help |

Type a unique Name for the panel loop. This field is mandatory.

. Type a Description for the panel loop.
. Create an ADV for the communication loop. Click Add under ADV to display

the Abstract Device Record - Server dialog box.

Refer to the “Configuring an Abstract Device” section in this chapter for more
details on ADV configuration.

. After adding an ADYV, click OK to return to the Communication Server

Configuration dialog box.

Notes:

* Under ADY, use the Edit, Isolate and Delete buttons to edit, isolate and
delete the ADV.

» Select the Show check box to view the ADV details.

Increase or decrease the Loop Verification Interval (Sec) to verify whether
the loop is responding when a signal is send from WIN-PAK to the C-100
loop.

Increasing the interval improves the bandwidth. The default interval is set to 60
seconds as it is an optimal value.

Select Buffer all panels on exit to buffer the events on all the panels when the
communication server is stopped.

Select Unbuffer all panels on startup to unbuffer all the panel events when
the communication server is started.

10.Select the standard Time Zone based on the loop location.

11.Set the Panel Defaults for the panel loop.
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a. I/0 Poll Interval: Select the interval at which the signal must be sent to
the panel to verify the communication and check the panel's input and
output states. By default, the frequency interval is 60 seconds.

b. Panel CMD Retry Count: Specify the number of times a command
must be resent to the panel, if the event of the panel not responding to
the command. By default, the command is resent 3 times.

c. Panel CMD Time Out: Specify the waiting time for receiving a
response from the panel and for time out the command. By default, the
loop waits for 5 seconds.

12.Click Next to set the port for the loop.

Loop Configuration x|

Basic Information  Port Settings | _ADY

Paort :

il

- £
Bitz per Second : lm lzolate
Data Bits m Delste
Parity : lm - Shaw
Stop Bits : |1 VI

|P-Address or Mode name : I

Encryption Password © I

0K I Cancel | Ay | Help |

13.In the Port list, select a port of the communication server to which the loop is
to be connected. The ports that are selected for the communication server and
not used for other loops are listed.

14.If you select a port,
a. Select the communication baud rate for the loop in Bits per second.

b. Select the number of bytes that can be transferred in Data Bits. Select a
number between 4 and 8. By default, it is set to 8.

c. Select the type of Parity for the error detecting procedure. By default, it
is set to None. The available parity types are Even, Odd, Mark, and
Space.

d. Select the Stop Bits value. By default, it is 1. In serial communications,
a stop bit is an extra bit transmitted after each unit of information
(usually a byte) to indicate that transmission of that unit is complete.

15.1f you select a TCP/IP Connection port,

a. Type the TCP/IP IP-Address or Node name of the computer where the
loop is connected. The corresponding Port No. is displayed.

16.If you select a TCP/IP Encrypted Connection port,
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a. Type the TCP/IP IP-Address or Node name and the Encryption
Password of the computer where the loop is connected. The
corresponding Port No. is displayed.

17.Click Next to display the C-100 Loop Configuration - Finish dialog box.
18.Click Finish to add the C-100 panel loop and return to the Device window.

The corresponding loop icon is displayed for the panel loop in the Device tree
structure. For the communication port loop the &z icon is displayed. For the
TCP/IP port loop the %= icon is displayed.

Editing a C-100 Panel Loop

To edit a C-100 panel loop:
1. Choose Configuration > Device > Device Map. The Device window appears.
2. Expand the Devices folder.

3. Right-click the C-100 loop and click Configure. The Loop Configuration
dialog box appears.

x
Basic Information | Part Settingsl — A0
— Panel Defaults &l
140 Pall Interval : Edit |
Diescription : IBD 3: Sec
lsolate |
I Panel CMD Retry Count :
Loop Yerification Interval [Sec): |3 3: Delete
[=11] _:I Panel CMD Time Out : ™ Show
|5 3: &
™ Buffer all panels on exit =e
™ Unbuffer all panels on startup
Time Zone :
| (GMT +05:30) Cherinai, Kolkata, Mumbai, New Delhi |

QK I Cancel | Lpply | Help |

4. Configure the loop using the Basic Information and Port Settings tabs.

Refer to the “Adding a C-100 Panel Loop” section in this chapter for configuring
C-100 panel loop.

5. Click OK to configure the loop.

Isolating and Deleting a C-100 Panel Loop

You cannot delete a C-100 panel loop, until you delete the panels attached to it and
remove all references to the C-100 Panel Loop from floor plans and operator levels.
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Isolating a C-100 panel loop
To isolate a C-100 panel loop:
1. Choose Configuration > Device > Device Map. The Device window appears.

2. Expand the Devices folder and right-click the C-100 panel loop and click
Isolate. The Isolate Device or ADV dialog box appears.

Isolate Device or ADY =

Floor Plans  Operator Levels |

Operator Levels referencing device 'C-100 Loop'

|Name | Femove |
Remave Al |

¥ Pressrtin
Control Area

[T iltem

QK I Cancel | Help |

3. To isolate floor plans from an ADV of C-100 panel loop:

a. Click the Floor Plans tab. The floor plans associated to the C-100 panel
loop are listed.

b. Select the floor plans to be isolated from the C-100 panel loop and click
Remove. The selected floor plans are dissociated from the C-100 loop.

OR
Click Remove all to isolate floor plans from the panel loop.
4. To isolate operator levels from an ADV of C-100 panel loop:

a. Click the Operator Levels tab. The operator levels associated to the
C-100 panel loop are listed.

b. Select the operator levels to be isolated from the C-100 panel loop and
click Remove. The selected operator levels are dissociated.

OR
Click Remove all to isolate all the operator levels from the panel loop.

c. To remove the panel loop from the control area, clear the presence of an
ADV of C-100 panel loop in the control area by clearing the Present in
Control Area check box.

5. Click OK.
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Deleting a C-100 panel loop

After deleting the panels attached to a panel loop and isolating the associated floor
plans and operator levels, you can delete the C-100 panel loop.

To delete a C-100 panel loop:
1. Choose Configuration > Device > Device Map. The Device window appears.
2. Expand the Devices folder.

3. Right-click the C-100 panel loop and click Delete. A message asking for
confirmation appears for deleting the panel loop.

4. Click OK to delete. The C-100 panel loop is deleted from the device map.

485/PCIl Panel Loop

Panels using the RS-485 communication protocol can be connected to the WIN-PAK
system by the N-485-PCI-2 communication adaptor. The 485 communication protocol
offers better data supervision and increased system performance compared to the
20-milliamp communication protocol. A 485 PCI (with or without ACK/NAK)
connection is defined by adding it to the Device Map.

Adding a 485/PCl Panel Loop
To add a 485/PCI panel loop:
1. Choose Configuration > Device > Device Map. The Device window appears.

2. Expand the Devices folder, right-click the communication server and then
click Panel Loop dialog box appears.

485/PCl Loop Configuration - Basic Information x|
Ay
Mame : i~ Panel Defaults
Add

IBa}\Area 140 Pall Interval :
Diescription : IBD 3: Sec Edit |
ISF, Dakland Panel CMD Retry Count : T~ |
ACKANAK : |3 3:
= Panel CMD Time Out: Deble

|5 3: Sec | Show

[V Buffer all panels on exit

IV Unbuffer all panels on startup

Time Zone :

| (GMT-08:00] Pacific Time (US & Canada]: Tijuana =l
Fiemote Phone Mumber : Modem :
|235333 |M0dem 1 |

< Back I Mext » I Cancel | Help |

3. Type a unique Name for the 485/PCI panel loop. This field is mandatory.
4. Type a Description of the 485/PCI panel loop.

5. Create an ADV for the 485/PCI panel loop. Click Add under ADV to display
the Abstract Device Record - Server dialog box.
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Refer to the “Configuring an Abstract Device” section in this chapter for more
details on ADV configuration.

6. After adding an ADV, click OK to return to the Communication Server
Configuration dialog box.

Notes:

@

e Under ADYV, use the Edit, Isolate, and Delete buttons to edit, isolate
and delete the ADV.

* Click the Show check box to view the ADV details.

7. Select the ACK/NAK check box, if you are using a ACK/NAK protocol.
ACK/NAK protocol requires acknowledgement, which can be positive (ack)
or negative (nak). ACK indicates a successful message receipt, while nak
indicates an invalid message.

8. Select Buffer all panels on exit to buffer the events in the respective panels
when the communication server stops.

9. Select Unbuffer all panels on startup to unbuffer all the panel events when
the communication server restarts.

10.Select the standard Time Zone based on the loop location.
11.Set the Panel Defaults for the panel loop.

a. I/0 Poll Interval: Select the interval at which the signal must be sent to
the panel to verify the communication and check the panel's input and
output states. By default, the frequency interval is 60 seconds.

b. Panel CMD Retry Count: Specify the number of times a command
must be resent to the panel, if the event of the panel not responding to
the command. By default, the command is resent 3 times.

c. Panel CMD Time Out: Specify the waiting time for receiving a
response from the panel and for time out of the command. By default,
the loop waits for 5 seconds.

12.Click Next to set the port for the loop.

13.1In the Port list, select a port of the communication server to which the loop is
to be connected. The ports that are selected for the communication server and
not used for other loops are listed.

14.1f you select a port,
a. Select the transmission baud rate for the loop in Bits per second.

b. Select the number of bytes that can be transferred in Data Bits. Select a
number between 4 and 8. By default, it is set to 8.

c. Select the type of Parity for error detecting procedure. By default, it is
set to None. The available parity types are Even, Odd, Mark, and
Space.
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d. Select the Stop Bits value. By default, it is 1. In serial communications,
a stop bit is an extra bit transmitted after each unit of information
(usually a byte) to indicate that transmission of that unit is complete.

15.1f you select the TCP/IP Connection port,

a. Type the TCP/IP IP-Address or Node name of the computer where the
485/PCI loop is configured. The corresponding port number is displayed
in Port No.

16.1f you select the TCP/IP Encrypted Connection port,

a. Type the TCP/IP IP-Address or Node name and the Encryption
Password of the computer where the 485/PCI loop is configured. The
corresponding port number is displayed in Port No.

17.Click Next to display the 485/PCI Loop Configuration - Finish dialog box.
18.Click Finish to add the 485/PCI panel loop and return to the Device window.

The corresponding loop icon is displayed for the panel loop in the Device tree
structure. For the communication port loop the & icon is displayed. For the TCP/IP
port loop the %' icon displayed.

Editing a 485/PCI Panel Loop

To edit a 485/PCI panel loop:
1. Choose Configuration > Device > Device Map. The Device window appears.
2. Expand the Devices folder.

3. Right-click the 485/PCI loop and click Configure. The Loop Configuration
dialog box appears.

x
Basic Information | Part Settingsl — A0

— Panel Defaults &l
485/PCl 140 Pall Interval : Edit |
Description : IBU 3: Sec ——

solate |
I Panel CMD Retry Count :
ACK/NAK : = Delete
i Panel CMD Time Out : ™ Show
|5 3: 5

™ Buffer all panels on exit =e

™ Unbuffer all panels on startup
Time Zone :

| (GMT +05:30) Cherinai, Kolkata, Mumbai, New Delhi |

QK I Cancel | Apply | Help |

4. Configure the loop using the Basic Information and Port Settings tabs.
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Refer to the “Adding a 485/PCI Panel Loop” section in this chapter for configuring
485/PCI panel loop.

5. Click OK to save the changes.

Isolating and Deleting a 485/PCI Panel Loop

You cannot delete a 485/PCI panel loop, until you delete the panels attached to it and
remove all references to the 485/PCI panel loop from floor plans and operator levels.

Isolating a 485/PCl panel loop

To isolate 485/PCI panel loop:
1. Choose Configuration > Device > Device Map. The Device window appears.
2. Expand the Devices folder.

3. Right-click the 485/PCI panel loop and click Isolate. The Isolate Device or
ADY dialog box appears.

Isolate Device or ADY =

Flaar Plans | Operator Levels I

Floor Plang referencing device '485/PCI'

| Mame | Diescription | Femove |
Remave Al |

[T iltem

QK I Cancel | Help |

4. To isolate floor plans from an ADV of 485/PCI panel loop:

a. Click the Floor Plans tab. The floor plans associated to the 485/PCI
panel loop are listed.

b. Select the floor plans to be isolated from the 485/PCI panel loop and
click Remove. The selected floor plans are dissociated.

OR
Click Remove all to isolate all the floor plans from the panel loop.

5. To isolate operator levels from an ADV of 485/PCI panel loop:
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a. Click the Operator Levels tab. The operator levels associated to the
485/PCI panel loop are listed.

b. Select the operator levels to be isolated from the 485/PCI panel loop and
click Remove. The selected operator levels are dissociated.

OR
Click Remove all to isolate all the operator levels from the loop.

c. To remove the panel loop from the control area, clear the presence of an
ADV of 485/PCI panel loop in the control area by clearing the Present
in Control Area check box.

6. Click OK.

Deleting a 485/PCI panel loop

After deleting the panel attached to it and isolating the assiocated floor plans and
operator levels, you can delete the 485/PCI panel loop.

To delete a 485/PCI panel loop:
1. Choose Configuration > Device > Device Map. The Device window appears.
2. Expand the Devices folder.

3. Right-click the 485/PCI panel loop and click Delete. A message asking for
confirmation appears for deleting the panel loop.

4. Click OK to delete. The 485/PCI panel loop is deleted from the device map.

RS-232 Panel Loop

The RS-232 loop is an interface between the computer or communication server and a
panel using serial binary data interchange.

Adding an RS-232 Panel Loop

To add an RS-232 panel loop:
1. Choose Configuration > Device > Device Map. The Device window appears.
2. Expand the Devices folder.

3. Right-click the communication server and click RS-232 Port (Single Panel).
The RS-232 Port (Single Panel) Configuration - Basic Information dialog
box appears.
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RS5-232 Port (Single Panel) Configuration - Basic Information ﬂ
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4. Type a unique Name for the panel. This field is mandatory.
5. Type a Description of the panel.

6. Create an ADV for the RS-323 loop. Click Add under ADV to display the
Abstract Device Record - Server dialog box.

Refer to the “Configuring an Abstract Device” section in this chapter for more
details on ADV configuration.

7. After adding an ADYV, click OK to return to the RS-232 Port (Single Panel)
Configuration dialog box.

Notes:

@

* Under ADY, use the Edit, Isolate, and Delete buttons to edit, isolate,
and delete the ADV.

e Select the Show check box to view the ADV details.

8. Increase or decrease the Loop Verification Interval (Sec) to verify whether
the loop is responding when a signal is send from WIN-PAK to the C-100
loop.

Increasing the interval improves the bandwidth. The default interval is set to 60
seconds as it is an optimal value.

9. Select Buffer all panels on exit to buffer the events in all the panels when the
communication server stops.

10.Select Unbuffer all panels on startup to automatically unbuffer all panel
events to WIN-PAK when the communication server restarts.

11.Select the standard Time Zone based on the loop location.

12.Set the Panel Defaults for the panel loop.
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a. I/0 Poll Interval: Select the interval at which the signal must be sent to
the panel to verify the communication and check the panel's input and
output states. By default, the frequency interval is 60 seconds.

b. Panel CMD Retry Count: Specify the number of times a command
must be resent to the panel, if the event of the panel is not responding to
the command. By default, the command is resent 3 times.

c. Panel CMD Time Out: Specify the waiting time for receiving a
response from the panel and for time out the command. By default, the
loop waits for 5 seconds.

13.Click Next to set the port for the loop.

R5-232 Port [Single Panel] Configuration - Port Settings x|
Ay
Fart : o
-
it |
Bitz per Second : IS?BDD vl
Data Bits : IS 'l [Eolate |
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14.1n the Port list, select a port of the communication server to which the loop is
to be connected. The ports that are selected for the communication server and
not used for other loops are listed.

15.1f you select a port,
a. Select the transmission baud rate for the loop in Bits per second.

b. Select the number of bytes that can be transferred in Data Bits. Select a
number between 4 and 8. By default, it is set to 8.

c. Select the type of Parity for the error detecting procedure. By default, it
is set to None. The available parity types are Even, Odd, Mark, and
Space.

d. Select the Stop Bits value. By default, it is 1. In serial communications,
a stop bit is an extra bit transmitted after each unit of information
(usually a byte) to indicate that transmission of that unit is complete.

16.1f you select TCP/IP Connection port,

a. Type the TCP/IP IP-Address or Node name of the computer where the
panel is connected. The corresponding Port No. is displayed.

17.1f you select TCP/IP Encrypted Connection port,
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a. Type the TCP/IP IP-Address or Node name and the Encryption
Password of the computer where the panel is connected. The
corresponding Port No. is displayed.

18.Click Next to display the Finish dialog box.

19.Click Finish to add the RS-232 panel loop and return to the Device window.

The corresponding loop icon is displayed for the panel loop in the Device tree structure.
For the communication port loop the $% icon is displayed. For the TCP/IP port loop the

%2 icon is displayed.

Editing an RS-232 Panel Loop

To edit an RS-232 panel loop:

1. Choose Configuration > Device > Device Map. The Device window appears.

2. Expand the Devices folder.

3. Right-click the RS-232 loop and click Configure. The Loop Configuration

dialog box appears.

Loop Configuration

Basic Information | Part Settings I

Description :

Loop Yerification Interval [Sec):
E0 =

™ Buffer all panels on exit

™ Unbuffer all panels on startup

Time Zone :

— Panel Defaults
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4. Configure the loop using the Basic Information and Port Settings tabs.

Refer to the “Adding an RS-232 Panel Loop” section in this chapter for
configuring the RS-232 panel loop.

5. Click OK to save the changes.

Isolating and Deleting an RS-232 Panel Loop

You cannot delete an RS-232 panel loop, until you delete the panels attached to it and
remove all the references to the RS-232 panel loop from floor plans and operator

levels.

Document 7-001009, Revision 01

11-51

WIN-PAK User’s Guide



Device Map
Communication Loops

Isolating an RS-232 panel loop

To isolate RS-232 panel loop:

1. Choose Configuration > Device > Device Map. The Device window appears.

2. Expand the Devices folder and right-click the RS-232 panel loop and click

Isolate. The Isolate Device or ADV dialog box appears.

x
Flacr Plans | Operator Levelsl
Floor Plang referencing device 'B5-232 Loop'
Mame | Diescription | Fremove |
Femoyve Al |

0items

QK I Cancel | Help |

3. To isolate floor plans from an ADV of RS-232 panel loop:

a. Click the Floor Plans tab. The list of floor plans associated to the

RS-232 panel loop is displayed.

. Select the floor plans to be isolated from the RS-232 panel loop and

click Remove. The selected floor plans are dissociated.
OR

Click Remove all to isolate all the floor plans from the panel loop.

4. To isolate operator levels from an ADV of RS-232 panel loop:

a. Click the Operator Levels tab. The list of operator levels associated to

the 485/PCI panel loop is displayed.

. Select the operator levels to be isolated from the RS-232 panel loop and

click Remove. The selected operator levels are dissociated.
OR

Click Remove all to isolate all the operator levels from the panel loop.

. To remove the panel loop from the control area, clear the presence of an

ADV of RS-232 panel loop in the control area by clearing the Present
in Control Area check box.

5. Click OK.
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Deleting an RS-232 panel loop

After deleting the panels attached to the panel loop and isolating the assiocated floor
plans and operator levels, you can delete the RS-232 panel loop.

To delete an RS-232 panel loop:
1. Choose Configuration > Device > Device Map. The Device window appears.

2. Expand the Devices folder and right-click the RS-232 panel loop and click
Delete. A message asking for confirmation appears for deleting the panel loop.

3. Click OK to delete. The RS-232 panel loop is deleted from the device map.

P-Series Panel Loop

@

@

A P-Series panel loop represents a configuration of more than one P-Series Intelligent
Controller panel board. A loop requires only one com port on a communication server,
and there can be up to eight Intelligent Controllers per loop, and up to 32 SIO Boards
per Intelligent Controller.

Note: Be aware, when using a panel loop, that the traffic on the com port increases
with each Intelligent Controller and SIO Board added to the loop.

Adding a P-Series Panel Loop
To add a P-Series panel loop:
1. Choose Configuration > Device > Device Map. The Device window appears.

2. Expand the Devices folder and then right-click the communication server and
click Panel Loop (P-Series). The Loop P-Series Configuration - Basic
Information dialog box appears.

Loop P-Series Configuration - Basic Information

A0y

Mame :
|comz2
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[Velete
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3. Type a unique Name for the P-Series panel loop. This field is mandatory.

4. Type a Description of the panel loop.
Note: An ADV cannot be created for the P-Series panel loops, as the panel is
directly connected to the WIN-PAK system.

5. Click Next to include port details.
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Loop P-Series Configuration - Port Settings
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In the Type list, Serial (RS485) is displayed by default. When you establish a
PRO-2200 panel loop, the only applicable type is RS485.

6. In the Port list, select a port of the communication server to which the loop is
to be connected. The ports that are added to the communication server and are
not used by any other device are listed.

7. Enter the following port details:

Bits per Second: The transmission baud rate of the communication
port. The default baud rate is 38400. It can be set to 9600 or 19200 when
the RS-485 communication port is used.

IC Reply Timeout: The duration the Host PC waits for an
acknowledgment after it has sent an outgoing packet. If
acknowledgment is not received within the specified time, the Host PC
re-sends the packet. The host retries according to the Host Retry Count
set in the panel.

RTS Mode: The Request to Send mode that enables the host PC to
know that the Intelligent Controller is ready to send information. The
RTS Mode defaults to Always On.

The Toggle RTS Mode applies when there is an RS-485 to RS-232 converter
that requires a handshake. The RS-485 converter needs to know when it is
sending and when it is receiving. Toggle enables you to control the direction
on an external converter. The converter specified by Honeywell Access
Systems has handshaking turned off and therefore, do not set the RTS Mode
to Toggle.

8. Click Next to display the Loop P-Series Configuration - Finish dialog box.

9. Click Finish to add a P-Series panel loop.
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Editing a P-Series Panel Loop

To edit a P-series panel loop:
1. Choose Configuration > Device > Device Map. The Device window appears.
2. Expand the Devices folder.
3. Right-click the P-series loop and click Configure. The Loop P-Series

Configuration dialog box appears.

Loop P-Series Configuration ﬂ
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Delete
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4. Configure the loop using the Basic Information and Port Settings tabs.

Refer to the “Adding a P-Series Panel Loop” section in this chapter for configuring
P-series panel loop.

5. Click OK to configure the loop.

Isolating and Deleting a P-Series Panel Loop

You cannot delete a P-Series panel loop, until you delete the P-series panels attached
to it and remove all the references of a P-series panel loop from floor plans and
operator levels.

Isolating a P-series panel loop
To isolate a P-series panel loop:
1. Choose Configuration > Device > Device Map. The Device window appears.

2. Expand the Devices folder and right-click the P-series panel loop and click
Isolate. The Isolate Device or ADV dialog box appears.
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3. To isolate floor plans from an ADV of P-series panel loop:

a. Click the Floor Plans tab. The list of floor plans associated to the
P-series panel loop is displayed.

b. Select the floor plans to be isolated from the P-series panel loop and
click Remove. The selected floor plans are dissociated.

OR
Click Remove all to isolate all the floor plans from the panel loop.
4. To isolate operator levels from an ADV of P-series panel loop:

a. Click the Operator Levels tab. The list of operator levels associated to
the P-series panel loop is displayed.

b. Select the operator levels to be isolated from the P-series panel loop and
click Remove. The selected operator levels are dissociated.

OR
Click Remove all to isolate all the operator levels from the panel loop.

c. To remove the P-series panel loop from the control area, clear the
presence of an ADV of P-series panel loop in the control area by
clearing the Present in Control Area check box.

5. Click OK.
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Deleting a P-series panel loop

After deleting the panels attached to the panel loop and isolating the assiocated floor
plans and operator levels, you can delete the P-series panel loop.

To delete a P-series panel loop:
1. Choose Configuration > Device > Device Map. The Device window appears.

2. Expand the Devices folder and right-click the P-series panel loop and click
Delete. A message asking for confirmation appears for deleting the panel loop.

3. Click OK to delete. The P-series panel loop is deleted from the device map.

Modem Pools

Modem can be used for enabling the communication between panel loops at remote
sites. Modems are defined in the modem pool and then added to the communication
loop. Modems enable communication between WIN-PAK User Interface and panels.
The C-100, 485 with a HUB (non ACK/NAK), 485 with a HUB (ACK/NAK), and
P-Series panel loops can communicate to the modems. The procedure for configuring
these panel loops is similar to the procedure for configuring local panel loops.

Modem pools are defined by adding them to the Device Map. You must have a
communication server with an available com port for each modem. Once the pool is
defined, the panel loops are added to the modem pool, rather than adding them
directly to the communication server, as is the case with local loops.

W

- Note: Any modem that is supported by the Windows operating system can be used for
\ panel communication.

Adding a Modem Pool

To add a modem pool:
1. Choose Configuration > Device > Device Map. The Device window appears.
2. Expand the Devices folder.

3. Right-click communication server and select the type of modem pool
connection. The Modem Pool Configuration - Basic Information dialog box
for the selected modem pool type appears.
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Modem Pool Configuration [Mon-ACK/NAK] - Basic Information

A0y

Mame :
Add

ID ial up
Description : Edit
IN orth South

i

[zalate

Modems in Pool :

|M0dem1

[Velete

L1
a2
=
=
=

Configure |
Delete |

< Back | Mext » | Cancel | Help |

. Type a unique Name for the modem pool. This field is mandatory.
. Enter a Description for the modem pool.

. Click Add on the left of the dialog box to add the modems to the pool. The

Modem Configuration dialog box appears.

Modem Configuration x|
Mame :
IModem 3
Local Phone Mumber :
]
Part on Server :
IND Fart - Device Inactive j
()8 I Cancel |

. Type a unique Modem Name and the Local Phone Number for the modem.

These fields are mandatory.

. In the Port on Server list, select the port on the communication server to

which the modem must be connected. The list of ports on the communication
server and are not used in any modem pool or loop is displayed.

Note: You cannot add a modem to a modem pool without having a specific port
to the modem. However, you can define a modem pool without adding a
modem to it and you can add modems later.

. Click OK to close the Modem Configuration dialog box and return to

Modem Pool Configuration dialog box.

10.Create an ADV for the modem pool. Click Add under ADV, enter the ADV

properties and click OK.

Refer to the “Configuring an Abstract Device” section in this chapter for more
details on ADV configuration.
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11.Click Next and in the next dialog box click Finish. The modem pool is added
to the Communication Server.

Editing a Modem Pool
To edit a modem pool:
1. Choose Configuration > Device > Device Map. The Device window appears.

2. Expand the Devices folder and right-click the modem pool (ACK/NAK or non
ACK/NCK) and click Configure. The Modem Pool Configuration dialog
box appears for the ACK/NAK or non-ACK/NAK modem pool.

Modem Pool Configuration (Non-ACK /NAK) ﬂ
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3. Configure the modem pool using the Basic Information tab. You can also add,
edit, or delete the modems to the modem pool.

Refer to the “Adding a Modem Pool” section in this chapter for configuring modem
pool.

4. Click OK to configure a modem.

Isolating and Deleting a Modem Pool

You cannot delete a modem pool, until you delete the loops added to it and remove all
the references of the modem pool ADV from floor plans and operator levels.

Isolating a Modem Pool

To isolate a modem pool:
1. Choose Configuration > Device > Device Map. The Device window appears.
2. Expand the Devices folder.

3. Right-click the modem pool and click Isolate. The Isolate Device or ADV
dialog box appears.
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4. To isolate floor plans from a modem pool ADV:

5.

6.

a. Click the Floor Plans tab. The floor plans associated to the modem pool
are listed.

b. Select the floor plans to be isolated from the modem pool and click
Remove. The selected floor plans are dissociated.

OR
Click Remove all to isolate all the floor plans from the modem pool.
To isolate operator levels from a modem pool ADV:

a. Click the Operator Levels tab. The operator levels associated to the
modem pool are listed.

b. Select the operator levels to be isolated from the modem pool and click
Remove. The selected operator levels are dissociated.

OR
Click Remove all to isolate all the operator levels from the modem pool.

¢. To remove the modem pool from the control area, clear the presence of
an ADV of the modem pool in the control area by clearing the Present
in Control Area check box.

Click OK.

Deleting a Modem Pool

After isolating the panel loops attached to the modem and the associated floor plans
and operator levels, you can delete the modem pool.

To delete a modem pool:

1.
2.
3.

Choose Configuration > Device > Device Map. The Device window appears.
Expand the Devices folder.

Right-click the modem pool and click Delete. A message asking for
confirmation appears.

. Click OK to confirm the deletion. The modem pool is deleted from the device

map.
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C-100 or 485 (non-ACK/NAK) Remote Communication Loop

You can add C-100 or 485 (non-ACK/NAK) remote communication loops only to the
modem pools defined as non-ACK/NAK hub.

Adding a C-100 or 485 (non-ACK/NAK) Remote Communication
Loop

To add a C-100 loop or 485 (non-ACK/NAK) to a modem pool:
1. Choose Configuration > Device > Device Map. The Device window appears.
2. Expand the Devices folder and the communication server.

3. Right-click the non-ACK/NAK modem pool and click Add New C-100 Loop
or Add New 485 Loop. The Loop Configuration - Basic Information dialog
box appears for the selected loop type (C-100 or 485/PCI).
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4. Type a unique Name of the remote communication loop. This field is
mandatory.

5. Type a Description for the C-100 or 485 (non-ACK/NAK) loop.

6. Create an ADV for the communication loop. (Click Add under ADYV, set the
ADV properties and click OK.)

Refer to the “Configuring an Abstract Device” section in this chapter for more
details on ADV configuration.

Note: The ACK/NAK box appears disabled. You cannot select this check box,
as you are adding the non-ACK/NAK loop.

G

7. Increase or decrease the Loop Verification Interval (Sec) to verify whether
the loop is responding to a signal that is sent from WIN-PAK to the C-100 loop
or 485/PCI panel loop.
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Note: Increasing the interval improves the bandwidth. The default interval is
set to 60 seconds as it is an optimal value.

@

8. Select Buffer all panels on exit to buffer the events on all the panels when the
communication server stops.

9. Select Unbuffer all panels on startup to unbuffer all panel events when the
communication server restarts.

10.Select the standard Time Zone based on the loop location.
11.Set the Panel Defaults for the remote communication loop.

a. 1/O Poll Interval: Select the interval at which the signal must be sent to
the panel to verify the communication and check the panel's input and
output states. By default, the frequency interval is 60 seconds.

b. Panel CMD Retry Count: Specify the number of times a command
must be resent to the panel, if the panel event is not responding to the
command. By default, the command is resent 3 times.

c. Panel CMD Time Out: Specify the waiting time for receiving a
response from the panel and for time out of the command. By default,
the loop waits for 5 seconds.

12.In Remote Phone Number, type the phone number of the modem in the
remote site. Include the area code and dialing prefix, if they are needed to dial
in from the remote site like 3125551212. This field is mandatory.

13.Select the Modem of the remote site.
14.Click Next to display the Finish dialog box.

15.Click Finish. The C-100 or 485 (non-ACK/NAK) remote communication loop
is added to the modem pool.

Editing a C-100 or 485 (non-ACK/NAK) Remote Communication
Loop

To edit a non-ACK/NAK remote communication loop:
1. Choose Configuration > Device > Device Map. The Device window appears.
2. Expand the Devices folder.

3. Right-click the C-100 or 485 non-ACK/NCK remote communication loop and
click Configure. The Loop Configuration dialog box appears for the selected

loop type.
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4. Configure the loop using the Basic Information tab.

Refer to the “Adding a C-100 or 485 (non-ACK/NAK) Remote Communication
Loop” section in this chapter for configuring the non-ACK/NAK remote
communication loop.

5. Click OK to configure the panel loop.

Isolating and Deleting a non-ACK/NAK Remote Communication
Loop

You cannot delete a non-ACK/NAK remote communication loop, until you delete the
panels attached to it and remove all the references of an ADV of a non-ACK/NAK
remote communication loop from floor plans and operator levels.

Isolating a non-ACK/NAK remote communication loop

To isolate a non-ACK/NAK remote communication loop:
1. Choose Configuration > Device > Device Map. The Device window appears.
2. Expand the Devices folder.

3. Right-click the non-ACK/NAK remote communication loop and click Isolate.
The Isolate Device or ADV dialog box appears.

4. To isolate floor plans from an ADV of non-ACK/NAK remote communication
loop:

a. Click the Floor Plans tab. The list of floor plans associated to the
non-ACK/NAK remote communication loop is displayed.

b. Select the floor plans to be isolated from the non-ACK/NAK remote
communication loop and click Remove. The selected floor plans are
dissociated.

OR
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Click Remove all to isolate all the floor plans from the panel loop.

5. To isolate operator levels from an ADV of non-ACK/NAK remote
communication loop:

a. Click the Operator Levels tab. The list of operator levels associated to
the non-ACK/NAK remote communication loop is displayed.

b. Select the operator levels to be isolated from the non-ACK/NAK remote
communication loop and click Remove. The selected operator levels are
dissociated.

OR

Click Remove all to isolate all the operator levels from the panel loop.

c. To remove the panel loop from the control area, clear the presence of an
ADYV of non-ACK/NAK remote communication loop in the control area
by clearing the Present in Control Area check box.

6. Click OK.

Deleting a non-ACK/NAK remote communication loop

After deleting the panels attached to the panel loops and isolating the associated floor
plans and operator levels, you can delete the non-ACK/NAK remote communication
loop.

To delete a non-ACK/NAK remote communication loop:
1. Choose Configuration > Device > Device Map. The Device window appears.

2. Expand the Devices folder and right-click the non-ACK/NAK remote
communication loop and click Delete. A message asking for confirmation
appears.

3. Click OK to delete. The non-ACK/NAK remote communication loop is
deleted from the device map.

485 ACK-NAK Remote Communication Loop

You can add a 485 ACK-NAK remote communication loop only to a modem pool
with ACK-NAK Hub.

Adding a 485 ACK-NAK Remote Communication Loop

To add 485 remote connection (with ACK/NAK) to a modem pool:
1. Choose Configuration > Device > Device Map. The Device window appears.
2. Expand the Devices folder and the communication server.

3. Right-click the ACK/NAK modem pool and click Add New 485 ACK/NAK
Loop. The 485/PCI Loop Configuration - Basic Information dialog box for
appears.
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4. Type a unique Name of the remote communication loop. This field is
mandatory.

5. Type the Description for the 485 (ACK/NAK) loop.

6. Create an ADV for your communication loop. (Click Add under ADV, set the
ADV properties and click OK.)

Refer to the “Configuring an Abstract Device” section in this chapter for more
details on ADV configuration.

Note: The ACK/NAK check box is disabled. You cannot clear this check box,
as you are adding the ACK/NAK loop.

@

7. Increase or decrease the Loop Verification Interval (Sec) to verify whether
the loop is responding to a signal that is sent from WIN-PAK to the C-100
loop.

Note: Increasing the interval improves the bandwidth. The default interval is
set to 60 seconds as it is an optimal value.

@

8. Select Buffer all panels on exit to buffer the events on all the panels when the
communication server stops.

9. Select Unbuffer all panels on startup to unbuffer all panel events when the
communication server restarts.

10.Select the standard Time Zone based on the loop location.
11.Set the Panel Defaults for the remote communication loop.

a. I/0 Poll Interval: Select the interval at which the signal must be sent to
the panel to verify the communication and check the panel's input and
output states. By default, the frequency interval is 60 seconds.

b. Panel CMD Retry Count: Specify the number of times a command
must be resent to the panel, if the panel event is not responding to the
command. By default, the command is resent 3 times.
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c. Panel CMD Time Out: Specify the waiting time for receiving a
response from the panel and for time out of the command. By default,
the loop waits for 5 seconds.

12.In Remote Phone Number, type the phone number of the modem in the
remote site. Include the area code and dialing prefix, if they are needed to dial
in from the remote site like 3125551212. This field is mandatory.

13.Select the Modem of the remote site.

14.Click Next to configure the hub settings. The 485/PCI Loop Configuration -
Hub Settings dialog box appears.

485/PCl Loop Configuration - Hub Settings
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15.Set the following hub settings:

* Delay for Connection: The duration (in seconds) to pause between the
dialing prefix and dialing phone number. Enter a number between 0 and
120 seconds.

*  Number of Redial Attempts: The number of redial attempts to make.
Enter a number between 0 and 50 times. The default is 3 times.

*  Wait Time for Disconnect: The wait time allowed before disconnect.
Enter a number between 1 and 999 seconds. The default is 5 seconds.

* Delay before Next Attempt: The wait time allowed between two
dialings. Enter a number between 1 and 999 seconds. The default is 60
sec.

*  Modem Initialization String: Enter the remote initialization string as:
ATEOQOVI1&KA&C1&DOSO+1&W.

Refer to the modem documentation for further details.

* Dial Prefix: The command prefix for dial. In most cases it is ATDT,
which is set as the default.

Call In Option: Select the call in option as On Invalid Transaction or
Never for the panel to dial-up in case an alarm is raised.
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Note: Honeywell recommends to retain the default settings.

@

16.To set a new site ID and password, click Set New Site ID and Password. The
Site - Password dialog box appears. The Site ID and password must be given
while dialing-up the modem.

17.Type a New Password. This field is mandatory and it can be up to 20
characters.

18.Retype the password in Confirm Password.

19.In the Site ID field, enter the site ID in @A [unique 4-digit number for area], S
[unique 4-digit number for site] format. For example @A0002, S0003 is area 2
site 3.

20.Click OK to return to the Hub Settings dialog box.
21.Click Next and then click Finish in the next dialog box.

Editing a 485 ACK/NAK Remote Communication Loop

To edit a 485 ACK/NAK remote communication loop:
1. Choose Configuration > Device > Device Map. The Device window appears.
2. Expand the Devices folder and communication server.

3. Right-click the 485 ACK/NAK remote communication loop and click
Configure. The 485/PCI Loop Configuration dialog box appears.
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4. Configure the panel loop using Basic Information and Port Settings tabs.

Refer to the “Adding a 485 ACK-NAK Remote Communication Loop” section
in this chapter for configuring the 485 ACK/NAK remote communication loop.

5. Click OK to save the changes.
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Isolating and Deleting a 485 ACK/NAK Remote Communication
Loop

You cannot delete a 485 ACK/NAK remote communication loop, until you delete the
panels attached to it and remove all the references of an ADV of a 485 ACK/NAK
remote communication loop from floor plans and operator levels.

Isolating a 485 ACK/NAK remote communication loop
To isolate a 485 ACK/NAK remote communication loop:
1. Choose Configuration > Device > Device Map. The Device window appears.

2. Expand the Devices folder and right-click the 485 ACK/NAK remote
communication loop and click Isolate. The Isolate Device or ADV dialog box
appears.

3. To isolate floor plans from an ADV of 485 ACK/NAK remote communication
loop:

a. Click the Floor Plans tab. The floor plans associated to the 485
ACK/NAK remote communication loop are listed.

b. Select the floor plans to be isolated from the 485 ACK/NAK remote
communication loop and click Remove. The selected floor plans are
dissociated.

OR
Click Remove all to isolate all the floor plans from the panel loop.

4. To isolate operator levels from or an ADV of 485 ACK/NAK remote
communication loop:

a. Click the Operator Levels tab. The operator levels associated to the
485 ACK/NAK remote communication loop are listed.

b. Select the operator levels to be isolated from the 485 ACK/NAK remote
communication loop and click Remove. The selected operator levels are
dissociated.

OR
Click Remove all to isolate all the operator levels from the panel loop.

c. To remove the panel loop from the control area, clear the presence of an
ADV of 485 ACK/NAK remote communication loop in the control area
by clearing the Present in Control Area check box.

5. Click OK.
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Deleting a 485 ACK/NAK remote communication loop

After deleting the panels in the panel loop and isolating the associated floor plans and
operator levels, you can delete the 485 ACK/NAK remote communication loop.

To delete a 485 ACK/NAK remote communication loop:

1.
2.

Choose Configuration > Device > Device Map. The Device window appears.

Expand the Devices folder and right-click the 485 ACK/NAK remote
communication loop and click Delete. A message asking for confirmation
appears for deleting the 485 ACK/NAK remote communication loop.

. Click OK to delete. The 485 ACK/NAK remote communication loop is

deleted from the device map.

CCTV Switcher

In addition to the local or remote panel loops, CCTV networks can be connected to the
WIN-PAK system using CCTV Switchers. A CCTV Switcher is defined by adding it
to a communication server on the Device Map. You must have an available
communication port for each Switcher.

Adding a CCTV Switcher

To add a CCTV Switcher:

1.
2.

3.

Choose Configuration > Device > Device Map. The Device window appears.

Expand the Devices folder, right-click the communication server and click
CCTYV Switcher. The CCTV Switcher Configuration - Basic Information
dialog box appears.

CCTY Switcher Configuration - Basic Information
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Type a Name for the CCTV switcher. This field is mandatory.
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4. Type a Description for the CCTV switcher.
5. Select the manufacturer of the CCTV switcher in the Type list.

6. In the Port list, select a port of the communication server to which the CCTV
Switcher is to be connected. The ports that are selected for the communication
server and not used for other loops are listed.

7. If you select a port:
a. Select the transmission baud rate for the switcher in Bits per second.

b. Select the number of bytes that can be transferred in Data Bits. Select a
number between 4 and 8. By default, it is set to 8.

c. Select the type of Parity for the error detecting procedure. By default, it
is set to None. The available parity types are Even, Odd, Mark and
Space.

d. Select the Stop Bits value. By default, it is 1. In serial communications,
a stop bit is an extra bit transmitted after each unit of information
(usually a byte) to indicate that transmission of that unit is complete.

8. If you select a TCP/IP connection:

a. Type the TCP/IP IP-Address or Node name of the computer where the
CCTV switcher is connected. The corresponding Port No. is displayed.

9. Ifyou select a TCP/IP encrypted connection:

a. Type the TCP/IP IP-Address or Node name and the Encryption
Password of the computer where the CCTV switcher is connected. The
corresponding Port No. is displayed.

10.Click Next to configure cameras to the CCTV switcher. The CCTV Switcher
Configuration - Cameras dialog box appears.
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CCTY Switcher Configuration - Cameras x|
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11.Select the check box to select the camera to be controlled by this switcher.

12.Type the Camera Title and create an ADV for the camera.

13.Click Next to configure the monitors of the CCTV switcher. The CCTV

Switcher Configuration - Monitors dialog box appears.

CCTY Switcher Configuration - Monitors

< Back I Mest > I

Cancel |

Help
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i

14.Select the check box to select the monitor to be controlled by this switcher.

15.Create an ADYV for the monitor.
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16.Click Next and in the next dialog box click Finish. The CCTV switcher is
configured.

Editing a CCTV Switcher
To edit a CCTV switcher:

1. Choose Configuration > Device > Device Map. The Device window appears.

2. Expand the Devices folder and right-click the CCTV switcher and click
Configure. The CCTV Switcher Configuration dialog box appears.

x
Basic Information | Eamerasl Monitmsl T ADY
Add
Edit |
Description :
I |zalate |
e Delete
IBurIe j I~ Shaw
Part : | TCP/P Connection j
— Part Setting
Bitz per Second : | 9500 i
Diata Bits:IS 'l
Parity : lm
Stop Bits:l‘l 'l
IP-Address or Mode name: I
Encryption Pazsword: I
Part Mo : |3UU‘I
QK I Cancel | Apply | Help |

3. Configure the CCTV Switcher using the Basic Information, Cameras, and
Monitors tabs.

Refer to the “Adding a CCTV Switcher” section in this chapter for configuring the
CCTV switcher.

4. Click OK to save the changes.
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Isolating and Deleting a CCTV Switcher

You cannot delete a CCTV switcher until you isolate CCTV switcher ADV from floor
plans, operator levels, action groups, and ADVs.

Isolating a CCTV switcher

To isolate a CCTV switcher:
1. Choose Configuration > Device > Device Map. The Device window appears.
2. Expand the Devices folder and the communication server.

3. Right-click the CCTV switcher and click Isolate. The Isolate Device or ADV
dialog box appears.

4. To isolate floor plans from a CCTV switcher ADV:

a. Click the Floor Plans tab. The floor plans associated to the CCTV
switcher are listed.

b. Select the floor plans to be isolated from the CCTV switcher and click
Remove. The selected floor plans are dissociated.

OR
Click Remove all to isolate all the floor plans from the CCTV switcher.
5. To isolate operator levels from a CCTV switcher ADV:

a. Click the Operator Levels tab. The operator levels associated to the
CCTV switcher are listed.

b. Select the operator levels to be isolated from the CCTV switcher and
click Remove. The selected operator levels are dissociated.

OR
Click Remove all to isolate all the operator levels from the CCTV switcher.

¢. Toremove the CCTV Switcher from the control area, clear the presence
of a CCTV switcher ADV in the control area by clearing the Present in
Control Area check box.

6. To isolate action group from a CCTV switcher ADV:

a. Click the Action Groups tab. The action groups associated to the
CCTYV switcher are listed.

b. Select the action groups to be isolated from the CCTV switcher and
click Remove. The selected action groups are dissociated.

OR
Click Remove all to isolate all the action groups from the CCTV switcher.
7. To isolate ADV from a CCTV switcher ADV:

a. Click the Action Groups tab. The ADVs associated to the CCTV
switcher are listed.
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b. Select the ADVs to be isolated from the CCTV switcher and click
Remove. The selected ADVs are dissociated.

OR
Click Remove all to isolate all the ADVs from the CCTV switcher.

8. Click OK.

Deleting a CCTV switcher

Isolate the floor plans and operator levels associated to a CCTV switcher, before
delete the CCTV switcher.

To delete a CCTV switcher:
1. Choose Configuration > Device > Device Map. The Device window appears.
2. Expand the Devices folder and the communication server.

3. Right-click the CCTV switcher and click Delete. A message asking for
confirmation appears.

4. Click OK to delete. The CCTV switcher is deleted from the device map.

RS-232 Connection

RS-232 connection settings are used for the debugging purpose. An RS-232
connection is defined by adding it to the Device Map. The communication server must
have a port available for each communication interface in your system.

Adding an RS-232 Connection
To add an RS-232 connection:
1. Choose Configuration > Device > Device Map. The Device window appears.

2. Expand the Devices folder, right-click the communication server and click
Add > RS-232 Connection. The RS-232 Connection Configuration - Basic
Information dialog box appears.
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R5-232 Connection Configuration - Basic Information

A0y

Mame : IBasement A
Diescription : IBasement Foom = |
— Port Setting:
Port - ICDM 2 j = |
Bits per Second : ISBUU 'l [elete
Data Bits : m ™| Shaw
Farity : INOne vl
Stop Bits : m

IP-Address or Mode name I
Encryption Pazsword: I

< Back I Mext » I Cancel | Help |

Type a Name for the RS-232 connection. This field is mandatory.
Type a Description for the RS-232 connection.

Under Port Settings, select a Port for the RS-232 Connection.

A

If you select a port,
a. Select the transmission baud rate for the switcher in Bits per second.

b. Select the number of bytes that can be transferred in Data Bits. Select a
number between 4 and 8. By default, it is set to 8.

c. Select the type of Parity for the error detecting procedure. By default, it
is set to None. The available parity types are Even, Odd, Mark, and
Space.

d. Select the Stop Bits value. By default, it is 1. In serial communications,
a stop bit is an extra bit transmitted after each unit of information
(usually a byte) to indicate that transmission of that unit is complete.

7. If you select a TCP/IP connection,

a. Type the TCP/IP IP-Address or Node name of the computer where the
RS-232 protocol is connected. The corresponding Port No. is displayed.

8. Ifyou select a TCP/IP encrypted connection:

a. Type the TCP/IP IP-Address or Node name and the Encryption
Password of the computer where the RS-232 protocol is connected. The
corresponding Port No. is displayed.

9. Create an ADV for the RS-232 Connection. Click Add under ADYV, set the
ADV properties and click OK.

Refer to the “Configuring an Abstract Device” section in this chapter for more
details on ADV configuration.
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10.Click Next and in the next dialog box click Finish. The RS-232 Connection is
configured.

Editing an RS-232 Connection
To edit an RS-232 connection:
1. Choose Configuration > Device > Device Map. The Device window appears.
2. Expand the Devices folder and the communication server.

3. Right-click the RS-232 connection and click Configure. The RS-232
Connection Configuration dialog box appears.

x
Basic Information | — A0
Add |
Mame :
Edit |
Description : I
— Part Setting Isalate |
Port - IND Port - Device Inactive j Delete |
i o SE00 ¥
Bitz per Second : I J ] Shon
D ata Bits : I8 jv
Parity : I Hane j'
Stop Bits : I‘I jv

IP-Address or Mode name I
Encryption Pazsword: I

QK I Cancel | Apply | Help |

4. Configure the RS-232 connection using the Basic Information tab.

Refer to the “Adding an RS-232 Connection” section in this chapter for
configuring the RS-232 connection.

5. Click OK to save the changes.

Isolating and Deleting an RS-232 Connection

You cannot delete an RS-232 until you isolate RS-232 connection from floor plans
and operator levels.

Isolating an RS-232 connection
To isolate an RS-232 connection:
1. Choose Configuration > Device > Device Map. The Device window appears.

2. Expand the Devices folder and right-click the RS-232 connection and click
Isolate. The Isolate Device or ADV dialog box appears.

3. To isolate floor plans from an ADV of RS-232 connection:
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a. Click the Floor Plans tab. The list of floor plans associated to the
RS-232 connection is displayed.

b. Select the floor plans to be isolated from the RS-232 connection and
click Remove. The selected floor plans are dissociated.

OR
Click Remove all to isolate all the floor plans from the RS-232 connection.
4. To isolate operator levels from an ADV of RS-232 connection:

a. Click the Operator Levels tab. The list of operator levels associated to
the RS-232 connection is displayed.

b. Select the operator levels to be isolated from the RS-232 connection and
click Remove. The selected operator levels are dissociated.

OR

Click Remove all to isolate all the operator levels from the RS-232
connection.

c. To clear the presence of an ADV of RS-232 connection in the control
area, clear the Present in Control Area check box.

5. Click OK.

Deleting an RS-232 Connection

Isolate the associated floor plans and operator levels from RS-232 connection to
delete the RS-232 connection.

To delete an RS-232 connection:
1. Choose Configuration > Device > Device Map. The Device window appears.
2. Expand the Devices folder and the communication server.

3. Right-click the RS-232 connection and click Delete. A message asking for
confirmation appears for deleting the RS-232 connection.

4. Click OK to delete. The RS-232 connection is deleted from the device map.

Ethernet Module (Galaxy Panel)

@

Galaxy panel helps you to monitor and track intrusion happening at different zones in
the access control system. Zones are areas monitored by a device in the galaxy panel.
Galaxy panel is configured in the Galaxy Gold User Interface application and then
downloaded to WIN-PAK. However, the virtual keypad provided on WIN-PAK
enables you to configure certain features in the Galaxy panel.

Note: You must have a unique user name and password to operate on the virtual
keypad.

WIN-PAK communicates with the Galaxy panel through the Galaxy Ethernet module.
Therefore, you must configure Galaxy Ethernet Module in the communication server
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to add the Galaxy panel in WIN-PAK. When you add the galaxy panel, its connection
with WIN-PAK is established and the panel configuration details are downloaded to
WIN-PAK.

Adding a Galaxy Ethernet Module
To add a galaxy Ethernet module:

1. Choose Configuration > Device > Device Map. The Device window appears.

2. Right-click the communication server and choose Add > Ethernet Module
(Galaxy Single Panel). The Ethernet Module configuration dialog box

appecars.
Ethernet Module configuration =
Ay
M ame: |
Panel Defaults it
IGaIaxy Ethernet Mod
' Default Poling Edit |
Description:
I  Pall Onee [zalate |
P Address: " Palling Interval ID 3: Sec Delete
w1 19 1o I~ Shaw

< Back I Mext » I Cancel | Help |

3. Type a Name and a Description for the Ethernet module.
4. Type the IP address of the Galaxy Panel. This field is mandatory.

5. Under Panel Defaults, select the frequency at which the Galaxy panel is
polled to know the status of the panel. The available polling options are:

a. Default Polling: Select this option to poll continuously at the interval of
2 seconds.

b. Poll Once: Select this option to poll only once after the Communication
server is started.

c. Polling Interval: Select this option to set the interval for polling. If you
select this option, specify the interval in seconds for polling.

6. Click Next to configure the Galaxy port. The Port Configuration dialog box
appears.
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Port Configuration =
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Note: When you click the text box, the corresponding help is displayed on the
right of the dialog box.

@

7. In the Galaxy Gold Port Number box, type the TCP IP port number used by
the Galaxy Gold User Interface in WIN-PAK. By default, it is set to 10001. If
you change the port number, the configuration of the Galaxy Gold UI must be
changed accordingly.

8. In the Alarm Report: Primary IP Port Number box, type the TCP IP port
number used by the Galaxy Gold Ul for reporting alarms in WIN-PAK. By
default, it is set to 10002.

9. In the Control Command Port Number box, type the TCP port used for
Control Commands. By default, it is set to 10005.

10.In the Remote PIN box, type a PIN number to remotely access the Galaxy
panel. The default PIN number for the panel is 543210.

11.In the Connection Password box, type the password to connect WIN-PAK to
Galaxy panel. The connection password is configured in the Galaxy Gold UI.

12.Select or clear the Encryption check box to enable encryption of password
when an alarm is sent to WIN-PAK from the Galaxy panel.

13.Under ADYV, click Add to create an ADV for the Ethernet module (E080) of
Galaxy.

Refer to the “Configuring an Abstract Device” section in this chapter for more
details on ADV configuration.

14.Click Next to advance to the Finish dialog box.

15.Click Next to configure the Ethernet module for Galaxy. The Ethernet module
(E080) for Galaxy panel is configured.

Refer to the “Adding a Galaxy Panel” section in this chapter for configuring the
galaxy panel.
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Vista Panel Port (Home Automation Mode)

The Vista panel helps you to monitor and track intrusion happening at different zones
in the access control system. Zones are areas monitored by a device in the vista panel.
The Vista panel is configured separately and then it is added in WIN-PAK with its
configuration settings.

WIN-PAK communicates with the Vista panel through the Vista Panel Port.
Therefore, you must configure the Vista Panel Port in the communication server to
add the Vista panel in WIN-PAK.

- Note: The virtual keypad is provided in WIN-PAK that enables you to work in the
2/\ Vista panel.You need to have a master code to operate on the virtual keypad.

Adding a Vista Panel Port
To add a vista panel port:
1. Choose Configuration > Device > Device Map. The Device window appears.

2. Right-click the communication server and choose Add > Vista Panel Port
(Home Automation Mode). The Vista Port Configuration - Basic
Information dialog box appears.

Yista Port Configuration - Basic Information =
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3. Type a Name and Description for the Vista panel port.

4. Set the Loop Verification Interval (Sec) in seconds to verify the connection
between WIN-PAK and the Vista panel.

5. Create an ADV for the Vista Port. Click Add under ADYV, set the ADV
properties and click OK.

Refer to the “Configuring an Abstract Device” section in this chapter for more
details on ADV configuration.
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6. Click Next to configure the Vista port. The Vista Port Configuration - Port
Settings dialog box appears.

7. Select the Port for communication. You can select the TCP/IP Connection, if
you use the Micro Cobox converter for converting RS-232 to TCP/IP.

Yista Port Configuration - Pork Settings ﬂ

A0y

Fart:
TCPYF Connection |

Edit

Bits/Second : m o
Data Bits : m
o
Stop Bits : m
Master/|lzer Code: If‘—.—
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I

Delete
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e
=
=
=

< Back I Mest » I Cancel | Help |

Note: When you click the text box, the corresponding help is displayed on the
right of the dialog box.

W

8. Type the Master/User Code of the Vista panel. This enables you to operate on
the Vista panel in WIN-PAK.

9. Type the Installer Code of the Vista panel. This enables you to change the
Vista panel settings in WIN-PAK.

10.1f you select the TCP/IP Connection, type the IP-Address or Node Name of
the Micro Cobox converter.

Refer to the “Configuring an Abstract Device” section in this chapter for more
details on ADV configuration.

11.Click Next to advance to the Finish dialog box.

12.Click Next to configure the vista panel port. The Vista Panel Port for vista
panel is configured.

Refer to the “Adding a Vista Panel” section in this chapter for configuring the galaxy
panel.
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Panel Configuration

The panel configuration is required in setting up your access control system.
Configuring panels include:

+ Setting up card formats
* Configuring different types of readers and keypads

» Configuring input and output points with numerous options.

As the number of options to set up the panel is too high, adding panels to a large
system can be a time consuming job. To reduce the time effort:

* Define a panel and make a copy of it to create panels

* Define templates for action groups and use it to define ADVs of the same
action type

* Copy an action group and edit. This enables you to create a variety of action
groups quickly.

Panels are configured in WIN-PAK by adding them to the Device Map.

Adding an N-1000/PW-2000 Panel
A N-1000 or PW-2000 panel can be added to C-100 and 485/PCI panel loops.
To add an N-1000/PW-2000 panel:
1. Choose Configuration > Device > Device Map. The Device window appears.

2. Expand the Devices folder and the communication server folder.

Device M=]E3

=] Devices 1=

------ ﬁ) Cramand File Server

EIQ Communication Server
@ 4854CKMACK. Modem Pool
-5 485PCILoop

Add Mew N-1000/P-2000 Panel
Add New NS2+ Panel

-a@ ModemPoolF
----- O PSeriesLoop | Configure
-a@ San Francisc

Isolate

m Switcher Delete
m Fuszion DWVE
Guard Tour Server J
-8 MutiRU
{E) Schedule Server LI

3. Right click the 485/PCI Loop or C-100 Loop and select Add New
N-1000/PW-2000 Panel. The Panel Configuration - Basic dialog box
appears.
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Panel Configuration - Basic
Mame AD¥
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4. Type a unique Name for the panel. This field is mandatory.
5. Type a Description for the panel.

Type :
N-1000/Pw-2000 |

N-1000/F*/-2000
W-1000-/Phw-2000-
H-1000-3/F-2000-3

N-1000-4/Pw-2000-4
N-1000-4/FPw-2000-4

6. Select the type of panel in the Type list. The number suffixed in the panel type
indicates the number of readers, inputs, or outputs that can be connected to a
panel.

Firmnware Yersion :

8.0z |

an2
2.03

8.05
8.06
8.07 or later

7. Select the firmware version number of your panel in the Firmware Version
list.

Note: This refers to the version of firmware of the PROM chip in your
PW-2000 panel. The default is 8.2. Different panel options are available,
depending on the selected firmware version.

@

8. Select the Status of the panel.

* Active - The panel is configured and currently connected to the
WIN-PAK system.
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* Inactive - The panel is configured but temporarily disconnected for
maintenance purpose. When you add or delete a card to an inactive
panel, the card details are simply saved.

* Not Present - To define the panel before completing the panel
installation. If the panel is marked as Not Present, no card transactions are
saved.

9. Enter the unique Address for the panel from 1 through 31. The address
corresponds to the DIP Switches setting on the panel.

Consult the NS2+ installation manual for further information.

10.Click Add under ADV and set the ADV properties to create an ADV for the
panel.

Refer to the “Configuring an Abstract Device” section in this chapter for more
details on ADV configuration.

11.Click Next to specify the Card Format. The Panel Configuration - Card
Format dialog box appears.

Setting the card format for the panel

1. In the Panel Configuration - Card Format dialog box, select the card format
type as ABA or WIEGEND. The card formats are displayed, based on the
selected card format type.

—ADY
@ |[F=1 [M1234567839101112 it |
;f\ﬁEGAND |F|M123455?8910111213141515 Edf |

< IFI [zalate |
Inverse Card Farmats : [elete
[CIFomat 1 [F=t [ [25 [ [5 [T [o][1 [61/[62 [63 62 _Def. | I=| Shiaw
[CIFermat 2 [F=r T2 [z=2["[s][o[ofo/[et [e2 [e3ee| _Def |
[CIFermat 3 [F=r I3 [3« [ [s[ o[t [e7 [e2 [e3ea| _Def |
Fomst s o o T
Fomats o
Fomats o
Fomat 7 o
Fomsts i

< Back I Mext » I Cancel | Help |

2. Ifyou select ABA, select one of the following card formats:

* 12-digit card format
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* 16-digit card format
* User-defined card format and type the format value.

3. Ifyou select WIEGAND, Honeywell recommends you to retain the default
card format values.

Note: Default formats for slots 1, 2, and 3 are CR-1 Wiegand Card Swipe
Reader, NR-1 Magstripe Swipe Reader, and PR-2 Hughes/IDI Proximity
Reader. You can edit the default card format values and in addition, you can
enter the card formats for other WIEGAND card format.

@

4. Click Next to assign time zones and holiday group to this panel. The Panel
Configuration - Time Zones dialog box appears.

Assigning time zones and holiday group to a panel

1. In the Panel Configuration - Time Zones dialog box, select the time zones
from the Available Time Zone list and click %]. The time zones are moved to
the Selected Time Zone list. For multiple selections, use the SHIFT and

CTRL keys.
x
Ay
Available Time Zone | Diescription | Mo. Slats | hdd
:D Always On Thiz Timezone is always on 1
&) 4:00pm-12:00am M-F 4:00pm-12:00am Monday-Friday (excl.. 1 Edit |
:D 12:00am-8:00am M-F 12:00am-8:00am Monday-Friday [excl... 1 solate |
:D E:00am-7:00pm « 7 days E:00am-7:00pm 7 days per week (incl... 1
Delete
[~ Show
*| 2|
Slot | Selected Time Zone | Diescription | Mo. Slats |
1 8:00am-5:00pm M-F 8:00am-5:00pm Monday-Friday [ex.. 1
2 Regular 8.00 Ak to 5.00 P 2
3 Elob Sample by Sasi 2
4 MeverOn This Timezone is never on 1
Holiday Group :
Maone j
< Back | Mext » | Cancel | Help |

Tip: If you want to remove a time zone from the Selected Time Zone list, select
the time zone and click #].

Only the time zones that are listed in Selected Time Zone are available for readers,
input points and output points of this panel.

2. Select the holiday group in the Holiday Group list.
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3. Click Next to set the panel options. The Panel Configuration - Options
dialog box appears.

Setting the panel options

You can set certain panel options such as anti-passback, groups, key pads for
providing access for the readers, input points, and output points attached to the panel.

* Anti-passback

Anti-Passback discourages card holders to enter without using their cards.
Anti-passback violation occurs at the following scenarios:

a. If you have entered the building without using the card and exited from
the building using your card. And then, if you try to enter the building
the access is denied.

b. If you have entered the building using the card and exited from the
building without using the card. And then, if you try to enter the
building the access is denied.

Notes:

@

Anti-passback requires a reader on each side of the door. If
anti-passback is selected for a panel in the Options tab, the
anti-passback is locally implemented.

* In the two readers panels such as PW-2000-1I and PW-2000-III, the
reader 1 is used as in-reader and reader 2 is used as out-reader.

* In the four readers panels such as PW-2000-1V (X), the readers 1 and 3
are used as in-readers and the readers 2 and 4 are used as out-readers.

*  Groups

Output groups enable a card read to activate more than one output points for the
applications such as elevator control. For example, when Reader 1 is associated to
a group, a valid card read on Reader 1 pulses all points in the group. Groups must
be selected to access the AEP-3 in Hardware Options.

* Forgiveness

Anti-passback violation can be forgiven by selecting the Forgiveness option. When
this option is selected, all cards are reset during midnight. Therefore, the cardholders
who have violated the anti-passback option can now access their cards to enter the
building.

Note: If the anti-passback option is not selected, WIN-PAK defaults to a free
egress configuration. In this case, the door can be activated by a button, motion
detector, or other devices. For example, with an PW-2000-11 panel, card reader
1 activates one door, and card reader 2 activates a different door. Inputs 3 and 4
are reserved for the exit devices for these two doors which release locks just
like a valid card read.

@
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* Keypads

Indicates that the panel is using matrix style (11-wire) keypads. If Wiegand style
(5-wire) keypads are used, the keypad is treated as a reader and this option must be
cleared.

¢ PIN and Time Zone for PIN

The PIN number must be entered in the keypad during a particular time zone, before
presenting a card to gain access in an entrance.

¢ Continuous Card Reads

Card readers do not recognize valid cards while the corresponding output is
energized. Continuous Card Reads enables card readers to read cards continuously,
independent of output pulse time.

Example: When Output 1 is assigned a 10 second pulse time, a valid card read at
Reader 1 causes Output 1 to energize for 10 seconds. During this time the card
reader does not recognize any other valid cards, if the Continuous Card Reads option
is not selected.

¢« Reverse Read LEDs

This option reverses the standard LED operation of the reader. If this option is
selected, a reader that normally changes from green to red on a valid card read,
changes from red to green.

¢ Host Grant

Host Grant option provides the fault tolerance even if the card is not found in the
panel. Host Grant options are used when, for example, a number of cards have been
entered in the database, but have not yet been downloaded to the panel.

e Site Codes

Site codes ensure that the card belongs to the facility where the card is used for
gaining access. The site code is encoded with a card number on cards.

* Hardware Options

Hardware Options enable you to include additional input and output points to the
panel using the extendable boards. The available hardware options vary depending
on the type of panel selected. The AEP-5 (supervised input board) and ERB
(Expanded Relay Board) are only used with PW-2000-1I panels.

If the Groups option is selected in this dialog box, you can select one or two AEP-3
Output Expansion Boards. Each board adds eight output relays to a panel.
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To set the panel options:

1.

@
(@)

In the Panel Configuration - Options dialog box, select the Anti-passback
check box to ensure that the card holders present the cards while entering and
exiting a building.

Panel Configuration - Options =

—aDY

Site Codes :
™| Foraiveness Slot | Site Code -

Edit

i

[T Groups | &llireaders use the 2 0 lzolate
ZaMme group 3 1] = -

4 1] Delete

B a
™ Keypads = FIN - o _ILI [~ Show
Time Zone for PIM : 1 »

Hardh Options :
¥ Cortiruous Card Reads 5;:‘:‘[: [SD |0ns. i ]
-5 [Supervized Inputs

V' Reverse Read LEDs [JERE  (Additional Outputs]
¥ | Split Time Zane
Command File :
INone j Advanced.. |
Initialization Command :
[EMZ0
Host Grant :
IDpen Door and Update Panel j

< Back I Mest » I

Cancel | Help |

Select the Groups check box to create output relay groups.

Select the All readers use the same group check box to pulse the group when
a valid card is presented on any reader to pulse the group.

Select the Keypads check box if matrix style (11-wire) keypads are used in the
panel. If you are using Wiegand style (5-wire) keypads, the keypad is treated
as a reader and this option must be cleared.

Select the PIN check box, if a keycode must be entered before presenting a
card to gain access.

Note: Do not select this check box if the door is using keypads without readers.

. Select a time zone in the Time Zone list during which a PIN is required for

card access.

Select the Continuous Card Reads check box to enable card readers to read
cards continuously, independent of output pulse time.

. Select the Reverse Read LEDs check box to reverse the standard LED

operation of the reader. If this check box is selected, a reader that normally
changes from green to red on a valid card read, changes from red to green.

. In the Command File list, select a command file that is applicable to a panel.
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10.Select the following Host Grant options to grant the permission for the card
holders, even if the card is not found in the panel:

» Disable - Denies access to the card holders whose card details are not
present in the panel.

* Open Door - Enables the door to open, even if the card is not found in
the panel.

* Open Door and Update Panel - Enables the door to open and also to
download the card details to the panel. Therefore, the panel is updated.

11.Enter a Site Code to ensure that cards belong to the facility where access is
attempted. You can enter up to eight site codes.

Tip: To enter a site code, double-click any cell in the table, type the site code
and press ENTER. If no site code is defined, the reader does not check for site
codes to enable card access.

Note: When the card formats for the panel is ABA card formats, site codes
cannot be entered.

@

12.Under Hardware Options, select the required hardware expandable boards
check boxes for including the additional input or output points.

Note: If the Groups option is selected in this dialog box, you can select one or
two AEP-3 Output Expansion Boards. Each board adds eight output relays to a
panel.

@

13.To configure the Advanced options:
a. Click Advanced. The Panel Configuration - Advanced Options
dialog box appears.

Panel Configuration - Advanced Options x|

Advanced Options :

Ok I
[Wiultiple Interlock Protection
[CIFFFR [Fower Fail Reroute) Cancel |
[10L [16 bit card number plus sitecode]

1L option

Initialization Command :
|vYBMAKPGZO

Mumber of Cards [U Option]
ID

Outputs for duress [OD Option] :
o o o o

b. Select the Multiple Interlock Protection (MIP) check box to return all
input points tied to a single output to a normal state before the output is
de-energized. Without MIP, just one input returning to the normal state
de-energizes the output. This is available with all the PW-2000 series
panels.

c. Select the PFR (Power Fail Reroute) check box to allow Input 8
(Primary Power) to be re-routed to Input 9 (Primary Power—System
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1.

Alarm), freeing up Input 8 on the AEP-5 to be used as a
standard/supervised input point. This is available only with the
PW-2000-I1I using AEP-5.

Select the OL (16 bit card number plus site code) check box to create
WIEGAND card numbers by concatenating the site code and the card
numbers. The result is transmitted as a 12-digit number. This is
available with all PW-2000 series panels. Do not add site codes to the
panel with this option.

. Select the OJ (20 bit card number plus site code) check box to set the

format for 20-bit card numbers. This is only available with firmware
8.03 version or later. The first 12 bits are interpreted as the site code and
the last 8 as the card number. The card number is sent to the head end
software as a 12-digit number.

Select the OH (25-bit card number plus site code) check box to enable
special card format applications. This is available for use with firmware
later than 8.03.

Note: The OJ, OL or OH option cannot be used at the same time.

Select the U Option check box to change the number of cards the panel
can support. This option is available only for PW-2000 panel series. It
enables the user to change the number of cards the panel supports.
Selecting more cards reduces the number of buffers available to store
events when the panel is not on-line with the computer or when heavy
traffic prevents immediate transmission of all events.

Select the OD (Duress Option) check box to activate the pulse action
for the output defined in the Outputs for Duress, when the PIN is used
one value low or high in case of emergencies like threatening. When
configured with firmware later than 8.03, two outputs can be selected.
This is only available with the PW-2000 with firmware 8.03 version.

In the Initialization Command box the command string that is sent to
the panel at initialization is displayed.

In the Number of cards for U option box, enter the number of cards for
the panel. This option is enabled only if the U option is selected.

In the Qutputs for duress (OD Option) box, enter the value for
Outputs for duress. This option is enabled only if the OD option is
selected.

Click OK to configure the advanced options.

Note: The Advanced Options are available depending on the PW-2000 series
panel and the version of firmware that is used.

14.Click Next to configure the Input points to the panel.
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Configuring input points to the panel
To configure input points to the panel:

1. In the Panel Configuration - Inputs dialog box, select an input point check
box under Name. The other settings in the dialog box are available only for the
selected input point.

Panel Configuration - Inputs =

A0y

Edit

il

3-MoaDY
4 - Mo ADY lsolate
[15- Mo ADV =l
Time Zone : Delste
N -
I one J I™ | Supervised " Show
* Sec  Min  Hr S il D
Shunt Time : |15 ﬂ & Nomally Closed
Debounce Time : ID ﬂ Sec
[ Interlocking ] &0 5 Report &larms :
Faint : j C Never

! Traubl
Alarm Action : lﬁ i+ Al[\:o\l:y:
Marmal Action : lﬁ

< Back I Mest » I Cancel Help

Notes:

@

*  WIN-PAK sets some input points as active and may assign them an
interlock value. These default settings vary depending on the type of
panel.

* The settings of these input points can be changed, but you cannot make
it inactive if it is interlocked with an output point.

2. Click Add under ADYV, set the ADV properties and click OK to define an
ADV for each input point.

3. Select a Time Zone during which an input point must be deactivated.

4. Select Sec, Min or Hr and change the Shunt Time. Shunt time is the
maximum time allowed for the door to close after it has been unlocked. If the
time taken to close the door exceeds the shunt time, an alarm is raised.

5. Enter the Debounce Time in seconds. Debounce time is the maximum time
allowed for the door to close after the shunt time is exceeded. If the time taken
to close the door exceeds the debounce time, an alarm is raised. This debounce
time is meant for the doors that swing often due to wind.
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For example, consider the following scenarios:

Table 11-1 Explaining Shunt Time and Debounce Time

Scenario Shunt Time Debounce Time Alarm raised at...
1 15 sec 0 sec 16th sec
2 15 sec 10 sec 25th sec

. Enter the time interval after which the changed state of an input point is

reported.

Example: An input point with a debounce time of 5 can be in active condition for
five seconds before it is reported as an alarm. The same is true when returning to
normal condition. The input point would not report as normal until it was in the
normal state for five seconds.

Note: If the value is set to zero, the debounce time is a minimum of .33 seconds
on events going to normal, but alarms are reported immediately. The debounce
time is 0 seconds on alarm.

. Select the Supervised check box to report the troubles when there is a change

in the state of input points.

. Select Normally Closed or Normally Opened to specify the normal state of

the door.

Note: All N-1000/PW-2000 alarm input points and N-1000/PW-2000 with an
AEP-5 default to Normally Closed. N-1000/PW-2000-11I/IV inputs can be
configured for Normally Open circuits and 3-state supervised circuits.

. Under Report Alarms, select the following:

* Never: To prevent from reporting the alarms.
* Always: To report alarms.

* Trouble: To report the trouble conditions. This is typically used for
egress devices to detect tampering. This option is enabled only for
supervised input point.

10.Set the Interlocking option for the input point.

Refer to the “Interlocking” section in this chapter for more details on interlocking,.

11.Click Next to configure the output points to the panel. The Panel

Configuration - Qutputs dialog box appears.
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Configuring output points to the panel
To configure output points to the panel:

1. Inthe Panel Configuration - Qutputs dialog box, select an output point check
box under Name. The other settings in the dialog box are applicable only for
the selected output point.

Panel Configuration - Dutputs x|

A0y

sl

E dit

Isolate

i

Delete

Time Zone :

il
o
=
2
=

INone j

@ Sec CiMin O Hr

Pulze Time : I‘IE‘ ﬂ

¥ Interlocking | co O
Pairtt : I‘I-Ioop-ln‘l j
On Action : lm
Off Action: [Nobotion =]

< Back I Mext » I Cancel Help

Notes:

@

*  WIN-PAK sets some output points as active and may assign them an
interlock value. These default settings vary depending on the type of
panel.

» The settings of these output points can be changed, but you cannot make
it inactive if it is interlocked with an input point.

2. Click Add under ADY, set the ADV properties and click OK, define an ADV
for each output point.

Note: In the ADV definition, three actions are listed for an output point:
Energized, De-Energized, and Trouble. In an output point, Trouble means that
WIN-PAK cannot determine if the output is energized or de-energized.

@

3. Select a Time Zone during which the output point must be turned on.

4. Select Sec, Min, or Hrs and enter the Pulse Time to set the period during
which the output point must be energized when triggered.

5. Set the Interlocking for the output point.

Refer to the “Interlocking” section in this chapter for more details on interlocking.
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@

Click Next to set the group properties. The Panel Configuration - Group
dialog box appears.

Note: This dialog box appears only if you have opted for Group option in the
Panel Configuration - Options dialog box.

Configuring groups to the panel

A group is one or more active output points that are grouped together. Output relay
groups enable a card read to activate more than one output relay for applications such
as elevator control. As many as 32 groups can be defined per panel.

To define an output group:

1.

In the Panel Configuration - Groups dialog box, select a group under Name.
The output points belonging to the selected groups are listed in Available
Outputs.

Panel Configuration - Groups x|
Mame : Available Outputs Ay
- loop - Grp 1 Out 2 Add
Out 3
Out13 Edit
Out 14

i

Isolate

Delete

il
o
=
2
=

Move To 'Selected' |

SelectAl | DeSelectl |

Selected Outputs
@ Sec C Min O Hr Ot 1

Fulse Time : ID j
¥ Interlocking ] 0 G
F'oint:l 1-loop-In1 j

On Action : lm
Off Action : INo Action 'l Move To ‘Available! |

SelectAl | DeSelectal |

< Back I Mext » I Cancel | Help |

Select the output points under Available Groups and click Move to
“Selected”. Alternatively, click Select All to select all outputs points. The
output points are moved under the Selected Outputs list.

Select a Time Zone during which the output group must be turned on.

Select the required time unit for the pulse time and then set the Pulse Time for
the output group to stay energized when it is triggered.

. Set the interlocking for the output group.

Refer to the “Interlocking” section in this chapter for more details on interlocking.
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6. Define ADV for each group. Click Add under ADYV, set the ADV properties
and click OK.

Refer to the “Configuring an Abstract Device” section in this chapter for more
details on ADV configuration.

7. Click Next to configure readers to the panel. The Panel Configuration -
Readers dialog box appears.

Configuring a reader to the panel

The number of readers available for the panel depends on the type of panel being
configured. The WIN-PAK system automatically adds readers to the panel. By default,
all available readers are active and are defined as doors. If the anti-passback option is
not set, the readers are set for a free egress configuration.

In addition, you can associate galaxy groups or vista partitions to the reader and the
input point. After the association you can set/unset galaxy groups or arm/disarm vista
partitions using the privileged card. Present the privileged card to the reader and press
the input button to unset the galaxy groups or disarm the vista partitions. However,

present the privileged card to the reader to set the galaxy groups or arm the vista
partitions.

To define a reader:

1. In the Panel Configuration - Readers dialog box, select a reader from the list
to view its settings. The panel configuration is depicted on the lower-half of

the dialog box.
x
Ay
A
I=| Enatile PIN
Edit |
Isolate |
Delet
Groups/Partitions kit
“ista Parel - Partiton 1 Input ta Setdfmm Grps/Partitions ] G
Wista Panel - Partition 2 IIn 12 j
ilTolpEPatE|  Delete
HTH? # Grps/Partitions
¥ | Dioor ™ Free Egress Input shunts Status Input / Shunt Device
Reader 1 __ Pulse-MoAction Direct Paint:
Out 1
X 9 Pulze Time 10 zec
Free Egress Input :
m
Fallows - Mo Action
Statuz [nput / Shunt Device :
In1
Shunt Time 15 sec
< Back Mext » Cancel Help
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2.

3.

4

5
e

6
e

7

Note: The Direct Point (the point that is pulsed on a valid card read), Pulse
Time, Status Input and Shunt Time, and Free Egress Input are displayed.

Select a reader from the Reader list.

To detach a reader from the door, clear the Door check box. For example, a
reader used in the muster area can be used without a door.

. Click Add under ADV and set the ADV properties to create an ADV for the

reader.

Caution: Once a reader is added to the device map, you cannot attach the reader
to a door or detach it from the door. Therefore, confirm the reader’s usage,
before adding it to the device map.

If a reader is not attached to a door, it remains as a reader without any door
properties.

If a reader is attached to a door, the graphical form depicts the way the door is
configured.

. To associate galaxy groups or vista partitions to this reader, click

Groups/Partitions and select the groups from the list.

Note: To dissociate the galaxy group or vista partition from the reader, select
the galaxy group or vista partition and click Delete Grps/Partitions.

. To associate galaxy groups or vista partitions to the input point, select the input

point from the Input to Set/Arm Galaxy Grps/Partitions list.

Note: Only the input points that are configured in this panel and not interlocked
are listed in the Input to Set/Arm Galaxy Grps/Partitions list.

. To change the input point used as a free egress input:

a. Click Free Egress in the graphical form. The Configure Free Egress
dialog box appears.

Configure Free Egress x|
LOIN I @i @

Egress Input: {In 3 i

@ Sec O Min ) Hr

Shunt Time: : ID ﬂ
Debounce Time : ID ﬂ Sec

Set Defaults | ()8 I Cancel |

b. Select the Egress Input from the list.

c. Select Sec, Min or Hr and change the Shunt Time. Shunt time is the
maximum time allowed for the door to close after it has been unlocked.
If the time taken to close the door exceeds the shunt time, an alarm is
raised.

d. Enter the Debounce Time in seconds. Debounce time is the maximum
time allowed for the door to close after the shunt time is exceeded. If the
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time taken to close the door exceeds the debounce time, an alarm is
raised. This debounce time is meant for the doors that swing often due
to wind. See Table 11-1 for examples.

e. Click OK to save the settings or click Set Defaults to retain the default
settings.

8. To change the output pulsed on a valid card read:

a. Click Direct Point in the graphical form. The Configure Direct Point
dialog box appears.

Configure Direct Point x|
Cl &0 Ch

Direct Paint : lﬁ

@ Sec O Min ) Hr

Fulse Time : I‘ID ﬂ

Set Defaults | ()8 I Cancel |

b. Select I, O or G to indicate Input Point, Output Point, or Group. The
corresponding points are enabled in Direct Point.

c. Select the Direct Point from the list.
d. Select Sec, Min or Hr and change the Pulse Time.

e. Click OK to save the settings or click Set Defaults to retain the default
settings.

The changes to the pulse time are automatically reflected in the appropriate input,
output, or group.

9. Select the Free Egress Input shunts Status Input / Shunt Device check box
to follow no action on the direct point when a Free Egress Input is activated.

10.To trigger an action in another input, output or group as a series action of direct
point:

a. Click Status Input / Shunt Device in the graphical form. The
Configure Status Input / Shunt Device dialog box appears.

Configure Status Input / Shunt Device x|
@] o0 Ch
Statuz Input / Shunt Device : |1n 1 =~

@& Sec O MinC H

Shunt Time : |15 =
Debounce Time : ID ﬂ Sec

Set Defaults | ()8 I Cancel |

b. Select I, O or G to indicate Input Point, Output Point, or Group. The
corresponding points are enabled in Status Input / Shunt Device.

c. Select the Status Input / Shunt Device from the list.
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. Select the unit of time as Sec, Min or Hr and change the Shunt Time.

Shunt time 1s the maximum time allowed for the door to close after it
has been unlocked. If the time taken to close the door exceeds the shunt
time, an alarm is raised.

. Enter the Debounce Time in seconds. Debounce time is the maximum

time allowed for the door to close after the shunt time is exceeded. If the
time taken to close the door exceeds the debounce time, an alarm is
raised. The debounce time is meant for the doors that swing often due to
the wind. See Table 11-1 for examples.

. Click OK to save the settings or click Set Defaults to retain the default

settings.

11.Click OK to save the panel configuration.

Adding a NS2+ Panel

A NS2+ panel can be added to an RS-232 (single panel) and 485/PCI panel loops.

To add a NS2+ panel:

1. Choose Configuration > Device > Device Map. The Device window appears.

2. Expand the Devices folder and the communication server folder.

3. Right click the RS-232 Loop or 485/PCI Loop and select Add New NS2+
Panel. The Panel Configuration - Basic dialog box appears.

Panel Configuration - Basic

Mame :
JNS2+ Panel]

Description :

Type :

A0y
Add

Edit

|zalate

[

Delete

e =l

Firmweare Wersion : I~ | Shaw
I‘I.D or later j

Status :

IActive j

Address :

4

< Back I Mext » I Cancel | Help |

4. Type a unique Name for the panel. This field is mandatory.
5. Type a Description for the NS2+ panel.
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6. Select the type of panel in the Type list. The only available type is NS2+.

7. Select the firmware version number of your panel in the Firmware Version
list. This refers to the version of firmware of the PROM chip in your NS2
panel. The default is 1.0 or later.

8. Select the Status of the panel:

» Active - If the panel is configured and presently connected to the
WIN-PAK system.

* Inactive - If the panel is configured but temporarily disconnected for
maintenance purpose. When you add or delete a card to an inactive
panel, the card details are simply saved.

* Not Present - If you want to configure the panel in WIN-PAK before
completing the panel installation. If the panel is marked Not Present, no
transactions are saved.

9. Enter a unique panel Address. The address corresponds to the DIP Switches
setting on the panel and ranges from 1 through 31.

Consult the NS2+ installation manual for further information.

10.Click Add under ADV and set the ADV properties to create an ADV for the
panel.

Refer to the “Configuring an Abstract Device” section in this chapter for more
details on ADV configuration.

11.Click Next to set the Card Format. The Panel-Configuration - Card Format
dialog box appears.

Setting the card format for the panel

WIEGEND is the only card format type available for NS2+ panels. It supports 32 card
formats to be used.

1. In the Panel-Configuration - Card Format dialog box set the WIEGEND
card format values.

Honeywell recommends you to retain the default card format values.
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Panel Configuration - Card Format

A0y

Edit

I

|zolate

@

Inwerse Card Formats ; Delete
Fomal ! =0 3 0 0 e O R
DFD[matz ............................................ lﬁﬁlﬁrﬁﬁﬁﬁmlﬁlﬁm o
[IFarmat 3 Iﬁﬁml—ﬁﬁlﬁﬁlﬁlﬁlﬁm _IDef_
[ 1Format 4 I?ITI_I—I—I—I—I—I—I—I_I_ —
[IFarmat 5 I?I?I_I—I—I—I—I—I—I—I—I_ _I
[IFarmat & I?ITI_I—I—I—I—I—I—I—I—I_
[IFarmat 7 I?ITI_I—I—I—I—I—I—I—I—I_
[|Farmat & I?ITI_I—I—I—I—I—I—I—I_I_
Fr |
< Back IWI Carcsl Help
ReaderfCard Format

CR-1 Wiegand Card Swipe/f26 bit-generic

_F=pn_fsn_26_%_1_D_1_B1_BZ_PB3_B4

MR-1 Magstripe Swipe, NR5/32 bit

_F=pn_fsn_32_S_@_D_@_B1_B2_B3_Bd4

HIDf34 bit

_F=pn_fsn_34_%_1_D_1_B1_BZ_PB3_B4

CI-1 Wiegand Card Insertf26 bit

_F=pn_fsn_26_1_1_D_1_B1_BZ_PB3_B4

PR-1-280 Cotag Proximity /32 bit

_F=pn_fsn_32_S_@_D_@_B1_B2_B3_Bd4

HG-1 Hand Geometry /32 bit

_F=pn_fsn_32_S_@_D_@_B1_B2_B3_Bd4

5 Conductor Keypadf32 bit

_F=pn_fsn_32_S_@_D_@_B1_B2_B3_Bd4

Dorado Magstripe Cardsf34 bit

_F=pn_fsn_34_5_1_D_@_B1_BZ_B3_B4

Sielox Wiegand Cardsf34 bit

_F=pn_fsn_34_%_1_D_1_B1_BZ_PB3_B4

Sielox Proximity Cards/32 bit

_F=pn_fsn_32_S_@_D_@_B1_B2_B3_Bd4

Wwhere pn = panel address number and fsn = format slot number,

Note: Default formats for slots 1, 2, and 3 are CR-1 Wiegand Card Swipe

Reader, NR-1 Magstripe Swipe Reader, and PR-2 Hughes/IDI Proximity
Reader. You can edit the default card format values and also you can enter the

card formats for other WIEGAND card format.

2. Click Next to assign time zones and holiday group to this panel. The Panel

Configuration - Time Zones dialog box appears.

Assigning time zones and holiday group to a panel

1. In the Panel Configuration - Time Zones dialog box, select the time zones
from the Available Time Zone list and click #]. The time zones are moved to
the Selected Time Zone list. For multiple selections use the SHIFT and CTRL

keys.
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2 Regular 8.00 Ak to 5.00 P 2
3 Elob Sample by Sasi 2
Holiday Group :
Maone j

< Back I Mest » I Cancel | Help |

Tip: If you want to remove a time zone from the Selected Time Zone list,
select the time zone and click 2.

The time zones that are listed in Selected Time Zone are available for readers, inputs
and outputs of this panel.

Note: The NS2+ panel has 63 time zone slots, in a very large system, the
number of time zones might be higher than the number of available slots. In
that case, it would be necessary to select only the time zones that apply to a
given panel. To help you determine the number of slots available, only the
number of slots used is displayed for each time zone.

@

2. If you are using holiday overrides, select the holiday group in the Holiday
Group list.

3. Click Next to set the panel options. The Panel Configuration - Options
dialog box appears.

Setting the panel options
* Global Anti-passback

An Anti-passback violation occurs when a card holder does not access the card at a
reader while entering or exiting a building.

Anti-passback violation occurs at the following two scenarios:

* In-Out-In: If you have entered the building using the card and exited
from the building without using the card. And then, if you try to enter
the building the access is denied.
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*  Out-In-Out: If you have entered the building without using the card
and exited from the building using your card. And then, if you try to
enter the building the access is denied.

Notes:

* Anti-passback requires a reader on each side of the door. If
anti-passback is selected for a panel in a given area, the anti-passback is
globally implemented.

Forgiveness

Anti-passback violation can be forgiven by selecting the Forgiveness option. When
this option is selected, all cards are reset during midnight. Therefore, the cardholders
who have violated the anti-passback option can now access their cards to enter the
building. This option is enabled only if Global Anti-passback is selected.

Note: If the anti-passback option is not selected, WIN-PAK defaults to a free
egress configuration. In this case, the door can be activated by a button, motion
detector, or other devices. For example, with a NS2+ panel, card reader 1
activates one door, and card reader 2 activates a different door. Inputs 3 and 4
are reserved for the exit devices for these two doors which release locks just
like a valid card read.

Keypads

Indicates that the panel is using matrix style (11-wire) keypads. If Wiegand style
(5-wire) keypads are used, the keypad is treated as a reader and this option must be
cleared.

PIN

The PIN number must be entered in the keypad, before presenting a card to gain
access at an entrance. This option is disabled and it is selected when the Keypad
option is selected.

Continuous Card Reads

Card readers do not recognize valid cards while the corresponding output is
energized. Continuous Card Reads allow card readers to read cards continuously,
independent of output pulse time.

Example: When Output 1 is assigned a 10 second pulse time, a valid card read at
Reader 1 causes Output 1 to energize for 10 seconds. During this time the card
reader does not recognize any other valid cards, if the Continuous Card Reads option
is not selected.

Reverse Read LEDs
This option reverses the standard LED operation of the reader. If this option is

selected, a reader that normally changes from green to red on a valid card read
changes from red to green.

Host Grant
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The Host Grant option provides the fault tolerance even if the card is not found in
the panel. Host Grant options are used when, for example, a number of cards have
been entered in the database, but have not yet been downloaded to the panel.

Site Codes

Site codes ensure that the card belongs to the facility where the card is used for
gaining access. The site code is encoded with a card number on cards.

To configure the panel options for the NS2+ panel:

1. In the Panel Configuration - Options dialog box, select the following

options:
x
— ADY
ite Codes
[V Global AntiPassback [~ Forgiveness Slat | Site Code -
Edit |
2 0
5 0 lsolate |
4 1] Delete
5 0
™ Keypads = FIN - o _ILI [~ Show
4 I I 3

¥ Cortiruous Card Reads
¥ Reverse Read LEDs
¥ | Split Time Zane

Command File :

I MHone j Advanced.. |

Initialization Command :
[EMalZo

Host Grant :
IDpen Door and Update Panel j

< Back | Mest » | Cancel | Help |

. Select the Global Anti-passback check box to ensure that the card holders
present the cards while entering and exiting a building. When you select this
option, the anti-passback is globally implemented.

. Select the Forgiveness check box to allow the door to open but to report the
anti-passback violation. This check box is enabled only if Global
Anti-passback is selected.

. Select the Keypads check box if matrix style (11-wire) keypads are used in the
panel. If you are using Wiegand style (5-wire) keypads, the keypad is treated
as a reader and this option must be cleared.

. Select the Continuous Card Reads check box to allow card readers to read
cards continuously, independent of output pulse time.

. Select the Reverse Read LEDs check box to reverse the standard LED
operation of the reader. If this check box is selected, a reader that normally
changes from green to red on a valid card read changes from red to green.
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6. In the Command File list, select a command file that is applicable to a panel.

7. Select the following Host Grant options to grant the permission for the card
holders, even if the card is not found in the panel:

* Disable - Deny access to the card holders whose card details are not
present in the panel.

* Open Door - Enables the door to open, even if the card is not found in
the panel.

* Open Door and Update Panel - Enables the door to open and also to
download the card details to the panel. Therefore, the panel is updated.

8. Enter a Site Code to ensure that cards belong to the facility where access is
attempted. You can enter up to 8 site codes.

Tip: To enter a site code, double-click any cell in the table, type the site code
and press ENTER. You can press the ESC key to cancel the site code entry. If
no site code is defined, the reader does not check for site codes to enable card
access.

Note: When the card formats for the panel is ABA card formats, site codes
cannot be entered.

@

9. To configure the Advanced options,

a. Click Advanced. The Panel Configuration - Advanced Options
dialog box appears.

Panel Configuration - Advanced Options =
Advanced Options : oK I
[witultiple Interlock Pratection
100 Option (Duress] Cancel |

[C10L [16 bit card number plus sitecode]
104 [20 bit card number plus sitecode)
[C10H [25 bit card number plus sitecode]

Initialization Command :
JEMZ0

Outputs for duress [OD Option] :

ol

b. Select the Multiple Interlock Protection (MIP) check box if you want
all input points tied to a single output return to a normal state before the
output is de-energized. Without MIP, just one input returning to the
normal state de-energizes the output.

c. Select the OD (Duress Option) check box to activate the pulse action
for the output defined in the Outputs for Duress, when the PIN is used
one value low or high in case of emergencies like threatening. This
check box is enabled only when the PIN option is selected.

d. Select the OL (16 bit card number plus site code) check box to create
WIEGAND card numbers by concatenating the site code and the card
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numbers. The result is transmitted as a 12-digit number. Do not add site
codes to the panel with this option.

Select the OJ (20 bit card number plus site code) to set the format for
20-bit card numbers. The first 12 bits are interpreted as the site code and
the last 8 as the card number. The card number is sent to the head end
software as a 12-digit number.

Select the OH (25-bit card number plus site code) check box to set the
special card format applications.

Note: The OJ, OL or OH option cannot be used at the same time.

. In the Initialization Command box, the command string that is sent to

the panel at initialization is displayed.

In the Number of cards for U option box, enter the number of cards for
the panel. This option is enabled only if the U option is selected.

In the Outputs for duress (OD Option) box, enter the value for
Outputs for duress. This option is enabled only if the OD option is
selected.

10.Click Next to configure the Input points to the panel.

Configuring input points to the panel

To configure input points to the panel:

1. In the Panel Configuration - Inputs dialog box, select an input point check
box under Name. The other settings in the dialog box are applicable only for

the sel

ected input point.
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Panel Configuration - Inputs =

A0y
sl

E dit

dils

Isolate

Delete

Time Zone :

i
o
=
2
=

m -
I one J I~ Supernyised
@& Sec O Min ¢ Hr " Momally Open

Shunt Time : IU I ﬂ & Nomally Closed

Debounce Time : ID ﬂ Sec
¥ | Irterlocking ] &0 5 Report &larms :
Paint: [ 1- Mo Dy =l * Never
2 Trout
Alarm Action : IPuIse 'l - AI[\:D\IL;}I:
Mormal Action : INoAction 'l

< Back I Mext » I Cancel Help

Note:

*  WIN-PAK sets some input points as active and may assign them an
interlock value. These default settings vary depending on the type of
panel.

* The settings of these input points can be changed, but you cannot make
it inactive if it is interlocked with an output point.

. Click Add under ADYV, set the ADV properties and click OK to define an

ADYV for each input point.
Select the Time Zone during which the input point must be activated.

Select Sec, Min or Hr and change the Shunt Time. Shunt time is the
maximum time allowed for the door to close after it is unlocked. If the time
taken to close the door exceeds the shunt time, an alarm is raised.

Enter the Debounce Time in seconds. Debounce time is the maximum time
allowed for the door to close after the shunt time is exceeded. If the time taken
to close the door exceeds the debounce time, an alarm is raised. This debounce
time is meant for the doors that swing often due to wind.

Note: If the value is set to zero, the debounce time is a minimum of .33 seconds
on events going to normal, but alarms are reported immediately. The debounce
time is 0 seconds on alarm. See Table 11-1 for examples.

Select the Supervised check box to report the troubles when there is a change
in state of input points.

Select Normally Closed or Normally Opened to specify the normal state of
the door.
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8. Under Report Alarms, select one of the following options:
» Never: Never report an alarm on this input point.
* Always: Report an alarm always.

* Trouble: Report only the trouble conditions of the input point. This is
typically used for egress devices to detect tampering. This option is
enabled only if the input point is supervised.

9. Set the Interlocking for the input point.
Refer to the “Interlocking” section in this chapter for more details on interlocking.

10.Click Next to configure the output points to the panel. The Panel
Configuration - Outputs dialog box appears.

Configuring output points to the panel
To configure output points to the panel:

1. Inthe Panel Configuration - Outputs dialog box, select an output point check
box under Name. The other settings in the dialog box are applicable only for
the selected output point.

Panel Configuration - Dutputs =

A0y

$tals|

Edit

i

lsolate

Delete

i
[127)
=
]
=

Time Zone :

INone j

™| First &/ alid|Card Beadtctivates Time Zone
@ Sec O Min O Hr

Fulse Time : I‘ID ﬂ
I¥ Interlacking “1 o0 OG Repart ON/OF
Point : I 4-MNoADY j & Never

On Action : IFollow 'l  Always
Off Action : IND Action 'l

< Back I Mest » I Cancel | Help |

Note: WIN-PAK sets some output points as active and may assign an interlock
value. These default settings vary depending on the type of panel and whether
or not you have chosen the anti-passback option. The settings of these output

points can be changed, but you cannot make it inactive if it is interlocked with

@

an input point.
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2. Define an ADV for each output point. Click Add under ADYV, set the ADV
properties and click OK.

Note: In the ADV definition, three actions are listed for an output point:
Energized, De-Energized, and Trouble. In a output point, Trouble means that
WIN-PAK cannot determine if the output is energized or de-energized.

3. Select a Time Zone during which the output point must be activated.

4. Select the First Valid Read Activates Time Zone check box to activate the
output point only when a valid card is read, though the time zone is set for the
output point. And then at the end of the Time Zone, the output is turned off
automatically.

Note: To enable this option, you must have selected the time zone.

5. Select the time unit for the pulse time, and then select the Pulse Time to set the
maximum time required for the output to be energized when it is triggered.

6. Select the Interlocking check box to interlock the points.

Refer to the “Interlocking” section in this chapter for more details on interlocking.
7. Select the required Report ON/OFF option.

8. Click Next to configure the reader of the panel. The Panel Configuration -
Readers dialog box appears.

Configuring a reader to the panel

The number of readers available for the panel depends on the type of panel being
configured. The WIN-PAK system automatically adds readers to the panel. By default,
all available readers are active and are defined as doors.

If you have not set the anti-passback option, the readers are set for a free egress
configuration. If the anti-passback option is set, the reader settings are changed to
anti-passback settings.

In addition, you can associate galaxy groups or vista partitions to the reader and the
input point. After the association you can set/unset galaxy groups or arm/disarm vista
partitions using the privileged card. Present the privileged card to the reader and press
the input button to unset the galaxy groups or disarm the vista partitions. However,
Present the privileged card to the reader to set the galaxy groups or arm the vista
partitions associated to the reader.

To define a reader:

1. Inthe Panel Configuration - Readers dialog box, select a reader from the list
to view its settings. The dialog box displays the panel configuration in a
graphical form.
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Ay
Reader : Card+FIM Time Zone

g Tt e o | J Add
- "aniel i 485 - 3- Hane ¥
v| 2 - NoaDy ’
° FIN Oy Time Zone Edit |
M -
I e J lsolate |
Delet
Groups/Partitions e
[ Anti-Passhack Vista Panel - Partition 1 Input ta Setdfmm Grps/Partitions ] G
I Yista Panel - Partition 2 Mone j
&lin * ! Hard Galaxy Panel - Group 1 =
 Out " Soft Galay Panel - Group 5 Groups/Partiti | Delete
ong Grpz/Partitions
¥ | Dioor ™ Free Egress Input shunts Status Input / Shunt Device
Reader 1 __ Pulse-MoAction Direct Paint:
Out 1
. K Fulse Time 10 sec
Free Egress Input :
m_

Fallows - Mo Action
Statuz [nput / Shunt Device :

In2
Shunt Time 15 sec

< Back I Mest » I Cancel | Help |

Note: The Direct Point (the point that is pulsed on a valid card read), Pulse
Time, Status Input and Shunt Time, and Free Egress Input are displayed.

@

2. Select a reader from the Reader list.

3. Select the Anti-Passback check box to set the anti-passback and implement it
locally.

4. Select one of the following options to set the reader as IN or OUT and set
anti-passback properties:

Table 11-2 Describing the anti-passback options

Option Description

In The reader is considered as IN-Reader.

The anti-passback violation occurs, when the In-Out-In link is
broken while accessing the readers.

Out The reader is considered as OUT-Reader.

The anti-passback violation occurs, when the Out-In-Out link is
broken while accessing the readers.

Hard When an anti-passback violation occurs, the reader strictly
restricts the access.

Soft When an anti-passback violation occurs, the reader allows the
access but sends a report on anti-passback violation.
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5. Inthe Card+PIN Time Zone, select a time zone for the reader during which
the access is allowed only when both card and PIN number are used.

6. In the PIN Only Time Zone, select a time zone for the reader during which the
access is allowed only by using the PIN number. In this duration, the access is
denied on the reader even for the valid card read.

Note: The Card+PIN Time Zone and PIN Only Time Zone are enabled, only
if you opt for the Keypad option.

@

7. To use the reader without attaching it to a door, clear the Door check box. For
example, a reader used in the muster area can be used without a door.

8. Click Add under ADV and set the ADV properties to create an ADV for the
reader.

Note: Once a reader is added to the device map, you cannot attach the reader to
a door or detach it from the door. Therefore, ensure the reader’s usage, before
adding it to the Device Map.

@

If a reader is not attached to a door, it remains as just a reader without any door
properties.

If a reader is attached to a door, the graphical form depicts the way the door is
configured.

9. To associate galaxy groups or vista partitions to this reader, click
Groups/Partitions and select the groups from the list.

Note: To dissociate the galaxy group or vista partition from the reader, select
the galaxy group or vista partition and click Delete Grps/Partitions.

@

10.To associate galaxy groups to the input point, select the input point from the
Input to Set/Arm Galaxy Grps/Partitions list.

Note: Only the input points that are configured in this panel and not interlocked
are listed in the Input to Set/Arm Galaxy Grps/Partitions list.

@

11.To change the input point used as a free egress input:

a. Click Free Egress in the graphical form. The Configure Free Egress
dialog box appears.

Configure Free Egress x|
LOIN I @i @

Egresz Input: |In 3 b
@& Sec O MinC H

Shunt Time : ID =
Debounce Time : ID ﬂ Sec

Set Defaults | ()8 I Cancel |

b. Select the Egress Input from the list.
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c. Select Sec, Min or Hr and change the Shunt Time. Shunt time is the
duration allowed for the door kept unlocked. If the door remains in the
unlocked state even after the shunt time, the alarm is raised.

d. Enter the Debounce Time in seconds. Debounce time is the duration
allowed after shunt time for the door to remain in the unlock status. If
the door remains in the unlocked state even after the debounce time, the
alarm is raised. This duration is meant for the doors that swing often due
to wind.

e. Click OK to save the settings or click Set Defaults to retain the default
settings.

12.To change the output pulsed on a valid card read:

a. Click Direct Point in the graphical form. The Configure Direct Point
dialog box appears.

Configure Direct Point x|

L Gl B

Direct Paint : I Cut 1 = l

@ Sec O Min ) Hr

Fulse Time : I‘ID ﬂ

Set Defaults | ()8 I Cancel |

b. Select I, or O to indicate Input Point or Output Point. The corresponding
points are enabled in Direct Point.

c. Select the Direct Point from the list.
d. Select Sec, Min or Hr and change the Pulse Time.

e. Click OK to save the settings or click Set Defaults to retain the default
settings.

The changes to the pulse time are automatically reflected in the appropriate input,
output or group.

13.Select the Free Egress Input shunts Status Input / Shunt Device check box
to follow no action on the direct point when a Free Egress Input is activated.

14.To trigger an action in another input or output as a series action of direct point:

a. Click Status Input / Shunt Device in the graphical form. The
Configure Status Input / Shunt Device dialog box appears.
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Configure Status Input / Shunt Device x|

LG S B

Statuz Input / Shunt Device : Iln 1 'l

@ Sec O Min ) Hr

Shunt Time : [15 =
Debounce Time : ID ﬂ Sec

Set Defaults | ()8 I Cancel |

Select I or O to indicate Input Point or Output Point. The corresponding
points are enabled in Status Input / Shunt Device.

Select the Status Input / Shunt Device from the list.

Select Sec, Min or Hr and change the Shunt Time. Shunt time is the
duration allowed for the door to be kept unlocked. If the door remains in
the unlocked state even after the shunt time, the alarm is raised.

Enter the Debounce Time in seconds. Debounce time is the duration
allowed for the door to remain in unlock status after the shunt time. If
the door remains in the unlocked state even after the debounce time, the
alarm is raised. This duration is meant for the doors that swing often due
to wind.

Click OK to save the settings or click Set Defaults to retain the default
settings.

15.Click OK to configure the NS2+ panel.

Interlocking

The interlocking feature enables an input point or output point to take a specified
action based on the change of state of another input point or output point. In an
interlock sequence, an action on one point causes a reaction from a second point.

To enable Interlocking:

1.

In the Panel Configuration dialog box, select the interlocked point (input
point, output point, or group - let it be considered as Component A) under
Name, and then select the Interlocking check box.

Select I, O or G option to indicate Input Point, Output Point, or Group.

Select the interlocking point in the Point list (let it be considered as
Component B). Only input points, output points or groups that have already
been activated, are listed out. If the required point is not listed, go to the
appropriate dialog box and activate the point, then return to this dialog box.

If the interlocked point is an input point,

a.

Select Alarm Action to be taken by Component B when Component A
goes to the Alert state.

Select Normal Action to be taken by Component B when Component A
returns to the normal state.
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5. If the interlocked point is an output point or a group:

a. Select the On Action that has to be taken by Component B when
Component A is on.

b. Select the Off Action that has to be taken by Component B when
Component A is off.

Table 11-3 Describing the available actions for points

Action

Description

Energize

Turns the point on

De-Energize

Turns the point off

Pulse

Energize the point for a set time.

Pulse Off

Turn off a point currently pulsed. When relay is energized, it does
Pulse Off and then return to Energized state. (This is rarely used
and is used in addition to a command file.)

No Action

No change of state

Component A

Output 1, door strike relay

Component B

Input 1, door status switch

Action 1

Follow

Action 2

No Action

Interlocking Examples

Example 1:

Component A: Input 5, motion detector

Component B: Output 3, siren

Action 1: Energize

Action 2: De-energize

When the motion detector is triggered, input 5 goes into active state, output 3
energizes, turning on the siren. When input 5 returns to normal state, output 3
de-energizes, turning off the siren.
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Example 2:

Component A: Input 6, door status switch
Component B: Output 4, bell

Action 1: Pulse

Action 2: No Action

When the door status switch is opened illegally, input 6goes into active state, output 4

pulses based on the pulse time set, The pulse time is set in the Output Point dialog
box.

Adding a P-Series Panel

A P-Series panel is added to a P-Series Loop, a P-Series Modem Pool, or directly to a
Communication Server. A direct connection to the Intelligent Controller enables the
Host PC to communicate directly with the P-Series panel through RS-232 connection
or through TCP/IP on the P-Series panel.

P-Series panel types available in WIN-PAK are PRO-2000 and PW-5000. Eight SIO
Boards can be included in the PRO-2000 panel and 32 SIO Boards can be included in
the PW-5000 panel.

Setting Up a Direct Connection
To set up a direct connection of P-Series panel:
1. Choose Configuration > Device > Device Map. The Device window appears.

2. Expand the Devices folder and right-click the communication server folder

and select Direct P-Series Panel. The Panel Configuration - Basic dialog
box appears.

1|
ADY

Mame

Add
ID\ract P-Seried
Diescription : Edit
I [zalate
Type:
[PR0-z200 =l Delete
IC Address : [~ Show
=
Host Retry Count :
|3 3:
Tirne to |IC Offling :
|15 3: Seconds)

< Back I Mext » I Cancel Help
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3. Type a unique Name for the panel. This field is mandatory.
4. Type the Description of the panel.

5. Select the type of panel in the Type list. The available P-Series panel types are
PRO-2000 and PW-5000.

6. Inthe IC Address, enter a unique address of the Intelligent Controller board. It
must be uniquely defined for each panel.

Refer to the PRO-2200 Intelligent Controller Installation Manual for details.

7. Enter the value for Host Retry Count. The Host Retry Count is the number of
times the Host computer has to send a command packet to the Intelligent
Controller, if the Host computer receives:

* A bad command packet from the Intelligent Controller.

* No response from the Intelligent Controller for the command packet
sent from the Host computer.

Note: Host Retry Count can be set from 2 to 10 (with 3 as the default). A range
of 2 to 4 is recommended for most applications; retry counts above 4 would be
used in extreme circumstances, such as in a “noisy” environment.

@

8. Enter the value for Time to IC Offline. This is the maximum time allowed for
the software to declare the panel as offline, when there is no response from the
Intelligent Controller.

Note: The Time to IC Offline can be set from 10 to 65 seconds (with 15
seconds as the default). A range of 10 to 30 seconds is recommended for most
applications.

9. Click Add under ADV and set the ADV properties to create an ADV for the
P-Series panel.

@

10.Click Next to configure the connection settings.
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Configuring the connection settings

To configure the connection settings of the direct P-Series panel:

1. In the P-Series Configuration - Connection Settings dialog box, select the

Type of connection (Serial RS-232 or TCP/IP) used for connecting the
P-Series directly to the Host computer.

P-Seties Configuration - Connection Settings LI

Part

INU Port - Device Inactive j

Bitz per Second :

I 28400 'l

RTS Mode :

IAIways On b l

IC Reply Timeout :

ISDD 3: mSec

Fall Delay :
|2 33 Sec

TCF/IF Retm Connect Interval

ﬂ Sec

IP Address or Mode Name of the |C:

| [

< Back I Mext» I Cancel | Help |

2. If you select the connection type as Serial RS-232, enter the following:

a. Port: The port in which the panel is connected to the communication

SCrver.

b. Bits per Second: The communication rate for the panel. This field

defaults to 38400, but can be set at 9600 or 19200 as well, depending on the
baud rate set on the Intelligent Controller.

. RTS Mode: The RTS Mode (Request to Send) enables the Host PC to

know that the Intelligent Controller is ready to send information. The RTS
Mode defaults to Always On.

The Toggle RTS Mode applies when there is an RS-485 to RS-232 converter
that requires a handshake. The Toggle option is never used for a direct
connection.

3. Ifanetwork card is installed on the computer and the PRO-Intelligent

@

Controller is configured for a TCP/IP connection, enter the following:

a. IC Reply Timeout: It is the duration the Host computer waits for an

acknowledgment after it has sent an outgoing packet.

Note: If acknowledgment is not received within the specified time, the Host
PC resends the packet. The host retries according to the Host Retry Count
set in the panel. The timeout defaults to 500 mSec but can be set from 200 to
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b.
2

c.

d

1500 mSec. The reasonable setting for network connections is 400 to 600
mSec. The setting is higher for a WAN.

Poll Delay: This enables the system to delay polling to avoid loading
down the network, if there is no activity. The default for the Poll Delay
is 2 seconds, but can range from zero to 5.

Note: No delay is applied, if there is something to be sent from the software,
or if the panel has more to report. For example:

« Outgoing commands posted by the application are not delayed.

« No delay is applied if the panel signals, through a reply, that it has
unreported transactions. Reply headers include a “poll-me” flag.

TCP/IP Retry Connect Interval: This is the time the system waits to
reopen a socket after a connection to the network is lost and the socket is
closed. The system waits for this time and then tries to determine if
there is a device at the other end of the socket. If a device is found, a
new socket is opened. The default for this interval is 15 seconds, but it
can be set from 5 to 30 seconds.

. IP Address or Node Name of the IC: The IP address configured for the

LAN card or the node name of the Intelligent Controller.

4. Click Next to set the system configuration.

Configuring the system settings

To configure the system settings:

1. In the P-Series Configuration - System dialog box, select the standard Time
Zone for setting the time zone for the PRO-2000 Intelligent Controller.

P-Series Configuration - System 1'

Tirne Zone :

[GMT 0

Draylight Savings :

5: 30] Chennai, Kolkata, Mumbai, Mew Delhi

Groupl

Na. of Transactions ta hold when offline:

|1 ooog

Host Grat :

Mo, of Card Holders :

5000

[T Enable card user levels for igger contral

IEIDen Door and Update Panel j

< Back I Nexst > I Cancel Help
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. Select the Daylight Savings group for setting the daylight saving option in the

P-Series Intelligent Controller.

Refer to the “Daylight Saving Group” section in the chapter Time Management for
more details on configuring daylight saving groups.

. In the No. of Card Holders text box, specify the maximum number of card

holders details to be stored based on the memory available in the board. By
default, you can store details of 5000 card holders in controller.

. Select the Enable card user levels for trigger control to trigger certain

controls on the usage of specific cards.

. In the No. of Transactions to hold when offline text box, specify the number

of transactions to be buffered in the controller. By default, you can store 10000
transactions in a buffer storage. This number is decreased or increased to
provide more or less memory for cards if necessary.

1 transaction = 16 bytes (so 100,000 transactions takes up 1.6 MB of memory)

1 card record = within 20 to 80 bytes. This depends upon the use of precision
access levels versus multiple access levels, and the number of card readers per
Intelligent Controller.

Tip: Adding an extended memory board to the Intelligent Controller provides
more memory to work with.

. Select the Host Grant option to provide fault tolerance, even if the card is not

found in the panel device.

* Host Grant options are used when, for example, a number of cards are
entered in the database, but not yet downloaded to the panel.

* The available options are:

— Disable - Does not allow the card holder, if the card is not found
in the panel.

— Open Door - Enables the door to open, even if the card is not
found in the panel.

— Open Door and Update Panel - Enables the door to open and
also to download the card details to the panel. Therefore, the
panel is updated.

7. Click Next to set the card formats for the P-Series panel.
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Configuring card formats

The available card format types for P-Series panels are Wiegand and ABA. The first
three formats are set by default, however, you can set the other card formats using the
Custom option.

To configure the card format:

1. In the P-Series Configuration - Card Formats dialog box, select a card
format to be used for the panel, in the Format # list. The format number
ranges from 1 through 8.

P-Setries Configuration - Card Formats x|

Format # : Site: code : Card D offset
| o

Default Formats

4

Option
’7(‘ Motused @ Defauk € Custom

[ 26 it wisgand d|
Format Typ 35 bit Corporate Cards. [T
’7(“ Wiegad 0 ABA ‘ Minirurn 3 of digits on card :
IU—
# af bits on card : b aximum # of digits on card;

Start digit : Mo. aof :

Site code digits : 1 IU
Cardholder I digits: || |D
ID

No. of
[T —
| —
Site code bits - |1— |D— Issue cods dighs: |1—
[T —
M F

Bits to sum far even parity : ||

Bits to sum for odd parity : |1

Cardholder 1D its: |1

l3sue code bits: |1

< Back I Mest > I Cancel Help

2. Under Option, select the following options:

a. Default: To view the default settings for the card format. Selecting this
option enables you to set the Site Code, Card ID offset, and the
Default Formats.

b. Custom: To define the customized settings for the card format.
Selecting this option enables you to set Format Type of the card and
other properties of the card like site code, number of bits on card, and so
on.

c. Not Used: To prevent the usage of card formats for the P-Series panel. If
you select this option, all the fields are disabled.

3. Click Next to configure time zones for the panel.
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Configuring ABA card format

This section helps you to configure the 12-digit ABA card format for the P-Series
Intelligent Controller.

To configure the 12-digit ABA card format:

1. In the P-Series Configuration - Card Formats dialog box, select the default
card formats (Format #1, Format #2 and Format #3) and set each format as Not
Used.

2. Then select Format #4 and set the Custom option to set the ABA card format.
3. Select the Format Type as ABA and set the following:

Site Code No value
Card ID Offset 0
35 bit Corporate Cards  Cleared

Minimum # of digits on 1
card

Maximum # of digitson 12

card

Site code digits Start digit: 1 No of: 0
Cardholder ID digits Start digit: 1 No of: 12
Issue code digits Start digit: 1 No of: 0

4. Click OK to save the ABA format configuration details.
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Assigning time zones and holiday groups to a panel
To assign time zones and holiday groups:

1. In the Panel Configuration - Time Zones dialog box, select the time zones
from the Available Time Zone list and click 2. The time zones are moved to
the Selected Time Zone list. For multiple selections use the SHIFT and CTRL

keys.
x
—aDy
Awailable Time Zone | Deseription | Mo. Slotz | Add |
w 12:00am-8:00am M-F 12:00ar-8:00am Mondag-Friday [excl... 1 —
s E:00am-7:00pm = 7 days B:00am-7:00pm 7 days per week [incl 1 Edit |
& 6ok Sample by 5asi 2 |solate |
& Regular B.004M to B.00PM 2 -
&5 3:00am-5:00pm M-F 2:00am-5:00pm Monday-Friday (excl. .. 1 [elete:
a 4:00pm-12:00am M-F 4:00pm-12:00am Monday-Friday [excl... 1 ] e
*| 2]
Slot | Selected Time Zone | Deescription | Mo. Slots |
Holiday Group :
W Holiday for T amil Nadu
[ Govenment Holidays
< Back I Mext > I Cancel | Help |

Tip: If you want to remove a time zone from the Selected Time Zone list,
select the time zone and click 2.

The time zones that are listed in Selected Time Zone are available for readers, inputs
and outputs of this panel.

2. If you are using holiday overrides, select the holiday group in the Holiday
Group list.

3. Click Next to set the panel options. The Panel Configuration - Options
dialog box appears.

Adding SIO boards to Intelligent Controller

The number of readers, inputs, and outputs that can be connected to the controller is
based on the type of SIO Board that is added to the Intelligent Controller. The
available SIO Board types are:

SIO Board Type Maximum Maximum Maximum
Inputs Outputs Readers
16-Zone Input/Output 16 2 0
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SIO Board Type Maximum Maximum Maximum
Inputs Outputs Readers
16-Relay Output 0 16 0
2-Reader I/O 2 8 6
1-Reader I/0 1 2 2

This section explains how to add an SIO board of 2-Reader 1/0 board type. You can
use the same procedure for adding other types of SIO board.

To add an SIO board of 2-Reader 10 board type:

1. In the P-Series Configuration - SIO Boards dialog box, click Add. The
Select Board Type dialog box appears for you to select the SIO board type.

P-Series Configuration - 510 Boards x|
—ADY
Add |
Edit |
lzolate |
Delete
[~ Show
x
m L © s o]
" 16-Relay Dutput Cancel |
&llocated readers: 0
" 2Reader /0
" 1-Reader 110
< Back | Mest > | Cancel | Help |

2. In the Select Board Type dialog box, select the 2-Reader I/0 board type.

3. Click OK to configure the basic information of SIO Board. The SIO Board
Configuration dialog box appears.

4. Click the Basic tab. It is displayed by default.
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SI0 Board Configuration x|

Basic | Headerl Inputsl Dulpulsl A0

Address : et
B & Edit
Fort :

|zalate
3 - I

Mo of enars befare going off-ine : Delets
3

¥ Enable Communication with 510

i

T
o
=
2
=

¥ Reverse /0 poll sequence

oK. I Cancel | Lpply | Help
5. Type a unique Address for the SIO Board.

6. In the Port list, select the port from which the board communicates with the
Intelligent Controller.

7. In the Number of Errors before Going Off-Line field, type a number of
attempts the panel must make to communicate with the communication server
before tripping the offline trigger. This field defaults to 3.

8. Select the Enable Communication with SIO check box for enabling
connection with the SIO Board. Select this check box, only if the board is
installed.

9. Select the Reverse I/O poll sequence check box to reverse the sequence in
which the inputs and outputs are polled.

10.Create an ADV for the selected board type. Click Add under ADV and set the
ADYV properties.

Refer to the “Configuring an Abstract Device” section in this chapter for more
details on ADV configuration.

11.Click the Input tab to configure the input point details of SIO Board.
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x
Basic | Reader Inpuls I Outputs | —ADY
Add |
Edit |
[solate |
elete
Time Zone : | Shew
INone j
Hold Time : Mode :
II] 3: Sec INnrmaI 'l
Debounce Cycles : Entry Delay :
|2 3: 1/60 zec ID 3: iec
Shunt Time: Exit Delay
@ Gec  Min C Hr m;ec
—
I | Interlocking ] L}
Activate inTime Zone : I j
510 Board: | |
Paint : I -
Alarmn Action : I > l
Marmal Action : I vl
Input Circuit Type : Tranzaction Masgk :
ML : Mo end of line ﬂ ILng all tranzactions j
ok I Cancel | ool | Help |

12.Select the check box to select an input point and create an ADV. Here you can
decide on the alarm or trouble condition of an input point.

Refer to the “Configuring an Abstract Device” section in this chapter for more
details on ADV configuration.

Note: You cannot disable or deactivate the status input or the free egress input
of the reader. If you still want to disable these inputs, you must change the
status input or free egress input of the reader before disabling.

@

For 2 readers SIO board, In 1 and In 3 are status inputs and In 2 and In 4 are free
egress inputs. Whereas for 1 reader SIO board, In 1 is the status input and In 2 is the
free egress input.

Refer to the “Free egress input” and “Status input” sections in this chapter for more
details on free egress input and status input.

13.In the Time Zone list, select a time zone during which input point must be
shunt or deactivated.

14.Type the Hold Time to report the Normal state of the input point only after a
specified duration. By default, it is set to zero.

Note: The reporting of the Input point Normal state is delayed for a period
(hold time), when the input returns to normal condition from the alarm or
trouble condition.

@
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15.Enter the debounce cycle time in Debounce Cycles. If an input point state
changes before the debounce time, the change is not reported. Debounce time
can be set from 2/60 through 15/60 of a second.

Example: If the debounce time is set to 4 and if the Alert state of the input point
changes to the Normal state before the debounce time, the Alert state is not reported.

16.In Shunt Time, select Sec, Min, or Hr and specify the shunt time. By default,
the field is set to zero, but can be set from 0 through 32400 seconds, 0 through
540 minutes, 0 through 9 hours.

17.In the Mode list, select the mode of input point.

Table 11-4 Describing the modes of input point

Mode Description

Normal The input acts normal reporting alert, normal and troubled states.

Non-Latching Entry: A door is set up as an input point, with an entry delay of
10 seconds. If the door remains open more than 10 seconds, it is
reported.

Exit: The exit delay is the amount of time a contact can be
unshunted (unmasked) before being reported.

Latching Entry: If a door-set up as an input point, with an entry delay of
10 seconds, the card holder has 10 seconds to shunt the point,
otherwise it reports as an alarm. Even if the point returns to
normal before the entry delay time, if the point has not been
shunted (masked), it reports as an alarm.

Exit: The exit delay is the amount of time a contact can be
unshunted (unmasked) before being reported.

18.Enter the entry delay time in Entry Delay. This is the duration an input point
can remain open before an alarm is activated. This field defaults to zero
seconds, but can be set up to 255 seconds.

19.Enter the exit delay time in Exit Delay. This is the duration a point can be
unshunted (unmasked) before being reported as an alarm. This field defaults to
zero seconds, but can be set up to 255 seconds.

Note: The Entry Delay and Exit Delay ficlds are enabled only for Latching
and Non-Latching mode of input points.

@

20.Select the Interlocking check box to activate the interlocking for a particular
input point.

Refer to the “Interlocking Points on SIO Board” section in this chapter for more
details on interlocking.
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21.Select the Input Circuit Type for specifying whether a point is supervised or
unsupervised. The available types are:

Table 11-5 Describing Input Circuit Types

Input Circuit Type

Description

NC: No end of line
Normally Closed

Refers to contact points that always touch when a device is
in its normal position. A normally closed device, such as
most door contacts, complete a circuit when they are in
their normal, at rest condition.

NO: No end of line
Normally Opened

Refers to contact points that do not touch when a device is
in its normal position. A normally open device, such as
most REX switches, complete the circuit when pushed.

NC: Std end of line
Normally Closed

Refers to a three-state circuit (Alert, Normal, or Trouble)
in a normally closed contact points.

NO: Std end of line
Normally Opened

Refers to a three-state circuit (Alert, Normal, or Trouble)
in a normally opened contact points.

22.In the Transaction Mask list, select the type of transaction mask that enables
masking for the log of transaction information related to input points. By
default, it is Log all Transactions, indicating that all input points are
monitored and all transaction is logged to WIN-PAK.

23.Click the Output tab to configure the output point details of SIO Board:
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SI0 Board Configuration x|

Basicl Headerl Inputs Dutpulsl —ADY

I~ Show
Time Zone :
INone j
@ Sec O Min O Hr
Pulse Time : |1 ﬁ
Output Inverter
INnrmaI 'l
I™ | Interlacking 1 LT}
Activate in Time Zone : I j
510 Board : | |
Paint : I =
On Action : V l
OIff Action : vl

oK I Cancel | Apply | Help |

24.Select the check box to select an output point and create an ADV.

Refer to the “Configuring an Abstract Device” section in this chapter for more
details on ADV configuration.

25.1n the Time Zone list, select a time zone during which the output point must be
shunt or deactivated.

26.Select Sec, Min, or Hr and enter a value in the Pulse Time ficld to set the
amount of time that the output point is energized when triggered. By default,
the field is set to zero, but can be set from 0 through 32400 seconds, 0 through
540 minutes, 0 through 9 hours.
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27.In the Output Inverter list, select a default setting for the output:

Table 11-6 Describing the Output Inverter settings

Output

Setting

Normal

» Relay defaults to a de-energized state.

* Pulsing the output energizes it for its designated pulse time (or
pulses the output on). At the end of the pulse time, the output
de-energizes. (The output responds the same upon a valid egress,
a valid card read, and/or a manual pulse command.)

* Energizing a relay turns the relay on (LED on).
* De-energizing a relay turns the relay off (LED off).

* Normally Open circuit acts as a NO circuit; Normally Closed
circuit acts as an NC circuit.

Inverted

* Relay defaults to an energized state.

* Pulsing the output de-energizes it for its designated pulse time (or
pulses the output off). At the end of the pulse time, the output
re-energizes. (The output responds the same upon a valid egress, a
valid card read, and/or a manual pulse command.

* Energizing a relay turns the relay off (LED off).
» De-energizing a relay turns the relay on (LED on).

* Normally Open circuit acts as a Normally Closed circuit;
Normally Closed circuit acts as a Normally Open circuit.

28.Select the Interlocking check box to activate the interlocking for a particular

output point.

Refer to the “Interlocking Points on SIO Board” section in this chapter for more
details on interlocking.

29.Click the Reader tab to configure readers for SIO board.

@

Note: While configuring readers, you can associate galaxy groups or vista
partitions to the reader and the input point. If you associate galaxy groups or
vista partitions, after the association you can set or unset galaxy groups or arm

or disarm vista partitions using the privileged card. To set the galaxy groups or
arm the vista partitions associated to the reader, you must present the
privileged card to the reader and press the input button. However, to unset the
galaxy groups or disarm the vista partitions, you must present the privileged
card to the reader.
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|
Basic Reader | Inputs I Dutputsl —ADY
Feader : &I
1 - Mo Al Door nterlacks.. Edit
zalate
Lelete |
Reader Types Anti-Pazsback
ST N e Difzeln: I Show
Kevpad Mode : INnne LI
INDne LI Proceszzsing Mode
Mone =
LED Diive Mode : ID | _I
elay:
IGeneric 1-wire, tri-state bi-color LI Iﬁ
] = Sec
Card Format Flags :
[0 atal Adatal, Wiegand Pulses ﬂ Card Formats :
[C1Trim zera bi.ls [IFamat 1 ﬁl
[C1Format to nibble aray LI [VIFamat 2
Access Configuration : [l Farmat 2 ;I
IS\ngIe, controling the door ;I Cortrol Flags :
— Pair Reader 1D eny duress request ﬂ
Log all access requests as used
$10 Board o
oar (100 not pulse the door strike an rex ;I
[Board 2, Port 3, 510 0+ 2Reader | > | O D Mo
hline Door Mode
Reader :
| J ICard only j
Offling Door Mode :
Galaxy Groups: IUnIock [unlimited access) j
Galzy Panel - Graup 3 Input to Set Galazy Groups:
Galawy Panel - Group 4
Galaxy Panel - Growp 5 IIn 2 ﬂ
Groups... | Delete Group |

Ok I Cancel | Lpply | Help |

30.Select a reader and create an ADV for the reader.

Refer to the “Configuring an Abstract Device” section in this chapter for more
details on ADV configuration.

31.In the Reader Types list, select the type of reader.

Note: The available reader types are Std NCI 5-Wire, Std Motorola, Std
Mercury, and Std HID. If you select these types, the Keypad Mode, LED Drive
Mode, and Card Format Flags default to pre-defined settings. However, if you
want to set the reader settings, select Custom in the list.

@

32.1f Custom is selected as the reader type, select a Keypad Mode. This keypad
mode includes the following:

*  MR-20 8-bit with (or without) tamper support, which represents a
Mercury Magstripe reader with keypad attached

* Hughes ID 4-bit
* Motorola/Indala which sends an 8-bit key code)

33.Select the LED Drive Mode for the reader. The default is Generic 1-wire,
tri-state bi-color. Alternatively, you can select Separate red and green, no
buzzer dependent on the physical reader.
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34.Select the Card Format Flags, which represent how the reader must interpret
the access card to be used.

35.Select the Access Configuration option to define the reader access in a door.
* Single, controlling the door: The door is defined by only one reader.

* Paired, primary reader: The door is defined by two readers in which
this reader becomes a primary reader.

* Paired, secondary reader: The door is defined by two readers in which
this reader becomes a secondary reader. Selecting this option disables
the Door Interlocks button.

36.Under Pair Reader, select the SIO Board and the corresponding reader which
pairs with this for defining a door. Pair Reader is enabled, only if you define a
door by two readers. In that case, you must select the other reader.

37.Click Door Interlocks for configuring door interlock. The Door Interlocks
dialog box appears.

Refer to the “Door Interlocks” section in this chapter for more details on door
interlock.

38. Anti-Passback discourages card holders to enter without using their cards.
Under Anti-Passback, select the Direction and Processing Mode for the
anti-passback.

» Direction enables you to specify if the reader is in or out. (It is None by
default.)

* Processing Mode enables you to specify the processing mode of the
reader:

— Hard: When an anti-passback violation occurs, the reader strictly
restricts the access.

— Soft: When an anti-passback violation occurs, the reader allows
the access but sends a report on anti-passback violation.

— Reader Based Timed APB: A card cannot be swiped twice at the
same Anti-Passback reader, before the time specified for the
delay.

— Card Based Timed APB: A card cannot be swiped twice
anywhere in the system, before the time specified for the delay.

— Panel Based Timed APB: A card cannot be swiped twice at the
same panel, before the time specified for the delay.
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39.Select the following Control Flags:

Table 11-7 Describing Control Flags

Control Flag

Description

Deny a duress
request

Works in a card and PIN mode only. Unless this option is
selected, duress is always enabled. Notify the monitoring
station you are under duress. Always one number higher
than the PIN code.

Log all access
requests as used

If selected, logs all card reads as “door used”, without
actually determining if the door is used. If unchecked, logs
all card reads, but waits until the door times out, or the
door is opened, to report. Cancel this option when using
anti-passback.

Do not pulse the door
strike on rex

Door strike does not pulse upon free egress, however, door
contact still gets shunted.

Filter CosDoor
transaction

Throughout the door cycle the IC generates about 4 to 5
messages (door strike relay on, door strike relay off, door
opening, and son.). If more message are needed, this
feature can be disabled.

Require two-card
control at this reader

Needs 2 valid cards within a 20 second window to grant
access. Used in vaults, high security areas.

40.Select the following Online Door Mode that indicates the mode in which the

Intelligent Controller is operating:

Table 11-8 Describing Online Door Mode options

Online Door Mode Description

Card Only The card is sufficient for door access.

PIN Only The PIN number is sufficient for door access.

Card and PIN Both card access and PIN are required for door access.
Card or PIN Either card or PIN is sufficient for door access

41.Select an Offline Door Mode that indicates the mode in which the SIO Reader

board will run if the system goes offline. The available options are Disable the
reader, Unlock, Locked, and Facility code only.

42.To associate galaxy groups or vista partitions to this reader, click

Groups/Partitions and select the groups from the list.

Note: To dissociate the galaxy group or vista partition from the reader, select
the galaxy group or vista partition and click Delete Grps/Partitions.
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43.To associate galaxy groups or vista partitions to the input point, select the input

@

point from the Input to Set/Arm Galaxy Grps/Partitions list.

Note: Only the input points that are configured in this panel and not interlocked
are listed in the Input to Set/Arm Galaxy Grps/Partitions list.

44.Click OK to configure the SIO Board.

45.Click Next to configure triggers and procedures.

Refer to the “Configuring triggers and procedures” section in this chapter for

details on triggers and procedures.

Interlocking Points on SIO Board

Interlocking enables you to interlock an input or output point within the SIO Board
points or across other SIO Board points.

To interlock an input or output point:

1.
2.
3.

9.

In the SIO Board Configuration dialog box, click the Inputs or Outputs tab.
Select an Input point or Output point.

Select the Interlocking check box to activate the interlocking for a particular
input point.

Select I (input point) or O (output point) to interlock the input point with an
input point or output point of the SIO Board.

In the Activate a Time Zone list, select a time zone during which the interlock
must be active.

Select the SIO Board in which you want the input or output point to be
interlocked.

. In the Point list, select the interlocking input point, output point, or reader, of

the selected SIO Board.

In the Alarm Action (for an input point) or On Action list, select an action to
be taken when the interlocked point raises an alarm (Alert state) or becomes
active. The actions include:

* No Action - Take no action

* Energize - Turn the point on

* De-Energize - Turn the point off

* Pulse On - Energize the point for a particular period

* Pulse Off - De-energize the point for a particular period.

In the Normal Action (for input point) or Off Action list, select an action to be
taken when the interlocked point becomes Normal state or becomes inactive.
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Door Interlocks

Door Interlocks show input and output relationships available for the reader. Two
types of locking devices can be configured with WIN-PAK PE:

* Magnetic Locks - which require power for the door to be closed.
* Door Strikes - which require power for the door to be opened.

To configure door interlock:
1. In the SIO Board Configuration dialog box, click the Reader tab.
2. Click Door Interlocks to display the Door Interlocks dialog box.

Door Interlocks x|
Reader 1
Direct Paint :
Fres Egress Input : | Board 1, Port 3
Out 1
Board 1. Port 3 |
In2
Statuz [nput
Board 1, Port 3 |
In1
()8 I Cancel

3. Use this dialog box to edit the default settings of the Direct Point, Free Egress
Input, and Status Input as desired.

Note: When you click Door Interlocks, WIN-PAK automatically determines the
appropriate inputs for status and REX devices.

@

Direct point
The Direct Point indicates the output that will be directly controlled by the reader.

1. In the Door Interlocks dialog box, click Direct Point to display the Direct
Point Output dialog box.

PRO 2200 - Direct Point Dutput x|
510 Board : ()8 I
|Board 1. Port 3, 510 0 2-Reader || Cancel |
Clutput Stike Time :

EE] [0 s

Unlock for Time Zone :

INone j

Contral Mode :
IStrike off when door close j

2. Select an SIO Board with which you configure the direct point.
3. Select an Output that has to be used as the door output or door lock.
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Note: The Output list contains, only active output points that have not been
added as ADVs. The contents of the list depend on the SIO Board selected.

Specify the Strike Time. This is the amount of time the direct point relay is
pulsed or interlocked. The default for this field is ten seconds, but can be set up
to 60 seconds.

In Unlock for Time Zone list, select a Time Zone during which the door must
be kept unlocked.

Select the Control Mode. This is an auto-relock function. By default, the field
is set to Strike off when door closed, but can be set to strike off when door is
opened.

. Click OK to return to Direct Interlocks dialog box.

Free egress input

Free Egress Input is used for indicating which input must be used for the Free Egress
device, and for configuring a door’s free egress point. Free Egress Input can only be
linked to an input point.

1.

In the Direct Interlocks dialog box, click Free Egress Input. The PRO 2200 -
Free Egress Input dialog box appears.

PRO 2200 - Free Egress Input x|
510 Board
IBoard 1. Port 3, 510 0: 2-Reader Ij Cancel |
Input :

In4 =

Dizable Egress for Timezone :

INone j

Select the SIO Board with which you want to configure the free egress point.

Select the Input that you want to use as the Free Egress Input.

Note: The Input list contains only active input points that are not added as
ADVs. The contents of the list are dependent upon the SIO Board selected.

. In the Disable Egress for Time Zone list, select a time zone during which the

Egress is disabled.
Click OK to return to Door Interlocks dialog box.

Status input

Status Input indicates the status of the door such as normal, closed, forced open, ajar,
and so on. The Status Input may only be linked to an input. It is normally connected to
a door position sensor, such as a magnetic door contact to detect the status of the door
(open, closed, and so on.).
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Note: Input 1 (with Inputs 2, 3, and 4) is reserved by WIN-PAK for use in controlling

T
@ doors.

1. In the Door Interlocks dialog box, click Status Input to display the Status

Input dialog box.

PRO 2200 - Status Input x|
510 Board
Board 1, Port 3, 510 0 : 2-Reader | |

Cancel

Input :
In3 =
Held Open Time : Fre Alarm Time :
I‘IB 3: Sec ID 3: Sec
Mask Alarms for Time Zone :
INone j

2. Select an SIO Board with which you want to configure the status point.

3. Inthe Input list, select an input used as the door status input. Only active input
points that have not been added as ADVs appear on this list. The contents of
the list depend on the SIO Board selected.

4. Select the Held Open Time. This is the time that elapses after the door is
opened, before the door is reported as ajar. By default, this field is set to 16
seconds.

5. Specify the Pre Alarm Time if required. Pre Alarm Time is the time that
elapses after the door is opened, before a warning (typically a beeping sound)
indicates that the alarm is activated.

Note: Consider a door with a Held Open Time set at 30 seconds and a Pre
Alarm Time also set at 30 seconds. As soon as the door opens on a valid card
read, a beeping sound is emitted (the Pre Alarm) indicating that an alarm is
imminent. At the end of the 30 second Held Open Time, the alarm is
activated.

@

6. In the Mask Alarms for Time Zone list, select a time zone during which the
alarms must be masked.

7. Click OK to return to the Door Interlocks dialog box.
8. Click OK to save door interlocks.

Configuring triggers and procedures
In response to a panel event (trigger), define a set of actions a panel must carry out.
The occurrence of the event triggers the execution of the procedure.

» Triggers and procedures are used to define interlocks (an action on a point
triggered by an action on a different point).

* Assigning points and readers to time zones can also be done through triggers
and procedures on the P-Series Intelligent Controller.

» User triggers are those defined for site-specific events and actions.
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» User triggers are added, edited, or deleted at any time from the Triggers and
Procedures dialog boxes of the P-Series Configuration dialog boxes.

+ System triggers are those created when points are assigned to interlock
definitions. System triggers can only be viewed and cannot be edited in
Triggers and Procedures dialog box.

System Triggers and Procedures

System triggers and procedures are created as a result of an interlock defined on one
of the P-Series Configuration SIO Board Inputs or Outputs tabs. After an action is
assigned to an interlock point, two system triggers and procedures are created to
correspond to the interlock. One trigger and procedure set deals with the “On” action,
and the other deals with the “Off” action.

Note: To view the system-defined triggers and procedures, click the Show System
Definitions button. After you this button, it changes to Hide System Definitions,
which hides the system-defined triggers and procedures when you click it.

Adding a new procedure

Procedures are assigned to triggers, and therefore, are defined first. Use the Procedure
Definition dialog boxes to build a script of actions that take place based on the event
(trigger) to which the procedure is linked. Procedures are limited by the type of device
or point defined.

To add a new procedure:

1. In the Triggers and Procedures dialog box, click Add at the bottom of the
Procedures section. The Procedure Definition dialog box appears.

P-Serniez Configuration
Basic: | Connection Seltingsl S_usteml Card Foimats | Time Zones | SI0 Boards  Triggers and Frocedures Ay
Triggers: Add |
7 -+ Gource Type < Imput
510 : Board 1, Port 3, 510 31 : 16Zane Input/Dutput Edit |
- Source Point : South Building PRO-2200_In 8
- Procedurs To Execute  : Procedure 1 Jzaleitz |
- Trigger Variable Condition: Mone
- Command Execution  : Execute Al Actions DElste
[ TimeZone When Active: Alwaps On
- Event Type : Change Of State J= oy
[- Events
add | Edt | ekt |
Procedures:
E=] S8 Frocedurs Actions
=8 D_pan Doar
o Aetion : Energize
S :Board 1, Port 3, 510 31 : 16Z0ne Input/Output
o Action Paint : South Building PRO-2200-0p 5
Add Edit Delete Shaw Systemn Definitions |
ak. I Cancel Spply Help
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P-Series Triggers - Procedure Definition
Procedure Name:
IF!ex Buttar|
Action List
add | Edt | Delete |
()8 I Cancel |

2. Enter a Procedure Name. This name is unique and descriptive for easy
reference.

3. To define a new action for the procedure, click Add at the bottom of the
Action List box. The Action Definition dialog box appears.

P-Series Triggers - Action Definition
Action Mame: Action Target Type:
ILoc:k Door IDD Output Action j
Select Dutput 510: Select Dutput Device:
[Board 1. Port 3, 510 31 : 16Zone Input/ 7] [ outh Building PRO-22000p 5 =
Select Dutput Action:
IEergize j
()8 I Cancel

4. Type an Action Name.

5. In the Action Target Type list, select the target of the action: Reader, Output,
Input, Delay.

The remaining fields in the dialog box are activated, based on the selected action
target type.

6. If you select Do Output Action as an Action Target Type, perform the
following steps:

a. In the Select Output SIO list, select the SIO board on which the output
action must occur.

b. In the Select Output Device list, select a point on which the output
action must occur.

c. In the Select Output Action list, select an action to be performed.

d. Click OK to return to the Procedure Definition dialog box.
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7. If you select Delay as an Action Target type, perform the following steps:

a. In Seconds to Delay box, type the number of seconds to delay for
proceeding to the next action.

P-Series Triggers - Action Definition

Action Mame:
i 5t

Action Target Type:

Seconds to Delay:
ID

o]

Cancel |

b. Click OK to return to Procedure Definition dialog box.

After you define the procedures, the actions are listed in the Procedure Definition

dialog box.

P-Series Triggers - Procedure Definition

Procedure Name:

RexButtoni

Action List

UnlockDoor
o it
LockDioor

fdd Edt | Delete |

()8 | Cancel |

8. Click OK to return to the Triggers and Procedures dialog box.
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P-Series Configuration B
Basic I Hemotel Systeml Card Formatsl Time Zonesl 510 Boards  Triggers and Procedures | — a0V
Triggers: Add

Edit

i

lsolate

Delete

i
22}
=
=)
E

bed | Edt | Dele |
Procedures:

£

: Desnergize
:Board 2, Port 3, 510 30 16-Relay Output
: PSeriesPanell - Out 481

5]
: Energize

:Board 2, Port 3, 510 30 : 16-Relay Output
- Action Point : PSeriesPanell - Out 482 LI

Add Edit Delete Show Spstem Definitions |

QK. I Cancel | Al | Help |

Tip: The newly-defined procedure is shown in the Procedures list. To look at the
detailed view of each action defined for this procedure, expand the Procedure Actions
tree.

Adding a new trigger

After defining the procedures, it must be associated to a trigger for triggering an
action.

To add a new trigger:

1. Click Add at the bottom of the Triggers section of the Triggers and Procedures
dialog box. The Trigger Definition dialog box appears.

P-Series Triggers - Trigger Definition

M ame: Frocedure:

IF!ex Button Trigger IF!ex Button j
Trigger Source Type:

IDutput j ™ Al Sources

Source 510 Board: Trigger Source:

|Board 1. Port 3, 510 31 : 16Zare Input/U x| |PSeriesPanel - Out 437 =l
Tranzaction Type: Time Zone:

IEhange Of State j IAIways On j
Trigger Transactions:

[w]Deenergize

[w]E nergize

()8 I Cancel
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2. Enter a Name for the trigger. This name relates to its corresponding procedure.

3. Select a Procedure in the list. Only user-defined procedures (as opposed to
system procedures) are displayed in this list.

4. In the Trigger Source Type list, select the type of trigger point defined (Input,
Output, Reader, or Time Zone).

5. Select the All Sources check box if you want the trigger to apply to all inputs,
outputs, and readers.

6. Select a Source SIO Board. Only the boards configured for this panel are
displayed in the list.

7. Select a Source SIO Board to select the SIO Board in which you want to
select a trigger point.

8. In the Trigger Source list, select the exact point on the SIO Board that you
want to use as the trigger point. The Trigger Source field is activated only if
Source SIO Board is selected.

9. Select a Time Zone during which the trigger is active. This field defaults to
Always On.

10.In the Transaction Type list, select the type of transaction.
11.In the Trigger Transactions list, select the events to associate with the trigger.

12.Click OK to save the definition and return to the Triggers and Procedures
dialog box.

Note: In the Triggers and Procedures dialog box, you can view the list triggers
and procedures. Select the trigger to see its definition on the right side of the
window. Click the plus sign (+) to expand the Events view.

@

Basic I Hemntel Eysteml Card Fﬂrmatsl Time: Znnesl SI0 Boards  Triggers and Procedures | ADY
Triggers: Al
510 Board 1, Part 3. 510 31 : 16-Zane Input/Output Edit
- Sourcs Point : PSeriesPanell - Out 497
Procedure To Execute - Rex Button Isclats
Trigger Yariable Condition: None
Command Execution  : Execute All Actions Delete
i TimeZone When Active: Always On
- Event Type : Change Of State I~ Show
(- Events
sdd | Edt | Dekte |
Procedures:
M (= Pracedure Actions -
- Unlock Door
E| W ait
L Seconds to Delay: 5
Bl Lack Doar
Action : Energize
Si0 :Board 2, Part 3, 510 30 : 16-Relay Output
- Action Point : PSerigsPanell - Out 482
=l Entry Delay
. ction : Mask Forced Open Alams
i~ 510 Board 3, Port 3, 510 0 : 2-Reader /0 =l
Add Edit Dielete Hide System Definitions |

0Ok I Cancel Apply | Help |
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13. After you complete adding Triggers and Procedures, click Next to advance to
the Finish dialog box.

14.Click Finish to complete the direct P-Series panel configuration.

Adding P-Series Panel in Modem Pool

The procedures for adding a P-Series panel in a Modem Pool is similar to adding a
Direct P-Series panel. When you add a P-Series panel in the Modem Pool, you must
provide Remote details of the panel and more details on System settings.

Refer to the “Adding a P-Series Panel” section in this chapter for more details on
panel configuration.

This section helps you in detailing procedures for providing Remote details and
System settings.

Configuring remote details

When configuring a P-Series panel on a Modem Pool, the Remote dialog box appears
next to the Basic dialog box.

To configure the remote:

1. Inthe P-Series Configuration dialog box, enter the Panel Phone Number for
the remote site. Enter the number as it would be dialed, including any required
prefix or area code. This is the phone number the system uses to connect to the

panel.
P-Series Configuration - Remote E3
Call In O =
o tiar
Fanel Phone Mumber : il In Uption add |
|2333 Buffer Ful he
Host Modern : Delay Before Connect : QEEM
IModem‘I - o = See [salate: |
Mew Password : MNurnber of Fedial Atternpts :
elete
Ixxxx |3 ﬁ
Confirm Passward : Fiedial Delay : L] St
[== [e0 = Sec
‘w/ait Time for Disconnect :
30 = Sec

< Back I Mext » I Cancel | Help |

2. Select a Host Modem. The options in this field are those previously entered in
the Modem Pool when the interface was set up.
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. In the New Password text box, enter a password and re-enter the password in

the Confirm Password field. WIN-PAK requires a password for remote
dial-ups. The password can be up to 16 alphanumeric characters in length.

Refer to the PRO-2200 Intelligent Controller Installation Manual for details on
setting the password switch.

. In the Call In Option list, select an event that determines when the remote

panel calls in to the communication server.

. Enter a value in the Delay Before Connect text box, if a pause is required

between the dialing prefix and the phone number.

. Enter the value in the Number of Redial Attempts text box. By default, it is

set to 3 but can be up to 50.

. In the Redial Delay text box, enter the time allowed between dial attempts.

This field defaults to 60 seconds, but you can enter between 5 to 120 seconds.

. In the Wait Time for Disconnect text box, enter the time allowed before

disconnecting. By default, it is set to 30 seconds but can be from 1 through 30
seconds.

. Click Next to save the panel remote configuration.

Configuring system settings

Several broad operating parameters are set up using the System dialog box, including
those dealing with the PRO-2200 Intelligent Controller board capabilities, as well as
the Time Zone in which it operates.

To configure the system settings:

1. In the P-Series Panel Configuration - Remote dialog box, click Next. The
P-Series Configuration - System dialog box appears.

P-Series Configuration - System

Tirne Zong :

[(GMT) Greenwiich Mean Time : Dublin, Edinburgh, Lisbor, Londor =

Daylight Savings :
MNone -

No. of Card Holders

ISUDU

™ Enable card user levels for tigger control
Ma. of Transactions to hold when offline: MNo. of Transactions to accumulate before dialup :
10000 I?DDD

Host Grant :

IEIpen Door and Update Panel j

< Back I Mext » I Cancel Help
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2. In the Time Zone list, select a standard time zone which indicates the panel
location. The default time zone depends on the time set in the local system.

3. In the Daylight Saving Group list, select a daylight saving group for this
panel. This field defaults to None.

4. In the No. of Card Holders field, specify the maximum number of card
holders details to be stored based on the memory available in the board. By
default, you can store 5000 card holders details in the controller.

5. Select the Enable card user levels for trigger control to trigger certain
controls on the usage of specific cards.

6. In the No. of Transactions to hold when offline text box, specify the number
of transactions to be buffered in the controller. By default, you can store 10000
transactions in a buffer storage. This number is decreased or increased to
provide more or less memory for cards if necessary.

1 transaction = 16 bytes (so 100,000 transactions takes up 1.6 MB of memory)

1 card record = within 20 to 80 bytes. This depends upon the use of precision
access levels versus multiple access levels, and the number of card readers per
Intelligent Controller.

Tip: Adding an extended memory board to the Intelligent Controller provides
more memory to work with.

7. In the No. of Transactions to accumulate before dialup text box, specify the
number of transactions to be accumulated in the memory before dialing up.

8. Select the Host Grant option to provide fault tolerance, even if the card is not
found in the panel device.

* Host Grant options are used when, for example, a number of cards have
been entered in the database, but have not yet been downloaded to the
panel.

* The available options are:

— Disable - Do not allow the card holder, if the card is not found in
the panel.

— Open Door - Enables the door to open, even if the card is not
found in the panel.

— Open Door and Update Panel - Enables the door to open and
also to download the card details to the panel. Therefore, the
panel is updated.

9. Click Next to set the card formats for the P-Series panel.

Refer to the “Setting the card format for the panel” section and the following
section in this chapter for more details on configuring the P-Series panel.
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Adding a Galaxy Panel

WIN-PAK monitors and controls the Galaxy panel through the Galaxy panel you add
to the Galaxy Ethernet module. When you add a Galaxy panel to WIN-PAK, the
Galaxy panel configuration details are downloaded to WIN-PAK.

Note: While downloading configuration details from the panel, ensure that the
connection between the panel and WIN-PAK is established. When you download
Galaxy panel configuration details to WIN-PAK, the abstract devices for groups,
zones, outputs, RIO boards are automatically created. However, you can change the
ADV configuration details in the WIN-PAK system.

@

To add a Galaxy panel:
1. Choose Configuration > Device > Device Map. The Device window appears.
2. Expand the communication server.

3. Right-click the Ethernet Module Galaxy (Single Panel) and select Add New
Galaxy Panel. The WIN-PAK system starts communicating with the Galaxy
panel to establish the connection and download configuration details to
WIN-PAK.

Communicating with Galaxy... =

Checking Pazsword...

(T T T T —

4. After the panel configuration details are downloaded, the Panel
Configuration - Basic dialog box appears. Enter the basic details of the panel
such as Name and Description.

Entering basic details

1. In the Panel Configuration - Basic dialog box, type a Name and a
Description for the Galaxy panel.

WIN-PAK User’s Guide 11-144 Document 7-001009, Revision 01



Device Map
Panel Configuration

x
—ADY

Mame :

Add |
|Galaxp-PaneI1\
Description : Edit |
I salate |
Type
[GaLsar_s0e = Delete
Firmware Version : ™| Show
[450 |

4 Back I Mest > I Cancel | Help |

2. Details for Type and Firmware Version are automatically downloaded from
the panel to WIN-PAK.

3. Click Next to view the groups in the panel. The Panel Configuration -
Groups dialog box appears.

Setting panel groups

A set of zones can be grouped in the Galaxy panel and called as groups. A zone is an
area covered by the input device in the Galaxy panel. By default, all the zones are
grouped under one group and later various groups are configured using the Galaxy
Gold User Interface.

1. In the Panel Configuration - Groups dialog box, double-click a group in the
Name list to rename it.
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Panel Configuration - Groups

- Group 1

2 - Galawy-Panell -
3 - Galawy-Panell -
4 - Galawy-Panell -
B - Galawy-Panell -
E - Galawy-Panell -
7 - Galawy-Panell -
8 - Galawy-Panell -
9 - Galawy-Panell -

10 - Galawy-Panel
11 - Galawy-Panel
12 - Galawy-Panel
13 - Galawy-Panel
14 - Galawy-Panel
15 - Galawy-Panel
16 - Galawy-Panel
17 - Galawy-Panel
18 - Galawy-Panel

Group 2
Group 3
Group 4
Group 5
Group 6
Group 7
Group 8
Group 9
- Group 10
- Group 11
- Group 12
- Group 13
- Group 14
- Group 15
- Group 16
- Group 17
- Group 18

Group Description:

Alarm report Timezones:

Report Alams in Timezone:

I Always b I

solate |
Delete |

I~ Show

< Back | Hext > | Cancel |

Help |

2. Under Alarm report Timezones, select a time zone during which the alarms
generated from a group must be reported.

@

To edit the group ADV configuration, click Edit under ADV and edit ADV
and action groups.

Note: If you want to assign zones to different groups, you must do it in the
Galaxy panel and then download it to WIN-PAK.

4. Click Next to view the zone configuration details.

Setting panel zones

A zone is the area covered by an input device in the Galaxy panel that monitors

intrusions and creates alarms.

1. In the Panel Configuration - Zone dialog box, double-click a zone in the

Name list to rename it.
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Panel Configuration - Zones x|

- Noaly
- NoADY
- No Al
- Noaly
- NoADY
- No Al
- Noaly
- NoADY
- No Al
- Noaly
- NoADY
- No Al
- Galawy-Panell
- Galawy-Panell
- Galaxy-Panell
- Galawy-Panell
- Galawy-Panell
- Galaxy-Panell
- Galawy-Panell

- Galawy-Panell
M AT

-Zone 1051
-Zone 1052
-Zone 1053
-Zone 1054
- Zone 1085
-Zone 1056
-Zone 1057
-Zone 1058

A0y

o
Zone Deszcription:
Edt

] Zone Type:

I Final - I

Zone State—————————————— Delete
™| Chime
™= Do
I~ Eart Get

Lk

|zalate

1
2]
=
=)
=

Group Mame:

IGa\axy-PaneH -Group 1 'I

Resp. Time

I Supstem - I

Customn 514,

I [Drefault - I

Alarm Report Timezones

Feport Alams in Timezone:

LI I Always 'l

[ Always Report Trouble

@

< Back I Mest » I Cancel | Help |

Note: The Zone Type, Zone State, Group of the zone and other details are
displayed on the right. These fields are non-editable.

Table 11-9 Describing Zone properties

Property

Description

Zone Type

The type of the device used in the zone such as Fire, Intruder.

Zone State

The property set for the zone.

« If Chime is selected, the control over this zone from
WIN-PAK UI is restricted.

« If Omit is selected, the alarm from this zone is not
reported.

« If Part Set is selected, the zone is set as Part Set Zone. In
the floor plan or control map, you can set all the zones
that are Part Set without setting other zones.

Group Name

The name of the group to which the zone belongs.

Resp. Time

Indicates how quick the panel has to respond to the device. It
can be Slow, Fast, or System.

Custom SIA

Custom SIA is a zone type that is used for customizing the
user-defined zone types.

2. Under Alarm Report Timezones, select a time zone during which the alarms
generated from this zone must be reported.
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3. Select the Always Report Trouble check box to report troubles irrespective of

the selected time zone.

4. To edit the zone ADV configuration, click Edit under ADV.

Refer to the “Configuring an Abstract Device” section in this chapter for more
details on ADV configuration.

5. Click Next to view the output configuration details. The Panel Configuration
- Output dialog box appears.

Setting panel outputs

An output is a device triggered by the input device to indicate a change in the device
status. The indication could be an alarm, or an action that normalizes the situation.

For example, in case of glass break, the output device could be a Siren that beeps the
alarm sound. In case of fire indication, the output device could be a Sprinkler which
sprinkles the water to set off the fire.

1. Inthe Panel Configuration - Qutput dialog box, double-click an output in the

Name list to rename it.

Mame :

- Mo ADY

- Mo ADY

- Mo ADY

- Mo ADY

- Mo ADY

- Mo ADY

- Mo ADY

- Mo ADY

- Mo ADY

- Mo ADY

- Mo ADY

- Galaxy-Panel -

- Galaxy-Panel -

- Galaxy-Panel -

i 24 - Galawy-Fanel] -
- Mo ADY

- Mo ADY

- Mo ADY

x
A0y
;I Output Function: &I
J IHesat j Edit |
Output Mode: Jsolat
Isolate |
ILalch j
[elete
I~ Show

Output 1051
Output 1052
Output 1053
Output 1054

< Back I Mest > I Cancel Help

Table 11-10 Describing Output Properties

Property

Description

Output Function

The function to be performed by the output device
like beep an alarm.
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Table 11-10 Describing Output Properties

Property Description

Output Mode The mode in which the output operates such as Latch,
Reflex, and Pulse.

2. To edit the output ADV configuration, click Edit under ADV and edit ADV
and action groups.

Refer to the “Configuring an Abstract Device” section in this chapter for more
details on ADV configuration.

3. Click Next to view the RIO board configuration details.

Setting the RIO board

The Relay Input Output (RIO) board is the extendable board used for extending the
number of zones or outputs that can be plugged in to the Galaxy panel.

1. In the Panel Configuration - RIO dialog box, double-click an RIO board in
the Name list to rename it.

Panel Configuration - RIDs x|

— ALY

Edit

zalate

I

6 - Galawy-Panell - RIO 105 Dielete
[ 7- No ADY
8- NoaDY
[]9-NoaDv
[110-Mo ADY
111 -MoADY
112 -MoaDY
[113-MoADY
[]14-MoADY
115 - Mo DY
[] 16 - Mo ADY
117 -MoADY
] 18 -MoaDY j

T
e
=3
=)
=

< Back I Mext > I Canicel | Help |

2. Click Next to define the user codes. The Galaxy - User Codes dialog box
appears.
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Defining user codes

User code is a unique code with a set of privileges for the user to work on the Galaxy
panel keypad. The number of user codes that can be set in the panel can vary based on
the Galaxy panel type. These user codes are associated to the card holder for the card
holder to access the Galaxy panel.

In WIN-PAK UI, you can set the user name and password for the user code. However,
the privileges for the user are set in the panel and cannot be modified in WIN-PAK UI.

1. In the Galaxy - User Codes dialog box, to change the user name and
password, select a USER in the list and type the User Name and User PIN
under User Changes.

5

e

Murm | Narne | FIMN :I User Changes

= Add

| John User Mame:

2 luser L B e 2

£ Sl = Isalate: |

4 \SER e Uszer PIN: =

5 USER [ Delete

[ USER I Show

7 USER

3

USER
9 USER
10 USER
1 USER
12 USER
13 USER
14 USER

15 USER i -
d| | _>l_I

< Back I et » I Cancel | Help |

2. Click Next for setting the keypad or Max for configuring Galaxy panel. The
Keypad & MAX dialog box appears.

Defining a keypad and MAX

A keypad is a data input device for the Galaxy panel. WIN-PAK enables you to work
on keypad from WIN-PAK using the virtual keypad. MAX is the reader that helps the
WIN-PAK users to gain access to a particular area and WIN-PAK enables you to set
the MAX. You can define ADVs for the various keypads and MAX that are connected
to the Galaxy panel.

1. In the Keypad & MAX dialog box, select a keypad or MAX in the Name list.
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Keypad & MAX x|

A0
Name: Add

1 - Galaxp-Panell - KeyPad 0 = Keypad / Max -
2 - Galawy-Panell - KeyPad [ ' KeyPad: Lzl |
;3 - Galaxy-Panell -

- o |
4 -No sy b |solate

Delete

E-Noaby Address:

Sh
¥ 5 - No&DV [+ — I~ Show

219 . Ma AR =l

< Back I Hext » I Cancel | Help |

Select the type of keypad under Keypad / Max.
Set a unique address for the keypad or MAX.

. In the Name list, double-click a name and press ENTER to create an ADV for

the keypad.

. Click Next to finish the Galaxy panel configuration.

. Click Finish. The Galaxy panel is configured.

Right-Click Menu Options

The following options are available, when you right-click the Galaxy panel:

@

Synchronize

Edit Configuration
Download Log Data
Upload User Code
Upload Date and Time
Work on Virtual Keypad

Note: WIN-PAK enables Galaxy to stop polling at communication server, when you
perform any of these options except for editing the configuration details.

Synchronizing with Galaxy Panel

Synchronizing the data in the Galaxy panel with WIN-PAK ensures that the data in
WIN-PAK is updated with the latest data in Galaxy. In addition, any changes made in
the Galaxy panel after it was downloaded to WIN-PAK are also updated in WIN-PAK.
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To synchronize WIN-PAK data with the Galaxy panel:

1. Right-click the Galaxy panel and select Synchronize. The Synchronize with
Panel dialog box appears.

Synchronize with Panel =

— Retrive Panel Data
[ Zores

™ Groups
[~ Dutputs
[T User Codes

[ Parel Data

—Range

From To
ID ID
()8 I Cancel |

2. Under Retrieve Panel Data, select the required check boxes such as Zones,
Groups, Outputs, and so on.

3. To specify the range of data to be retrieved, select the required check box
again. The selection is grayed and the From and To boxes are enabled.

Synchronize with Panel =

— Retise-Pane] [ ata

[ Groups

[ Dutputs
™ User Codes

[ PanelData

()8 I Cancel |

4. Change the data range in the From and To boxes.

5. Click OK. A message asking for confirmation to stop polling at the
Communication server appears.

6. Click Yes to stop polling and start downloading data from the Galaxy panel to
WIN-PAK.

Note: When you upload the data to the panel, the panel data is overwritten with the

g
@ uploaded data.
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Viewing Panel Configuration Details

You can view the latest configuration details of the Galaxy panel that were
downloaded to WIN-PAK.

To view the panel configuration details:

1. Right-click the Galaxy panel and select Configure. The Galaxy dialog box

appears.

=
Basic |Gr0ups| Zones| Ouput| RIDs | UserCodes| Keypad Max| ADY

Edit |
Dezcription :
I lsolate |
Type Delete
|GaLaser_504 =l [ Show
Firrniaeare ersion :
[450 |
QK | Cancel | Appli | Help |

2. Click the required tab to view and edit the ADV details.

Refer to the “Adding a Galaxy Panel” section in this chapter for more details on
editing Galaxy Panel configuration details.

Downloading Log Data
You can download the log information of the Galaxy panel into WIN-PAK.
To download the log data to WIN-PAK:

1. Right-click the Galaxy panel and select Download log data. A confirmation
message asking to stop the communication server appears.

win-pakPE X

Connecting ko Galaxy will stop Polling at Comm server,
. Do you wish to continue?

fes I Mo |

2. Click Yes to stop the communication server and download the log data to
WIN-PAK. If you click No, you cannot download log data to WIN-PAK.
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Uploading User Code

You can upload a range of user code details that are configured in WIN-PAK to the
Galaxy panel.

To upload the user code to the Galaxy panel:
1. Right-click the Galaxy panel and select Upload User Code. The Upload User

Code dialog box appears.
x|
—Manager Code————————

|H

|1 Isss

Cancel |

2. Type the Manager Code. If the manager code is invalid, you cannot upload
the user code.

3. Under Range, type the From and To values.
4. Click OK to upload the user code details to the Galaxy panel.

Uploading Date and Time

You can upload the current date and time of the WIN-PAK system to the Galaxy
panel.

To upload the current date and time:

1. Right-click the Galaxy panel and select Upload date and time for uploading
the current date and time. A confirmation message to stop the polling appears.

2. Click Yes to stop polling at communication server and upload the current date
and time to the panel.

Working on Virtual Keypad

The virtual keypad is displayed in WIN-PAK for the user to change the Galaxy panel
configuration details.

To view and operate on virtual keypad:

1. Right-click the Galaxy panel and select Virtual Keypad. The Galaxy Panel -
Virtual Keypad appears.
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Galaxy-Panell-¥irtual K =

Galaxy 504 w4.50 .
12:23 TUE 27 JUN ———> Screen Display

—— sKeypad Keys

> Connectivity Status

2. Use the keys on your keyboard to operate on keypad. The connectivity status is
shown at the bottom of the keypad. When the connectivity is lost, the
connectivity status color changes to red.

3. Click the X button to close the keypad.

Isolating and Deleting a Galaxy Panel

You can delete the configuration details of the Galaxy panel from WIN-PAK.

However, the panel ADV's must be isolated from the floor plans and the operator
levels.

Isolating a Galaxy panel
To isolate a Galaxy panel:
1. Choose Configuration > Device > Device Map. The Device window appears.

2. Expand the Devices folder to display the servers and devices added to the
device map.

3. Right-click the Galaxy panel and click Isolate. The Isolate Device or ADV
dialog box appears.
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Isolate Device or ADY =
Flacr Plans | Operator Levelsl

Floor Plang referencing device 'G alaxy-Panell’

Drescription | Remaove |
M Equipment
Remave Al |

2 items

QK I Cancel | Help |

4. To isolate ADVs of the Galaxy panel from the floor panel:

a. Click the Floor Plans tab. The list of floor plans associated to the panel
is displayed.

b. Select the floor plans and click Remove. The selected floor plans are
dissociated.

OR
Click Remove all to isolate all the ADVs of Galaxy panel from the floor plan.
5. To isolate operator levels from an ADV of the Galaxy panel:

a. Click the Operator Levels tab. The list of operator levels associated to
the panel is displayed.

b. Select the operator levels that must be isolated from the communication
server and click Remove. The selected operator levels are dissociated
from the communication server.

OR

Click Remove all to isolate all the operator levels from the communication
server.

¢. To remove the communication server from the control area, clear the
presence of an ADV of the panel in the control area by clearing the
Present in Control Area check box.

6. Click OK.
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Deleting a Galaxy panel

After isolating the associated floor plans and operator levels, you can delete the
Galaxy panel.

To delete a Galaxy panel:

1.
2.

Choose Configuration > Device > Device Map. The Device window appears.

Expand the Devices folder to display the servers and devices added to the
device map.

. Right-click the Galaxy panel and click Delete. A message asking for

confirmation appears.

. Click OK to confirm the deletion. The Galaxy panel is deleted from the device

map.

Adding a Vista Panel

You can monitor and control intrusions using the Vista panel in WIN-PAK. In the
Vista Panel Port, you can add only one Vista panel. To add multiple vista panels to the
communication server, you must add multiple Vista Panel Ports.

To add a Vista panel:
1. Choose Configuration > Device > Device Map. The Device window appears.
2. Expand the communication server.
3. Right-click the Vista Panel Port and select Add New Vista Panel. The Panel
Configuration - Basic dialog box appears.
x
ALY
Mame : Add |
IVista Panel i
Description : Ll
I |zalate |
Type : Delete
| PANEL_vISTA_250FBP | I Show
Firrnware: R evision :
Irev-3 j
< Back I Mext » I Cancel | Help |
4. Type the Name and Description of the Vista panel.
5. Select the Type of the vista panel. WIN-PAK supports two types of Fire

Burglary Panels: PANEL VISTA 250FBP and PANEL VISTA 128FBP.
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Note: The number (250, 128) in the panel types indicates the maximum
number of zones that a panel can support and the FBP indicates that the panel
is a Fire Burglary Panel.

6. Click Next to configure the vista partitions. The Panel Configuration -
Partitions dialog box appears.

Configuring the vista panel partitions

In the Vista panel, a set of zones can be grouped and called as partitions.

Note: Honeywell recommends you to partition by grouping zones based on your
building structure.

1. In the Panel Configuration - Partition dialog box, create an ADV for the
partition.

Panel Configuration - Partitions =

A0y

Edit

[]3-MNoaDV
[]4-MNoaDv
[15-MNoaDv
[]6-MNoADY Delete
[]7-MNoaDv —
[]8-NoaDV

il

lsolate

i
[127)
=
2
=

< Back I Mest » I Cancel | Help |

2. Click Next to configure the vista panel zones. The Panel Configuration -
Zones dialog box appears.

Configuring vista panel zones

A zone is the area covered by an input device in the Vista panel that monitors
intrusions and creates alarms.

1. In the Panel Configuration - Zones dialog box, select the panel zone and
create an ADV.

Note: The number of zones in the Name list depends on the selected panel type.
In addition, the list contains three more zones for you to define the custom
zone types.
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Panel Configuration - Zones

Zone Type :

A0y
$tals|

Edit

IND Feponze 1

Partition Mame: :

“ista Panel - Partition 3

18- Na DY x|

< Back I Mest » I

Cancel |

Help

lsolate |

Delete

d

[~ Show

2. In the Zone Type list, select the type of the zone.

3. In the Partition Name list, select the partition to which the zone belongs.

4. Click Next to configure the vista panel outputs. The Panel Configuration -

Output dialog box appears.

Configuring the vista panel outputs

1. In the Panel Configuration - Qutput dialog box, select an output and create

an ADV for the output.

Panel Configuration - Outpuk

-Vista Panel - Output 1 -
-Vista Panel - Dutput 2
ta Panel - Output 3

< Back I Mest » I

Cancel |

Help

A0y

Edit

il

lsolate

Delete

i
[127)
=
]
=

2. Click Next to define the user codes. The Panel Configuration - User Codes

dialog box appears.
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Defining user codes

The user code is a unique code with a set of privileges for the user to work on the Vista
panel keypad. These user codes are associated to the card holder for the card holder to
access the Vista panel. In the WIN-PAK UI, you can set the password for the user
code.

To set the password for the user code:

1. In the Panel Configuration - User Codes dialog box, select a code.

x
ADY
Ldd
Num | Code [N =] UserPin: _ |
2 =l
0 0an BE42 |zalate
R I I e |

Delete

[=]
=
o

L1
{22
=
=
=

[=]

=

[==]
-

4

< Back I Mest » I Cancel | Help |

2. In the UserPIN box, type the password for the selected user code.

3. Click Next to finish the vista panel configuration. The Panel Configuration -
Finish dialog box appears.

4. Click Next to configure the Vista panel.

Editing a Vista Panel

To edit the vista panel configuration details:
1. Choose Configuration > Device > Device Map. The Device window appears.

2. Expand the Devices folder and the communication server to display the loops
and devices added to the communication server.

3. Expand the Vista Port and select the Vista panel.

4. Right-click the Vista panel and click Configure. The Panel Configuration
dialog box appears.
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Panel Configuration =

Basic | Partitionsl Zonesl Dutputl UserEodesI

Mame :

\ista Panel

Description :

A0y

Add

Edit

[

|zalate

Delete
Type :
I~ Shaw
| PANEL_vISTA_250FBP |
Firrnware: R evision :
Irev-3 j
QK I Cancel | Apply | Help |

5. Edit the details of the vista panel, as required.

Refer to the “Adding a Vista Panel” section in this chapter for editing vista panel
configuration details.

Isolating and Deleting a Vista Panel

You can delete the configuration details of the Vista panel. However, the panel ADVs
must be isolated from the floor plans and the operator levels.

Isolating a Vista panel

To isolate a vista panel:

1. Choose Configuration > Device > Device Map. The Device window appears.

2. Expand the Devices folder to display the servers and devices added to the

device map.

3. Right-click the Galaxy panel and click Isolate. The Isolate Device or ADV
dialog box appears.
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Isolate Device or ADY =
Flacr Plans | Operator Levelsl

Floor Plang referencing device “ista Panell'

| Mame | Diescription | Femove |

Remave Al |

QK I Cancel | Help |

4. To isolate the ADVs of the Vista panel from the floor panel:

a. Click the Floor Plans tab. The list of floor plans associated to the panel

is displayed.

b. Select the floor plans and click Remove. The selected floor plans are

dissociated from the floor plan.
OR

Click Remove all to isolate all the ADVs of the Vista panel from the floor
plan.

5. To isolate operator levels from an ADV of the Vista panel:

a. Click the Operator Levels tab. The list of operator levels associated to

the panel is displayed.

. Select the operator levels that must be isolated from the communication

server and click Remove. The selected operator levels are dissociated
from the communication server.

OR

Click Remove all to isolate all the operator levels from the communication
server.

. To remove the communication server from the control area, clear the

presence of an ADV of the panel in the control area by clearing the
Present in Control Area check box.

6. Click OK.
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Deleting a Vista panel

After isolating the associated floor plans and operator levels, you can delete the Vista
panel.

To delete a Vista panel:
1. Choose Configuration > Device > Device Map. The Device window appears.

2. Expand the Devices folder to display the servers and devices added to the
device map.

3. Right-click the Vista panel and click Delete. A message asking for
confirmation appears.

4. Click OK to confirm the deletion. The Vista panel is deleted from the device
map.

Abstract Device

An Abstract Device (ADV) is a logical representation of a physical device. An ADV
is associated to an actual device in your access control system such as a panel or
alarm. Therefore, ADV's must be configured for every device mapped to the Device
tree structure. ADVs provide an interface for monitoring the device status and
controlling the actions of a physical device.

Each ADV is associated to an Action Group. An Action Group defines the priority of
a given event related to the device, as well as any actions that take place in response to
an event. When you edit an Action Group, all ADVs associated to the action group are
updated.

Configuring an Abstract Device

This section describes how to add, edit, delete an abstract device.

Adding an Abstract Device

You can add an abstract device only while configuring the device map. However, you
can edit or delete an ADV using the Abstract Device window.

To configure an ADV:

1. Open the Abstract Device Record Configuration window. You can open this
window by clicking Add under ADV in any device configuration dialog box.
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Abstract Device Record - Entrance E3
A0
Name: | [P1R3
Description :
Default Floor Plan : |.N0ne j
i~ Action Group
Mame : I.DUUI j
Add | Rename | [relete |
—Action:
Action : IAnli-Passback Widlation j
Priority |30 _|:C' SendEmal: [
Time Zone : IAIways On j

Wirite bo History : v Frirt an alarm printer: [~

Command Filz on

Receive: I None

Acknowledge : I Mone

Clear : I MNone

Sound File : |

L) i1

Digital %ideo Camera : I.None

Alarm Detail View Message :

Card was denied entiy because it has already been uzed going in/out
with out properly going outin.

[ ox ]

Cancel |

The ADV Name, by default, is based on the name of device configured.
However, you can change the name if required.

Enter the Description for ADV. The description enables you in selecting the
ADYV when setting up other aspects of the access control system.

In the Default Floor Plan list, select a floor plan in which the device is
logically located. This floor plan can be opened in an Alarm View window, by
right-clicking an alarm message and selecting Floor Plan. This helps you in
locating the place from where the alarm is triggered.

Select an existing Action Group from the drop-down list and set the action
properties. Each action group contains a group of actions.

Note: If you want to define a unique action group for this ADYV, select .Custom
for the Action Group and define the priorities, command files, and other
properties.

To add a new action group, click Add. The Name drop-down list changes to a
text box. Type a name of the action group and press ENTER. The Rename and
Delete buttons helps you in renaming and deleting the action group.

Select an Action from the list. This list varies depending on the type of device
configured and the selected action group.

Refer to the “ADV Action Groups” section in this chapter for examples.
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8. Enter a Priority for the action. By default, the priority assigned is 20. The
maximum value you can specify is 99.

Notes:

@

» Each action must be set with a priority for considering the action as an
alarm or an event. When an action is triggered, the action priority is
compared with the values set for Alarm Priority for notification and
Alarm Priority for required acknowledgement fields that are
configured in the Communication Server.

* The action is considered as an alarm, if the action priority is less than
the value in the Alarm Priority for required acknowledgement field.

» The action is considered as an event, if the action priority is greater than
the value in the Alarm Priority for required acknowledgement.

Example: Alarm Priority for notification is set as 20 and Alarm Priority for required
acknowledgement is set as 50 in the Com Server Configuration window. If you set
15 as the action priority, it is considered as an alarm. If you set 35 as the action
priority, it is considered as an alarm and event.

9. Select the Send Email check box, if e-mails must be sent to the configured
e-mail ids when the action takes place.

10.Select the Time Zone for the action. The default setting is .Always, as the
defined actions take effect regardless of the time.

11.Select the Write to History check box to write the event into the log file.

12.Select the Print on alarm printer check box to print the action details on the
alarm printer.

13.Under Command Files on, select a Command File to be executed for the
action.

* In the Receive list, select the command file that must be executed when
an alarm or an event for this action is received.

* Inthe Acknowledge list, select the command file that must be executed
when the alarm for the action is acknowledged.

* In the Clear list, select the command file that must be executed when
the alarm for the action is cleared.

14.To play a sound file when an action takes place, type the name of the Sound
File, or select a sound file by clicking the ellipsis L= button.

15.To view a live video of the action, select the camera in the Digital Video
Camera list. When the action has taken place, the Digital Video - Display
window is displayed showing the live video from the selected camera.

16.Type a detail message for the alarm in Alarm Detail View Message.

17.Click OK to save the details.
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To edit an abstract device:

Editing an Abstract Device

Note: The action properties set in one place are globally defined for the particular
Action Group. Therefore, any changes made to this Action Group are applied to all the
associated ADVs using this Action Group name.

1. Choose Configuration > Abstract Device (ADV). The Abstract Device
window appears with the list of ADVs added through device map.

-ioix
¥ Mame Type ﬂ
[=]

HB5
& focess DVPRO Camera 1 FiapidEye
& focess DVPRO Camera 2 FiapidEye
ADV for C-100 loop Loop
[& c-100 Loop-Parelt Parel =
™ Dietail View
—Search and Sort — Operation:
Search Field :
Add
|0 | =
Criteria : Edit |
I J LCopy |
Search Far :
| Delete |
Sort By Isolate |
IName j

Update List I

Erint Fepart... |

box for the selected ADV appears.

3. Edit the required details of an ADV.

2. Select an abstract device and click Edit. The Abstract Device Record dialog

Refer to the “Configuring an Abstract Device” section in this chapter for more
details on ADV configuration.
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Deleting an ADV
To delete an ADV not in use:

1. Choose Configuration > Abstract Device (ADV). The Abstract Device
window appears with the list of ADVs added through device map.

-ioix
¥ Mame Type ﬂ
[=]

HB5
& focess DVPRO Camera 1 FiapidEye
& focess DVPRO Camera 2 FiapidEye
ADV for C-100 loop Loop
[& c-100 Loop-Parelt Parel =
™ Dietail View
—Search and Sort — Operation:
Search Field :
Add
|0 | =
Criteria : Edit |

I j LCopy |
Search Far :

| Delete |

Sort By Isolate |
IName j

Update List I

Erint Fepart... |

2. Select an abstract device and click Delete. The Abstract Device is deleted.

Note: If an ADYV is associated to a floor plan or control area the following
warning message appears.

@

win-pakpe x|

This ADY is used in the floorplans. ou must remove this
ADY from the floorplans before the ADY can be deleted,

Action Group

An Action Group is a set of actions assigned to a device when its ADV is defined. All
the actions in the action group are set with the list of properties for a response to an
action. Responses include executing a command file, activating a sound file, viewing
a live video, and so on.

Note: Action groups are added to an ADV while configuring ADVs. However, you are
provided with an option to view, edit, copy, and delete action groups individually.

@

Viewing Action Group Details

To edit details of an action:

1. Choose Configuration > Device > Action Group. The Action Group
window appears.
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-ioix
Loop
2 455 NorsACK/NAK Loop
#oim Loop
52 Camera CCTY Camera
52 Camera P/T CCTY Camera LI
™ Detail Wiew
—Search and Sort — Operation:
Search Field :
|0 | &4
Criteria : Edit |

I j Copy |

Search Far :

| Delete |
Sort By Isolate |

I M ame j

2. Select the action group and select the Detail View check box. The Action
Group dialog box for the selected action group appears.

Action Group - Loop ﬂ

Action Group : |435'ACK.-"NAK

Command File:

Action Pricrit
o] Receive : INone
E Loop OK 1n Acknowledge : |F|uin
#2 Loop Remote DiatUp Failed 10 :

- Clear : |F|u|n
E Loop Remate Dial-Up Successful 10

Sound File : I—
Digital Yidea Camera IDigNideo Camera 2

‘write To Histary : Print : I~

Meszage :

o The M-485 iz MOT working properly.
Priority : I'ID _,::' Send Email: [~

Time Zane : IBtUB

3. View the details of the action group. The priority of the action, time zone,
command files and other details are displayed.

4. Select a different action from the list to view the related details.

5. Clear the Detail View check box in the Action Group window to close the
dialog box.
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Editing an Action Group

You can edit an Action Group from the Action Group window to make global changes
to all ADVs associated with a particular Action Group.

To edit an action group:

1. Choose Configuration > Device > Action Group. The Action Group
window appears.

-ioix
Loop
2 455 NorsACK/NAK Loop
#oim Loop
E Camera CCTY Camera
52 Camera P/T CCTY Camera LI
™ Detail Wiew
—Search and Sort — Operation:
Search Field :
|0 | &4
Criteria : Edit |

I J Copy |
Search Far :

| Delete |
Sort By Isolate |

I M ame j

2. Select the action group and click Edit. The Action Group dialog box for the
selected action group appears.

[} Action Group =] Ell
Action Group - Entrance ]
¥ Mame Type
# Action Group I.Door
B2 0UT Reader Entrang | Ermimir Al
Action Frioiity =
B2 285.A0K/MAK Locp we:[tore =]
22 Arti-Passback Violation 30 Recsive : |None
12 485-Non-ACKANAK Laop
2 Card Mot Found 30 Acknowledas : INone 'l
E B allyboden Frant Dr. Entrang ulE "
Joor Aja
Akl e [
™ Detail View 2 Door Momal 20
~ Search and Sot—————————— 82 Door Troubled 20 [ J
. oL |a:| oorbellway !
Search Field : E Erpired Card N
Al e 23 Forced Open a0 Digital Wideo Camera : I.None 'l
Criteria - E Haost Grant, Card downloaded rEl
j 22 Host Grant, Door unlocked 79 - wite Ta Histary : [V Bint:
Search For - ﬁ Loeeen i UL '\rI _I_I
l— d C Message :
: - The door has been left open longer than it should be
Soit By: Priority : I2U _lj Send Email: [~ bazed on a valid entry.
Nare e
Time Zohe : I.Always j
Update List

3. Edit the required details and click OK. The action group for the selected
device is changed globally.

Refer to steps 8 to 16 of the “Adding an Abstract Device” section in this chapter
for more details on setting the action group properties.
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Note: After you create the Action Group (except “.Custom™), it can be used as a
template for other devices of the same type.

Copying an Action Group

You can create a copy of an Action Group with the same set of properties and then you
can define a different set of properties.

To create a copy:

1. Select the action group and click Copy. The selected action group is

duplicated.

2. Select the copied action group and click Edit to change the settings.

Deleting an Action Group

If an action group associated to an ADV is still in use, reassign the ADV associated to
it to a different action group, before deleting the action group. Otherwise the warning
message appears showing that the action group is in use.

To delete an action group:

1. Select the action group and click Delete. The selected action group is deleted.

ADV Action Groups

The following list of tables that describe you the types of actions defined for different
ADVs used in WIN-PAK.

Table 11-11 Describing 485 ACK/NAK and 485 non-ACK/NAK (loop) Actions

Action

Message/Description

Loop OK

The N-485 is working properly.

Loop Remote
Dial-up Failed

The host computer was not able to connect through dialup to the
panel.

Loop Remote
Dial-up Successful

The host computer was able to connect through dialup to the control
panel.

Loop Alarm

The N-485 is NOT working properly.

Table 11-12 Describing C-100 (loop) Actions

Action

Message/Description

Loop OK

The C-100 is working properly.

Loop Remote
Dial-up Failed

The host computer was unable to connect through dial-up to the
control panel.
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Table 11-12 Describing C-100 (loop) Actions

Action

Message/Description

Loop Remote
Dial-up Successful

The host computer was able to connect through dialup to the control
panel.

Loop Alarm

The C-100 is NOT working properly.

Table 11-13 Describing Camera (CCTV camera) Actions

Action Message/Description

CCTV Camera OK | The camera is working properly.
CCTV Camera The camera is NOT working properly.
Trouble

Table 11-14 Describing Camera PTZ (CCTV camera) Actions

Action Message/Description

CCTV Camera OK | The pan tilt camera is working properly.
CCTV Camera The pan tilt camera is NOT working properly.
Trouble

Table 11-15 Describing Cards (Entrance Reader) Actions

Action

Message/Description

Anti-Passback

A card was denied entry because it has already been used going

Violation in/out without properly going in/out.

Card Not Found A card was denied entry because it was unknown to the reader.

Expired Card A card was denied entry because it has been expired by date or
number of uses.

Host Grant Card Access was granted to the user, if the event is downloaded within two

downloaded minutes of computer time. The control panel was updated with valid
card information.

Host Grant Door Access was granted to the user, if the event is unlocked within two

unlocked minutes of computer time. The control panel was not updated with
valid card information.

Invalid PIN A card was denied entry because of an invalid PIN.
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Table 11-15 Describing Cards (Entrance Reader) Actions

Action

Message/Description

Invalid Site Code

A card was denied entry because of an improper site code.

Invalid Time Zone

A card was denied entry because it was used outside its time period.

Trace Card

A card that is being traced was used and entry was granted.

Valid Card

A valid card had been used and entry was granted.

Table 11-16 Describing Command File Server Actions

Action

Message/Description

Server OK

The command file server is working properly.

Server Trouble

The command file server is NOT working properly. Verify that the
“WIN-PAK Command File Server” is running in the WIN-PAK
Service Manager.

Table 11-17 Describing Communication Server Actions

Action

Message/Description

Server OK

The communication server is working properly.

Server Trouble

The communication server is NOT working properly. Verify that
“WIN-PAK Communication Server” is running in the WIN-PAK
Service Manager.

Table 11-18 Describing Door (Entrance) Actions

Action

Message/Description

Anti-Passback

A card was denied entry because it has already been used - going

Violation in/out without properly going out/in.

Card Not Found A card was denied entry because it was unknown to the reader.

Door Ajar The door has been left open longer than it must be based on a valid
entry.

Door Normal The door is now closed.

Door Troubled The door status can not be accurately displayed due to tampering.

Expired Card A card was denied entry because it was expired by date.
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Table 11-18 Describing Door (Entrance) Actions

Action Message/Description

Forced Open The door is in the alarm mode due to invalid entry.

Host Grant Card Access was granted to the user, if event is downloaded within two

downloaded minutes downloaded of computer time. The control panel was
updated with valid card information.

Host Grant Door Access was granted to the user, if the event is unlocked within two

unlocked minutes unlocked of computer time. The control panel was not
updated with valid card information.

Invalid PIN A card was denied entry because it was used with an invalid PIN.

Invalid Site Code A card was denied entry because it did not have a proper site code.

Invalid Time Zone

A card was denied entry because it was used outside its time period.

Trace Card

A card being traced was used and entry was granted.

Valid Card

A valid card has been used and entry was granted.

Table 11-19 Describing Door Output Actions

Action

Message/Description

De-energized

The output of the door is not energized.

Energized

The output of the door is energized.

Trouble

The output of the door is not responding.

Table 11-20 Describing Group Actions

Action

Message/Description

De-energized

The group of relays is not energized.

Energized

The group of relays is energized.

Table 11-21 Describing Guard Tour Sequenced Group Actions

Action

Message/Description

Early Arrival

The guard arrived early at the designated check point reader.

Late Arrival

The guard arrived late at the designated check point reader.
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Table 11-21 Describing Guard Tour Sequenced Group Actions

Action Message/Description
Missed The guard missed the designated check point reader.
Out of Sequence The guard is out of sequence.

Table 11-22 Describing Guard Tour Server Group Actions

Action Message/Description

Server OK The Guard Tour server is working properly.

Server Trouble The Guard Tour server is NOT working properly. Verify that
“WIN-PAK Guard Tour Server” is running in the WIN-PAK Service
Manager.

Table 11-23 Describing Guard Tour Unsequenced Actions

Action Message/Description

Checked The guard has checked the required input/reader.

Table 11-24 Describing Input Alarm Point (Input Supervised) Actions

Action Message/Description

Input Active The input is in the alarm state.

Input Normal The input is in the normal state.

Input Trouble The status can not be accurately displayed due to tampering.
Note: This action is included only if the input is Supervised.

Table 11-25 Describing Modem Pool ACK/NAK Actions

Action Message/Description

Modem Pool OK Modem pool is working properly.

Modem Pool Modem pool is NOT working properly.
Trouble
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Table 11-26 Describing Modem Pool non ACK/NAK Actions

Action Message/Description

Modem Pool OK Modem pool is working properly.

Modem Pool Modem pool is NOT working properly.
Trouble

Table 11-27 Describing Monitor (CCTV Monitor) Actions

Action Message/Description

CCTV Monitor Monitor is working properly.

OK

CCTV Monitor Monitor is NOT working properly.
Trouble

Table 11-28 Describing NS2+ Panel Actions

Action Message/Description

Auxiliary Port The auxiliary communication port is not working.

Failure

Auxiliary Port The auxiliary communication port is working.

Normal

External 5 Volt The 5 Volt reader power is normal.

Normal

External 5 Volt The 5 Volt reader power is shorted.

Alarm

Ground Fault An input point or reader is shorted to earth ground causing a ground
Alarm fault.

Ground Fault An input point or reader that caused the ground fault has returned to
Normal normal.

Low Voltage Battery voltage is low.

Alarm

Low Voltage Battery voltage is normal.

Normal
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Table 11-28 Describing NS2+ Panel Actions

Action

Message/Description

Panel
Communication
Alarm

Communication with the control panel has been lost.

Panel
Communication
Normal

Communication with the control panel has been restored.

Panel Reset

The control panel has been reset.

Poll Response The control panel is NOT responding to computer polling.
Alarm

Poll Response The control panel is responding normally to computer polling.
Normal

Primary Power
Failure

Control panel primary power has been lost.

Primary Power
Normal

Control panel primary power has been restored.

Tamper Switch
Alarm

The control panel service door is open.

Tamper Switch
Normal

The control panel service door is closed.

Table 11-29 Describing N-1000-11/PW-2000-11 Panel Actions

Action Message/Description

Auxiliary Port The auxiliary communication port is not working.
Failure

Auxiliary Port The auxiliary communication port is working.
Normal

Panel Communication with the control panel has been lost.
Communication

Alarm

Panel Communication with the control panel has been restored.
Communication

Normal

Panel Reset The control panel has been reset.
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Table 11-29 Describing N-1000-11/PW-2000-11 Panel Actions

Action Message/Description

Poll Response The control panel is NOT responding to computer polling.
Alarm

Poll Response The control panel is responding normally to computer polling.
Normal

Primary Power
Failure

Control panel primary power has been lost.

Primary Power
Normal

Control panel primary power has been restored.

Table 11-30 Describing N-1000-11I/PW-2000-1V Panel Actions

Action Message/Description

Auxiliary Port The auxiliary communication port is not working properly.
Failure

Auxiliary Port The auxiliary communication port is working properly.
Normal

External 5 Volt
Alarm

The 5 volt reader power is shorted.

External 5 Volt
Normal

The 5 volt reader power is normal.

Ground Fault
Alarm

An input point is shorted to earth ground causing a ground fault.

Ground Fault
Normal

An input point that caused the ground fault has returned to normal.

Low Voltage
Alarm

Battery voltage is low.

Low Voltage
Normal

Battery voltage is normal.

Panel
Communication
Alarm

Communication with the control panel has been lost.

Panel
Communication
Normal

Communication with the control panel has been restored.

Panel Reset

The control panel has been reset.
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Table 11-30 Describing N-1000-11I/PW-2000-1V Panel Actions

Action Message/Description

Poll Response The control panel is not responding to computer polling.
Alarm

Poll Response The control panel is responding normally to computer polling.
Normal

Primary Power
Failure

Control panel primary power has been lost.

Primary Power
Normal

Control panel primary power has been restored.

Tamper Switch
Alarm

The control panel service door is open.

Tamper Switch
Normal

The control panel service door is closed.

Table 11-31 Describing P-Series SIO Board Actions

Action Message/Description

Poll Response The SIO Board is NOT responding to polling.
Alarm

Poll Response The SIO Board is responding to polling.
Normal

Primary Power
Failure

Primary power is down. Make a service call.

Primary Power
Normal

You have about 2 hours of backup power.

Tamper Switch
Alarm

The PRO-2200 enclosure is open. Check to see if service is done or
dispatch security as needed.

The tamper switch is a Norther Computers switch. When the door to
the enclosure is opened (switch open), the firmware reports a Tamper
Switch Alarm immediately, which is also shown at the same time as a
Tamper Switch Alarm in the Alarm View of WIN-PAK.

Tamper Switch
Normal

The PRO-2200 enclosure is now closed.

When the door to the enclosure is closed (switch closed), the
firmware reports a Tamper Switch Normal after approximately 3
seconds, which is also shown at that time as a Tamper Switch Normal
in the Alarm View of WIN-PAK.
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Table 11-32 Describing P-Series Dial-Up Actions

Action

Message/Description

Incorrect Password

An incorrect password attempt was made to access the controller.

Panel
Configuration
Error

An error was generated by an incorrect panel configuration.

Panel Remote
Dial-Up Failed

The N-485 remote dial-up is NOT Working properly.

Panel Remote

The N-485 remote dial-up is working properly.

Dial-Up

Successful

Poll Response The P-Series Intelligent Controller is NOT responding to computer
Alarm polling.

Poll Response The P-Series Intelligent Controller is responding to computer polling.
Normal

Primary Power
Failure

P-Series Intelligent Controller primary power has been lost.

Primary Power
Normal

P-Series Intelligent Controller primary power has been restored.

Tamper Switch
Alarm

The P-Series Intelligent Controller service door is open.

Tamper Switch
Normal

The P-Series Intelligent Controller service door is closed

Unsupported Panel

Table 11-33 Describing P-Series Reader Actions

Action

Message/Description

Anti-Passback
Violation

A card was denied entry because it has already been used going
in/out without properly going out/in.

Anti-Passback
Violation, door not
used

A soft Anti-Passback violation has occurred. The door was not
opened by the card holder.

Anti-Passback
Violation,

door used

A soft Anti-Passback violation has occurred. The door was opened by
the card holder.
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Table 11-33 Describing P-Series Reader Actions

Action Message/Description

Card Not Found A card was denied entry because it was unknown to the reader.

Door Ajar The door has been left open longer than it should be based on a valid
entry.

Door Locked Door is in a “Locked” mode of operation. No card access granted,

free egress is allowed.

Door Normal

The door position is now closed.

Door Troubled

The door status can not be accurately displayed due to tampering.

Door Unlocked

A card was presented to the reader while the door was unlocked.

Duress, request
denied

A duress code was entered. Access was denied.

Duress, door not
used

A duress code was entered. Access was granted. Door was not
opened.

Duress, door used

A duress code was entered. Access was granted. Door was opened.

Forced Open

The door is in the alarm mode due to invalid entry.

Free Egress, door
not used

Free egress request was granted. Door was not opened.

Free Egress, door
not verified

Free egress request was granted. Door is not monitored.

Free Egress, door
used

Free egress request was granted. Door was opened.

Host Grant, card
downloaded

Access was granted to the user. The P-Series Intelligent Controller
was updated with valid card information.

Host Grant, door
unlocked

Access was granted to the user. The P-Series Intelligent Controller
was NOT updated with valid card information.

Invalid Format

The P-Series Intelligent Controller detected an invalid card format.

Invalid Format,
reverse read

The P-Series Intelligent Controller detected a card swiped
backwards. Invalid card format.

Invalid PIN

A card was denied entry because it was used with an invalid PIN.

Invalid Site Code

A card was denied entry because it did not have a proper facility
code.

Invalid Time Zone

A card was denied entry because it was used outside its time report.
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Table 11-33 Describing P-Series Reader Actions

Action

Message/Description

Issue Code

An invalid issue code was presented to the reader.

Never allowed at
this door

This card is never allowed at this door even if Host Grant is enabled.

No second card
presented

This door is using the two man rule. A second valid card was not
presented to the reader.

Site Code Verified,
door not used

Door is in the facility or site code mode. A valid facility or site code
was presented. The door was not opened by card holder.

Site Code Verified, | Door is in the facility or site code mode. A valid facility or site code
door used was presented. The door was opened by card holder.
Trace Card A card that is traced was used and entry was granted.

Valid Card, door
not used

A valid card was presented to the reader but the door was not opened
during its pulse time.

Valid Card, door
used

A valid card was presented to the reader and the door was opened.

Table 11-34 Describing P-Series Input-Generic (Input P-Series Supervised) Actions

Action

Message/Description

Input Active

The input is in the alarm state.

Input Normal

The input is in the normal state.

Input Troubled

The status can not be accurately displayed because of tampering.

Table 11-35 Describing P-Series Output (Output P-Series) Actions

Action

Message/Description

De-energized

The output is not energized.

Energized

The output is energized.

Trouble

The output is not responding.
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Table 11-36 Describing Galaxy Panel Action Groups

Action

Message/Description

Alarm Cancel

Alarm Reset

Automatic Test

Battery Restore The Module Battery which was low is restored.

Battery Trouble The Module Battery is low.

Code Tamper Wrong code alarm act.

Comm Fail The communication between module and RS485 is lost.

Comm Restore

The communication between module and RS485 is restored.

Control Unit Fuse
Restore

The control unit fuse is restored.

Control Unit Fuse
Trouble

The control unit fuse is in trouble.

Local Program End

Engineer mode exited.

Manual Test Engineer test
Module AC Fail Module AC Fail is restored.
Restore

Module AC Fail
Trouble

Module AC Fail is in trouble.

Module Removed | Module Removed
Panel Cold Start Power Up Panel.
Power Up Warm start of panel.

Program Begin

Engineer mode entered.

Recent Close

Panel Full Set

Remote Call End

Remote Call End

Remote Call Start

Remote Call is complete.

RF Jam

RF signal is jammed.

RF Jam Restore

RF signal which was jammed is restored.s
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Table 11-36 Describing Galaxy Panel Action Groups

Action Message/Description
RF NVM RAM RF NVM RAM Fail
Fail

Standby Battery Standby Battery is low
Low

Standby Battery Standby Battery is OK.
OK

Tamper Alarm

Module is tampered.

Tamper Restore

Module tampered is restored.

Tel. Line Fail
Restore

Module telephone line fail is restored.

Tel. Line Fail

Module telephone line fail is in trouble.

Trouble

Time/Date changed | The time and date of the panel is changed.
Unset Early Panel is unset.

Walk Test End Walk Test is finished.

Walk Test Start Walk Test is started.

Table 11-37 Describing RS-232 Action Groups

Action

Message/Description

RS-232 Link OK

The RS-232 port is communicating properly.

RS-232 Link
Trouble

The RS-232 port is NOT communicating properly.

Table 11-38 Describing RS-232 Port (Single Panel) Action Groups

Action Message/Description
Loop Alarm The RS-232 Port (Single Panel) is NOT working properly.
Loop OK The RS-232 Port (Single Panel) is working properly.
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Table 11-39 Describing Schedule Server Action Groups

Action Message/Description

Server OK The Schedule Server is operating normally.

Server Trouble The Schedule Server is not operating properly. Verify that the
“WIN-PAK Schedule Server” is running in the WIN-PAK Service
Manager.

Table 11-40 Describing Tracking Server Action Groups

Action Message/Description

Server OK The Tracking Server is working.

Server Trouble The Tracking and Muster Server is not operating properly. Verify that
the WIN-PAK Muster Server is running in the WIN-PAK Service
Manager.

Table 11-41 Describing Video Switcher (CCTV Switcher) Action Groups

Action Message/Description
CCTYV Switcher The video switcher is working properly.
OK

CCTV Switcher The video switcher is NOT working properly.
Trouble

Table 11-42 Describing Galaxy Communication Actions

Action Message/Description

Galaxy Galaxy Communication is in trouble.
Communication
Alarm

Galaxy Galaxy Communication is working properly.
Communication
Ok

Galaxy Polling Galaxy is started polling.
Started
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Table 11-42 Describing Galaxy Communication Actions

Action Message/Description
Galaxy Polling Galaxy is stopped polling.
Started

Table 11-43 Describing Galaxy Group Actions

Action Message/Description

Group Alarm Galaxy Group alarm is cancelled.
Cancel

Group Alarm Galaxy Group alarm is confirmed.
Confirm

Group Alarm Reset | Galaxy Group alarm is reset.

Group Automatic Galaxy Group is automatically set.

Set

Group Bypass Galaxy Group is bypassed

Group Closing The Galaxy group auto-arm extend is delayed.
Extend

Group Early Unset | The Galaxy group is unset early.

Group Fail to Set The Galaxy group is fail to set.

Group Full Set The Galaxy group is set.

Group in Alarm Group in Alarm

Group Late to
Open

Group Late to Set

Group Normal Group returned to Normal.

Group Part Set

Group Part Unset

Group Rearm after | Rearm after alarm.
alarm

Group Recent Previous alarm was within 5 mins of set.
Close
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Table 11-43 Describing Galaxy Group Actions

Action

Message/Description

Group Reset
Required

Reset is required to do any operation at the Group.

Group Unbypass

Group is unbypassed.

Group Unset

Group is unset.

Group Walk Test Group walk test is finished.
End

Group Walk Test Group walk test is started.
Start

Lid Tamper Lid is tampered.

Lid Tamper Lid tamper is restored.
Restore

Table 11-44 Describing Galaxy Keypad Actions

Action Message/Description

Keypad Alarm Keypad raised an alarm.

Keypad The communication with keypad is lost.
Communication

Loss

Keypad OK Keypad is working properly.

Keypad Tamper Keypad is tampered.

Keypad Tamper Keypad tamper is restored.

Restore

Table 11-45 Describing Galaxy Keyprox Actions

Action

Message/Description

Door Forced

Door Propped The door is supported with a prop.
Invalid Card The accessed card is invalid.
Keyprox Alarm
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Table 11-45 Describing Galaxy Keyprox Actions

Action Message/Description

Keyprox The communication with keyprox is lost.
Communication

Loss

Keyprox OK Keyprox is working properly.

Keyprox Tamper Keyprox is tampered.

Keyprox Tamper Keyprox tamper is restored.

Restore

Rejected Card The accessed card is the rejected card.
Valid Card The accessed card is the valid card.

Copying and Moving Loops and Panels
The following functions can be performed across communication servers:
* Move an existing panel from one communication server to the other.

* Copy an existing panel to create a new panel with same settings in other
communication server.

Moving Loops and Panels

You can move loops and panels across communication servers if the following
conditions are met:

1. Ports are available in the destination communication server.

2. The same type of loops are available in the destination communication server,
while moving panels attached to loops. For example, when you move a panel
attached to a P-Series loop, the destination communication server must have a
P-Series Loop.

Moving loops across communication servers
To move a loop across communication servers:
1. Select a loop to be moved in the source communication server.

2. Drag and drop the loop onto the destination communication server. A message
appears indicating that the port is reset for the loop.
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3. Click OK. The loop is moved to the destination communication server.
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Note: If the destination communication server does not contain a port and if you
attempt to move a loop, the following message appears:

Moving direct panels across communication servers

To move a direct panel across communication servers:

1. Select a direct panel (not attached to a loop) in the source communication

SCrver.

2. Drag and drop the direct panel onto the destination communication server.
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3. Release the mouse button at the destination communication server. The direct
panel is moved.

Moving panels across communication servers
To move a panel attached to a loop:

1. Select a panel (attached to a loop) in the source communication server.

2. Drag and drop the panel onto the destination communication server.

-ioix -ioix
NS % 4 i Loop-Pan_Ae’:\) B hccessDVPRO |
e msztradets O | ] - ﬁ) CommandFile
[+-am ACKMAK Modem poal - [E) COMSERVER.
2100 Laop 55 48s(p
B ccTv switcher
----- [E Direct P-series Cul:sor @ =
[+1-&8 Madem Poul while (5@ ACK/NAK Madem pool
----- ) P-Series mOVing B C-100 Loop
[+ P-Series Loop m CCTW Swikcher
+-@@ P-Seties Modempool || ] e [E Direct P-series
..... 2 R5-232 Loop [+-@@ Modem Paol
ElQ COMSERMERZ L e O P-Series
e EI% 485 ACK/MAK loop [+ P-Series Loop
[ ﬁ C-100 Loop-Panell [+-a@ P-Series Modem pool
----- O P-Series 2 e R5-232 Loop
B8] R5-232 Connection [—:IQ COMSERNER. 2
----- :S; R5-232 Panel % 485 ACK/MAK loop b
m Fusion 0 e < P-Series 2
Guard Tour — - FER R5-232 Connection
€T Schedule Server LI ‘ZS; RS-232 Panel LI

3. Release the mouse button at the same type loop of the destination
communication server. The panel is moved.
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Copying Loops and Panels

You can create a copy of loops and panels onto another communication servers if the

following conditions are met:

1. Ports are available in the destination communication server.

2. The same type of loops are available in the destination communication server,

while creating a copy of panels attached to loops. For example, you can create
a copy of direct panel onto another communication server, but not onto a
Modem Pool or a Loop on the communication server.

Copying a direct panel

To create a copy of a panel to other communication server:

1. Right-click the panel icon, hold and drag the panel icon to the Communication

Server onto which you want it to be copied. When you release the mouse
button, the pop-up (Move or Copy) menu is displayed, enabling you to select
the desired action.

- O] x|

Device

=] Devices

e ﬁ) Crmand File Server

EN-)

& 4854CK

2 48
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B8 Fusion DVR
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Move

. Click Copy to create a copy of it. The Copying Device dialog box appears,

with an incremental number appended onto the device name.

Copying Device x|

Mew Device Mame :

5 eriesPanel 3|

. Rename the device, or accept the default name.

. Click OK. A message appears indicating that the loop or port has been reset.
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WiN-PAKPE x|

[} The communication port used
. by the Loop has been reset,

5. Click OK. The device is copied to the other communication server.

@\ Note: When you create a copy of a loop or modem pool, only the loop or modem pool
{2/ is copied and not the panels attached to it.

Initializing Panels
Programming information entered into the WIN-PAK System is sent to the panels
before it takes effect.
*  When panels are first added to the system, they are initialized so that the
information entered during panel configuration is sent to the panels.

» Likewise, whenever there is a change in the panel configuration, the new
information is sent to the panels.

» The only exceptions to this are changes to individual cards and card holders,
which are automatically sent to the panels.

* Panels are initialized from the Floor Plan view (the background) or from the
Control Map.

Note: Panel Configuration Options reset all of your panel’s programming. Honeywell
recommends that you select all options (select the “Select All” check box) when
sending the Panel Configuration Options.

@

Refer to the “Initializing Panels from Floor Plan” section in the chapter Floor Plan for
details on panel initializing on floor plans.

Refer to the “Initializing a Panel from Control Map” section in the chapter Defining
Areas for details on panel initializing on floor plans.

Document 7-001009, Revision 01 11-191 WIN-PAK User’s Guide



Device Map
Action Group

WIN-PAK User’s Guide 11-192 Document 7-001009, Revision 01



Defining Areas 11

In this chapter...

Introduction 11-2
Defining Access Areas 11-2
Defining Tracking and Mustering Areas 11-6
Defining Control Areas 11-20
Viewing Control Maps 11-24

Document 7-001009, Revision 01 111 WIN-PAK User’s Guide



Defining Areas
Introduction

Introduction

Areas in WIN-PAK are classified as Access Areas, Control Areas, Tracking Areas,
and Muster Areas.

Access Areas are a logical grouping of doors and readers to which card holders can
gain access. After the access areas are defined, they are mapped to access levels.
When card holders are assigned to an access level, they can gain access to the access
area for the time zone and access permissions set for the access level.

Example: An access area A can be defined with doors D1, D2 and readers R1 and R2,
and a card holder C1 can be assigned to an access level AL1. When the access area A
is mapped to the access level AL1, the card holder C1 can gain access to D1, D2, R1,
and R2.

Control areas are logical areas containing devices such as communication servers,
loops, panels, input points, output points, groups, and readers. Operators who are
assigned to a control area, can view the status of the devices in the control areas and
their relationship using a Control Map. In addition, an operator can control the devices
from the control map.

Tracking Areas are used for tracking card holder movements and Mustering areas are
used for tracking card holder movements in the event of emergency situations such as
fire.

This chapter describes how to configure access areas, configure control areas and
view control maps, define tracking and mustering areas.

Defining Access Areas

Access Areas are the logical areas in the Access Control System, in which entrances
such as doors and readers are placed. The access area definition in WIN-PAK appears
as a tree, to which branches and entrances can be added. The access areas are
represented as branches, and panels, readers, and doors are represented as entrances
by which you can gain access to the areas. An entrance can be added to the Access
Area folder or it can be added to a branch inside the Access Area folder.

Example: If a reader R1 is located in the first floor of a building, you can define “First
Floor” as the branch and R1 as the entrance within “First Floor.”
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o

ElD Access Area
----- @ <-100 Loop-Panei-R1
-] Mars-G

- Pluko W
----- |E| P-Series panel-B1-R1
|E| P-Seties panel-B1-R2

[T Show fvailable Devices

—> Entrance

—> Branch

Readers, loops and doors that are already defined in the device map can be added to
the access areas. The access areas are later mapped to access levels. The card holders
who are associated with the access levels can gain access to the entrances in the access

arcas.

Adding a Branch

1. Choose Configuration > Define > Access Areas. The Access Area window

appears.

2. Right-click the Access Area folder or branch and select Add Branch. The

Configure Branch dialog box appears.

[E] Access Area

- [0 x|

B[] Access rea
-] Cork

#-[_] Drogheda
7 Dublin

+ C T
-] Gabway

- Limerick
7L Portlacise

Add Branch

Add Entrances

Fename

Remave

7] Sligo
1-(] Waterford

[
[
[
[
[
[
[
[

I~ Show Available Devices

Configure Branch x|
Branch Mame :
IParkind
ok I Cancel
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3. Type the Branch Name.
4. Click OK. The new branch is listed below the Access Area folder.

. Note: If you are adding a branch inside another branch, the new branch appears
2/\ below the selected branch.

Adding an Entrance

You can add entrances as an access area or you can group one or more entrances and
add them under a branch in the access area.

1. Choose Configuration > Define > Access Areas. The Access Area window
appears.

2. To add entrances as access areas, right-click the Access Area folder or to add
entrances to a branch, right-click the branch and click Add Entrances. The
Add Devices dialog box appears.

3. Alternatively, select the Show Available Devices check box. The Add Devices
dialog box appears.

[E] Access Area M= 3

2-[1 Access frea
B[] Cark

71 Drogheda
(1 Dublin
SRR S LUP Offic

E

E

B AddBranch
-0 Galway Add Entrances
[+ Limerick -
£

£

[

Rename

-] Portlaise
7] Shgo
i ‘waterford

Remove

[ Show Available Devices

Add Devices x|
Device Type :
Cloze |
ame | Diescription -
[F1R3)
[F1R4)

[F3R1) |
[F3R2)
[F3R3)
[F3R4)
"template’’ PAB Panel 1 - Re...

"TEMPLATE" Panel 2 - Read... -
| *

4. Select the entrance and click Add.

= e e e e

-

Note: To select the multiple entrances, press and hold down the CTRL key and
click each entrance.

@
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5.

Click Close to close the Add Devices dialog box. Alternatively, clear the
Show Available Devices check box. The newly added entrance(s) are
displayed in the Access Area window.

Moving an Entrance

To move an entrance from the access area to a branch or from one branch to another:

1.

Choose Configuration > Define > Access Areas. The Access Area window
appears.

. Click the entrance that you want to move.

Drag and place the entrance on the branch to which you want to move.

Renaming a Branch

1.

Choose Configuration > Define > Access Areas. The Access Area window
appears.

Right-click the branch you want to rename.

Click Rename. The Configure Branch dialog box appears.

Configure Branch x|
Branch Mame: :
IParkind
()8 I Cancel |

Type the new Branch Name.

. Click OK to rename the branch.

Removing a Branch or Entrance

1.

@

Choose Configuration > Define > Access Areas. The Access Area window
appears.

. Right-click the branch or the entrance you want to remove.

Click Remove. A message asking for confirmation appears.

. Click OK to confirm the deletion.

Note: You cannot remove an entrance if it is assigned to an access level.
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Defining Tracking and Mustering Areas

Tracking and Mustering areas in WIN-PAK are logical areas consisting of entrances,
and are used for tracking cardholder movements.

Tracking Areas

A tracking area is an area defined for tracking cardholder movements. When a
cardholder presents a card in the tracking area, a read event is recorded along with the
card-read details.

=1

In the preceding diagram, A, B, C, and D are Tracking Areas. Readers 1, 4, and 9
allow access to Tracking Area A. Readers 3 and 6 allow access to Tracking Area B.
Reader 5 allows access to Tracking Area C and Reader 8 allows access to Tracking
Area D.

The first time a card holder presents a card at one of these readers, the details of the
read event are recorded, and displayed in the Tracking and Mustering View window
of the User Interface. Each time that card is presented at one of the readers in that
same area, the details of the latest card-read is displayed in the user interface. When
the card holder moves to a different tracking area, the card-read details for the new
area is displayed. When the card holder moves out of the tracking area to a
non-tracking area, the last card-read details of the card holder are removed from the
user interface.

One tracking area can be nested inside the other. This enables better tracking of card
holders in a specific area. For example, if “Building1” is created as a tracking area,
then “Floor 1” and “Floor 2” can be created as nested areas in “Building1”. When a
card holder enters “Building1”, the card-read details are recorded and displayed in the
user interface. When the card holder moves to “Floorl”, the card-read details are
displayed for “Floor1”.

Mustering Areas

Mustering areas are logical areas defined with readers, used for tracking card holder
movements in the case of emergency situations like fire. Muster readers are placed in
the mustering areas, which must be accessed by the card holders who are moving from
the tracking areas into the mustering area. The details of the card holders moving into
the mustering areas are recorded and, in addition, displayed in the Tracking and
Mustering View window of the user interface.

Tracking and Mustering tree

In the Tracking and Mustering tree of the User Interface, the tracking and mustering
areas are configured as Branches and the readers are configured as Entrances.
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Exit Areas

The entrances that are not defined as a part of the tracking and the mustering areas are
considered as exit areas. During WIN-PAK installation, a branch “Exit Area” is
created by default. Card holders quitting the tracking areas present their cards to the
readers in the exit area.

Nested Areas

Nested areas are created when a tracking area is defined inside another tracking area
and when a mustering area is defined under another mustering area. However,
tracking areas cannot be nested inside mustering areas and vice versa.

When a area “A” is defined under area “B”, it indicates that the area “A” is nested
under “B”. All the readers added under “A” belong to “B”.

Example:

* In a hospital, one branch can be defined as “Hospital” and another
branch “Laboratory” can be added inside the “Hospital” branch. The
“Laboratory” branch is nested inside the “Hospital” branch. When a
card holder enters the laboratory, the card holder is seen as present in
both the hospital and in the branch.

» Ifthe “Laboratory” is not nested within the “Hospital” building, the card
holder is seen as present only in the laboratory and not in the hospital.

Consider the following figure:

=M =M
“E

* 1-9 are Tracking Readers

*+ A, B, C, D are Tracking Areas,
* M is the Muster Reader

* E is the Exit Reader

The difference between nested and non-nested areas is explained in the following
scenarios, for the areas B and C:

In case of Nested area,

» Cis defined inside B. If you are in area C, then you are in area B.
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The readers 3, 6 are defined in B because both the readers are used for entering
into B. Reader 3 is used for entering into B, and reader 6 is used for quitting C,
and entering into B.

The reader 5 is defined in C as it is used for entering into C. In addition, this is
included in B because C is defined within B.

In case of Non-nested area,

The areas B and C are defined separately.

The readers 3, 6 are defined in B because both the readers are used for entering
into B. Reader 3 is used for entering into B, and reader 6 is used for quitting C,
and entering into B.

The reader 5 is defined in C as it is used for entering into C.

Muster System Precautions

While creating mustering areas in WIN-PAK, keep the following precautions in mind:

1.

@
[\

9.

Use a separate dropline (communication port) to isolate muster readers from
tracking units.

An alternate/additional communication path from the N-1000 to the computer is
achieved by using the N485DRLA (Digital Redundant Loop Adapter).

Note: Muster readers are not used for controlling a door.

. Run a special line for the muster units to provide a unique data path, even if the

wiring from the main facility is damaged. The tracking units also have a
unique data path.

. Use 485 communications with ACK-NAK enabled. A battery backup power

supply is required for the 485-API-2 on any N-1000 or NS2+ or P-Series
panel.

. Provide a UPS or other backup power source for the WIN-PAK computer and

any other associated communication devices.

. Provide a safe location for the computer and communication.

. Keep the muster system on-line (not buffered) to ensure timely and complete

information.

. Perform regular checks to ensure that the muster system is functioning

properly.

. Check that all panels are maintaining the correct time and date. It is critical that

the time and date be correct on card reads at the muster readers. If the time
and/or date are earlier than that of other reads in the system they are ignored.

Program the scheduler to update the panel time and date at least once a day.

10.Create a check list for muster procedures.

11. Test the Muster Report printer.
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Configuring Tracking Areas

Tracking areas can be defined as branches inside the Tracking and Mustering area tree
in the WIN-PAK User Interface. Nested tracking areas can be created by defining
branches one inside the other. After adding the branches for the tracking areas, you
can add the readers in the tracking areas as entrances.

Adding a Tracking Area Branch

@

@

1. Choose Configuration > Define > Tracking Areas. The Tracking Area

window appears.

-i5ix

(=20 Tracking and Mustering Areas

O rr—

E‘D Exit A pdd Ertrances
[y ﬁ
onfigure
E--WED Must  po e
W|§| P Refresh (F5)
Find (F3)

4] | B

[~ Show Available Devices

. Right-click the Tracking and Mustering Areas folder or the branch where

you want to add the new branch, and select Add Branch. The Tracking and
Mustering Area Configuration dialog box is displayed.

Tracking and Mustering Area € |

Mame :
IMain Building

I~ | Muistering

Note: You can add only entrances and not branches to the “Exit Area” branch
that is created by default.

. Type a name for the tracking area in Name.

. Select the Mustering check box to define the area specified in Name as

mustering area.

Note: This check box is disabled if you are defining an area inside another
mustering area.

. Click OK. The new branch is listed below the Tracking and Mustering

Areas folder in the Tracking Area window.
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Adding an Entrance to the Tracking Area
1.

Choose Configuration > Define > Tracking Areas. The Tracking Area

window appears.

. Right-click the branch to which you want to add an entrance and click Add

Entrances. The Add Devices dialog box appears with the list of all entrances.

Lioix

-3 Tracking and Mustering Areas

- o W Add Branch

-2 Exit A

Add Entrances

EWD Must  onfigure

Remove
""" Wlil o Refresh (F5)

Find (F3)

1 |

[~ Show Available Devices

Add Devices | %]
Device Type : Add
Entrance Cloze |
ame | Diescription -
[F1R3)
[F1R4)

[F3R1)

[F3R2)

[F3R3)

[F3R4)
"template’’ PAB Panel 1 - Re...
"TEMPLATE" Panel 2 - Read...

= e e e e

-

| of”

. Alternatively, select the Show Available Devices check box. The Add Devices
window appears with the list of all entrances.

4. Select the entrance to be added to the branch and click Add.

@

Note: To select the multiple entrances, press and hold down CTRL and click
each of the required entrance.

5. Click Close or clear the Show Available Devices check box to close the
window. The entrances are in the Tracking Area window.
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Moving an Entrance

To move an entrance from one branch to another:

1. Choose Configuration > Define > Tracking Areas. The Tracking Area
window appears.

2. Select the entrance you want to move.

3. Drag and place the entrance on the branch to which you want to move.

@\ Notes:

i
— .
=~ * You cannot move an entrance from and to the “Exit Area” branch.

* You cannot move an entrance from a tracking area branch to a mustering
area branch, and vice versa.

Renaming a Branch

1. Choose Configuration > Define > Tracking Areas. The Tracking Area
window appears.

2. Right-click the branch you want to rename.

3. Click Configure. The Tracking and Mustering Area Configuration dialog
box appears.

Tracking and Mustering Area [ |

Mame :

IMain Building Caricel |

= Wustering

4. Type the new branch name in the Name box.

5. Click OK to rename the branch.

Removing a Branch or an Entrance

1. Choose Configuration > Define > Tracking Areas. The Tracking Area
window appears.

2. Right-click the branch or the entrance you want to remove.
3. Click Remove. A message asking for confirmation appears.

4. Click OK to remove the selected branch or entrance.

Note: You cannot remove the “Exit Area” branch.

@
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Finding an Item in the tree

1. Choose Configuration > Define > Tracking Areas. The Tracking Area
window appears.
2. Right-click on a branch or entrance, and click Find. The Find Item dialog box
appears.
Findttem x|
Item in tree to Search for :
[Ext
Cancel |
3. Type the item you want to search in the tree, in the Item in tree to Search for
box.
4. Click OK. The item, if found, is highlighted in the tree.
Notes:

@

* From a tracking area you cannot search for a branch or an entrance in
the mustering area.

* Right-click on a branch, and click Refresh to refresh the items in the
tree.
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Configuring Mustering Areas

Mustering areas are defined as branches of the Tracking and Mustering area tree of
the WIN-PAK User Interface. Nested mustering areas can be created by defining
branches one inside the other. After adding the branches, you can add the readers in
the mustering areas as entrances.

Adding a Mustering Area Branch

1. Choose Configuration > Define > Tracking Areas. The Tracking Area
window appears.

=

=23 Tracking and Mustering Areas

Remove
OF ¢ refresh (FS)
Find {F3)

-
E'D Exit At add Entrances

C El N3 Configure
-4 Must

< |

[~ Show Available Devices

2. Right-click the Tracking and Mustering Areas folder or the branch where
you want to add the new branch, and select Add Branch. The Tracking and
Mustering Area Configuration window is displayed.

Tracking and Mustering Area € |

Mame :

IMaln Building Cancel |

I~ | Muistering

Note: You cannot add mustering area branches to the “Exit Area” branch.

@

3. Type a name for the mustering area in Name.

4. Select the Mustering check box to define the area as a mustering area.

Note: The check box appears disabled if you are defining an area inside another
mustering area.

@

5. Click OK. The new branch is displayed in the Tracking Area window.

Note: The icon for the branches defined as mustering area appears as 41 .

@
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Adding an Entrance to the Mustering Area

1. Choose Configuration > Define > Tracking Areas. The Tracking Area
window appears.

2. Right-click the Tracking and Mustering Areas folder or the mustering area
branch to which you want to add an entrance and click Add Entrances. The
Add Devices dialog box appears with the list of all entrances.

3. Alternatively, select the Show Available Devices check box. The Add Devices
window appears with the list of all entrances.

-icix]

-3 Tracking and Mustering Areas

Configure
Remave
Refresh (F5)
Find (F3)

1 |

[~ Show Available Devices

Add Devices x|
Device Type : Add
Cloze |
ame | Diescription -
[F1R3)
[F1R4)

[F3R1) |
[F3R2)
[F3R3)
[F3R4)
"template’’ PAB Panel 1 - Re...

"TEMPLATE" Panel 2 - Read... -
| *

4. Select the entrance to be added to the branch and click Add.

= e e e e

-

Note: To select the multiple entrances, press and hold down CTRL and click
each of the required entrances.

@

5. Click Close or clear the Show Available Devices check box to close the
window. The entrances are in the Tracking Area window.
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Moving an Entrance

To move an entrance from one branch to another:

1. Choose Configuration > Define > Tracking Areas. The Tracking Area
window appears.

2. Under a mustering area branch, select the entrance you want to move.

3. Drag and place the entrance on the mustering area branch to which you want to

move.
m}\ Notes:

7 .

— * You cannot move an entrance from and to the “Exit Area” branch.

*  You cannot move an entrance from a mustering area branch to a tracking
area branch.

Renaming a Branch

1. Choose Configuration > Define > Tracking Areas. The Tracking Area
window appears.

2. Right-click the branch you want to rename.

3. Click Configure. The Tracking and Mustering Area Configuration dialog
box appears.

Tracking and Mustering Area [ 5[

Mame :

IMaln Building Cancel |

I | ustering

4. Type the new branch name in the Name box.

5. Click OK to rename the branch.

Removing a Branch or an Entrance

1. Choose Configuration > Define > Tracking Areas. The Tracking Area
window appears.

2. Right-click the branch or the entrance you want to remove.
3. Click Remove. A message asking for confirmation appears.

4. Click OK to remove the selected branch or entrance.

Note: You cannot remove the “Exit Area” branch.

@
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Finding an Item in the tree

1. Choose Configuration > Define > Tracking Areas. The Tracking Area
window appears.
2. Right-click the mustering area branch or entrance, and click Find. The Find
Item dialog box appears.
Findtem x|
Item in tree to Search for :
IExit
Cancel |
3. Type the item you want to search in the Item in tree to Search for box.
4. Click OK. The item, if found, is highlighted in the tree.
Notes:

@

* From a tracking area you cannot search for a branch or an entrance in
the mustering area.

* Right-click on a branch, and click Refresh to refresh the items in the
tree.

Tracking and Muster View

The tracking and muster view enables you to view the details of the card holders who
are present in the tracking and the mustering areas.

The tracking and the muster areas are displayed in a tree in the Tracking and Muster
View window. Select the tracking or muster area in the tree, to view the details of the
card holders present in the area.

Before viewing the muster information, ensure the following:

1.
2.

Verify that muster reads from the panel have the correct time and date.

If the date and time are wrong, stop the presentation of cards and send the time
and date to the panel.

. Test the correction.

. Repeat all card presentations. Multiple presentations of the same card at the

muster reader do not adversely affect the result of the muster as the most recent
time and date stamp is displayed.

Viewing the Tracking and Mustering details

To view the details of card holders in tracking or mustering areas:

1.

Choose Operations > Tracking and Mustering. The Tracking and Muster
View window appears.
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¥ Refresh list periadically

i) Tracking and Muster Yiew O] x]
Tracking and Mustering Area : Cards and Card Holders found in the Selected Areas
=23 i Tracking and Mustering Areas(1 cardholc| Card 1D | Status | Card Holder | Feader | Timne and Date |
[ Exit Areacard reads not shownll car| 30841 alid Card MN1000Panel - Reader 2 5:38:00 PM 4/1/2005
-2 Tracking and Mustering Area(1 cardh
4] | ©
Befresh | Erirt | Delete |

2. Expand the Tracking and Mustering Areas folder to list the branches and the
entrances belonging to the selected branch.

and muster readers.

@

Note: The branches and entrances with w3 on the left indicate muster areas

3. Select the branch for which you want to view the card holder information.

» Select a muster area branch to view the details of card holders who have

accessed the readers in the mustering area.

+ Select a tracking area branch to view the details of card holders who

have accessed the readers in the tracking area.

» Select “Exit Area” branch to view the details of card holders who have
accessed the readers in the exit area.

The details of the card holders who have accessed the entrances in the selected
branch are listed in the right pane of the Tracking and Muster View window.

il Tracking and Muster View

Tracking and Mustering firea :

Cards and Card Holders found in the Selected Areas ©

[=F3

[=-[23 Tracking and Mustering Areas(1 cardholg

Card |D | Status | Card Holder | Reader

| Time and D ate |

ED Exit Area:card reads not shown(0 car
I:l First Floor Narth - Readsr 1

I:l First Floor Narth - Reader 2

B H1000Panel - Reader!

B RemateN1000Panel - Reader 2
B RemateN1000Parel - Reader 3
B RemateN1000Parel - Reader 4

- ing and Mustering Area[1 cardh
B i B
@ M1000Panel - Aeader 3
@ M1000Panel - Reader 4
B RemateN1000Panel - Reader 1

Kl | wl

[¥ Refresh list perindically

30641 Walid Card

N1000Panel! - Reader 2

5:38:00 Pt 4/1/2005

BRefresh Brint Delete
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4. Select the Refresh List periodically check box to automatically update the list
of card holders every few seconds. Alternatively, click Refresh to refresh the
list of card holders.

5. Click Clese (X) on top of the window to close the window.

Deleting a Card holder from the Tracking and Muster View

When a card holder has moved out of the tracking area without accessing the reader in
the area, you can delete the card holder details from the Tracking and Muster View
window.

To delete the details of a card holder:

1. In the Tracking and Muster View window, select the card holder detail from
the list on the left pane.

2. Click Delete to delete the card holder detail.

Printing Tracking and Mustering details

1. In the Tracking and Muster View window, click Print. The Report -
Tracking and Muster View dialog box appears.

Report - Tracking and Muster Yiew

Tracking or Muster Area Filker |

Select Tracking or Muster Area: IRt (Rr=e=m
ITracking and Mustering Areas j Frint
Sort Order————— Select MoteField: Exnart il
wport File..
INoteFieId j INone j

o i Estim. Pages
& fscending qualification e
" Descending department

dob Clear &l

Cloze

e

2. In the Select Tracking or Muster Area list, select the tracking or mustering
area for which you want to print the card holder details.

3. To print the card holder information in a sorted order, select the option for
sorting in the Sort Order list.

» Select Time and Date to sort the card holder details in a chronological
order.

» Select Card Number to sort the card holder details based on the card
number.

* Select Card Holder to sort the card holder details based on the card
holder number.

« Select Note Fields to sort the card holder details based on the Note field
value. When you select this option, the Select NoteField list is enabled.
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@

Notes:

— If you do not have a privilege to create a note field template, the
Note Fields option will not be listed in Sort Order.

— Ifyou do not have the privilege for viewing or changing a note
field, the note field will not be listed in Select NoteField.

— The Select NoteField list contains the note fields that are specific
to the selected account. If <All Accounts> is selected, the note
fields that are common to all the accounts are listed. You can
create a common note field by creating a note field in each
account with the same name.

OR

. To sort the card holder details in the ascending order, click Ascending.

To sort the card holder details in the descending order, click Descending.

File dialog box appears.

. To preview the report before printing, click Print Preview.
. To print the card holder report, click Print.

. To export the card holder details into a text file, click Export File. The Export

x|

r— Delimiter
" Tah " Semicolon " Comma

© Space I " Other

— File

Diirectory to save File to:
Ic: |

Default File M arne:

I.t:-ct

¥ Include Report Mame in File Mame

¥ Include Date and Time in File Mame

File M arme:

ITracking and Muszter Yiew 4-27-2006 7-16-57 Ph. txt

Set az Default | Ok I

Cancel I

a. Under Delimiter, click the required delimiter character or click Other

and enter the character.

b. Under File, enter the following details:

c. Click the ellipsis L] button in the Directory to Save File to box to
select the folder in which the text file must be saved.

d. Type the name of the text file in the Default File Name box.
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Defining Control Areas

e. To append the report name to the file name, select the Include Report
Name in File Name check box.

f. To append the date and time to the file name, select the Include Date
and Time in File Name check box.

g. To set the delimiter and file name information as default for all text
files, click Set as Default.

h. Click OK to export card holder details to the file.

8. To know about the number of pages that would be printed, click Estim Pages.

9. To clear the filter criteria, click Clear All.

10.To close the Report-Tracking and Muster View dialog box, click Close.

Control areas are logical areas containing devices such as communication servers,
loops, panels, input points, output points, groups, and readers.

Control Areas are defined by creating a Control Map of the devices and adding them
to a tree structure. This map shows the status of each device, the set of actions to be

performed for the device when an event takes place, and the relationship between the
various devices.

Control Maps are defined by adding a site, adding branches to the site and then adding
devices to the branches. The devices can also be added directly to a site.

Lo
-] HTSL-Bang -

r

HU Quick Start Control Ar

Site

~-[E c-100 Loop-Panell
[l c-100 Loop-Parel1-R1

~[B> C-100 Loop-Panel1-R1-Output
[ c-100 Loop-Parel1-R2

B 100 Loop-Panel1-R2-Output
-8l0 P-Series panel - 510 1

-- P-Series panel-B1-R1

-- P-Seties panel-B1-R2

——> Devices

=-(10 Quickstart-FirstFir

> Branch

_ o4& Access DYPRO Camera 1
€T Schedule Server
-] Symbiosis

g,; ADY For C-100 loop
i ﬁ) CammandFile

/B COMSERVER
B COMSERVER 2

E‘E Guard Tour

Show Available Devices
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Adding a Site
To add a new site:

1. Choose Configuration > Define > Control Areas. The Control Area window
appears.

2. Right-click Control Area folder and then click Add Site. The Configure Site
dialog box appears.

x
Site Mame:
[Buiding
ok I Cancel |

3. Enter the Site Name.

4. Click OK to add the site as a control area.

Adding a Branch to a Site

1. Choose Configuration > Define > Control Areas. The Control Area window
appears.

2. Right-click the site to which you want to add the branch and click Add
Branch. The Configure Branch dialog box appears.

Note: You can add a branch under another branch. In such case, right-click the
branch and click Add Branch.

@

=
=] Contral Area
=-@
[y Add Branch
| Add Devices
R Gala:

Rename
Remove

[ Show Available Devices

Configure Branch x|

Branch Mame: :
IParkind

()8 I Cancel
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3. Type the Branch Name.

4. Click OK. The branch is listed under the site or the branch in the Control
Area window.

Renaming a Site or a Branch

1. Choose Configuration > Define > Control Areas. The Control Area window
appears.

2. Right-click the branch or the site you want to rename.

3. Click Rename. The dialog box for renaming the branch or site appears.

Configure Site =

Site M ame:
IMars Building

Cancel |

4. Type the site or the branch name.
5. Click OK to save the change.

Adding a Device

1. Choose Configuration > Define > Control Areas. The Control Area window
appears.

2. Right-click the site or branch to which you want to add the device and click
Add Devices. Alternatively, select the Show Available Devices check box.
The Add Devices dialog box appears.

=['| Control Area M=] e
=[] Cark ;I
-2 Balincolig

- Bantry

-] Churchfield
&[] Cork Central
-] Dennety'sCross
-] Douglas

----- B E ostooast-EntranceRleaders

- Little Island (Bt
5] Mahan Add Devices
[0 Mallow AE Fienarns
523 Mallow CPC Remove
#..77_Mnaker Raad ;I

I Show Available Devices
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3,
e
4.
2
5

Add Devices x|
Device Type : Add
Close |
Mame | Dieseription -
[P1R3)
[P1R4)

[P3R1) |
[P3R2)
[P3R3)
P2R4]
"ternplate” PABX Panel 1 - Re...

[@ "TEMPLATE" Panel 2 - Flead... _lj
«| | B

Select the Device Type. The devices belonging to the selected device type are
listed.

Note: The device type includes devices of intrusion panel too, if the license for
the Galaxy panel and/or the Vista panel is procured.

Select the device to be added and click Add.

Note: To select the multiple devices, press and hold down CTRL and click each
entrance.

. Click Close or clear the Show Available Devices check box to close the Add

Devices dialog box. The device(s) are displayed in the Control Area window.

Moving a Device

To move a device from one branch to another:

1.

2.
3.

Choose Configuration > Define > Control Areas. The Control Area window
appears.

Click the device you want to move.

Drag and place the device on the branch or the site to which you want to move.

Removing a Site, Branch or Device

1.

Choose Configuration > Define > Control Areas. The Control Area window
appears.

Right-click the branch, site or device you want to remove.

. Click Remove. A message asking for confirmation appears.

. Click OK to remove the selected site, branch or device. The site, branch or

device is removed from the control map.
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Viewing Control Maps

Control Map enables you to view and control the devices belonging to the control
area. In addition, you can view the status, acknowledge and clear alarms, and run
various commands for each device.

Controlling Devices from a Control Map
1. Choose Operations > Control Map. The Control Map window appears.

E; Control Map =13

=] Contral &rea
E-( Servers
=1 485Loops
@@ 485PCiLocp
£ N1000Parelt
- W[E N1000Pansi
(-2 M1000Panel Entrance
=~ N1000Panel Input
o @ES N1000Parel -In1
WE= N1000Panell -In 2
B M1000Ranelt - 1n 3
WG H1000Farelt - Ind
- MER N1000Panel -In5
-3 M1000Pane Output

2. Expand the control area to view the details of its branches and devices.

The status of each device is indicated by the following icons to the left of the device
name:

-@ - Normal status
® - Alarm condition

» - Unknown status

WIN-PAK User’s Guide 11-24 Document 7-001009, Revision 01



Defining Areas
Viewing Control Maps

The icons for the Galaxy devices and Vista devices vary depending on the action that
is set on them. In addition, the icon color changes for various device status. The
following table provides you various icons that are displayed for different status:

Device
Types

Action Icon | Status

Description

Group/Pa
rtition

Zone

Set/Arm Y Normal

Reset/Disarm

No alarm in the Alarm View
window (Alarm is acknowledged
and cleared)

Unbypassed ° Normal

Alarm in the Alarm View window
(Alarm waiting to be
acknowledged or cleared)

™ Alarm

No alarm in the Alarm View
window (Alarm is acknowledged
and cleared)

) Alarm

Alarm in the Alarm View window

(Alarm waiting to be
acknowledged or cleared)

Group/Pa
rtition

Zone

Unset @ Normal

No Alarm in the Alarm View
window (Alarm is acknowledged
and cleared)

Bypassed @ Normal

Alarm in the Alarm View window
(Alarm waiting to be
acknowledged or cleared)

@ Alarm

No Alarm in the Alarm View
window (Alarm is acknowledged
and cleared)

@ Alarm

Alarm in the Alarm View window
(Alarm waiting to be
acknowledged or cleared)

Zone

Tamper A Alarm

No Alarm in the Alarm View
window (Alarm is acknowledged
or cleared)

A Alarm

Alarm in the Alarm View window
(Alarm waiting to be
acknowledged or cleared)
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Device
Types

Action

Icon

Status

Description

Zone

Tamper
Bypassed

Alarm

No Alarm in the Alarm View
window (Alarm is acknowledged
and cleared)

Alarm

Alarm in the Alarm View window
(Alarm waiting to be
acknowledged or cleared)

Output

Activated

Normal

Normal - No Alarm in the Alarm
View window (Alarm is
acknowledged and cleared)

Normal

Normal - Alarm in the Alarm
View window (Alarm waiting to
be acknowledged or cleared)

Output

Deactivated

Normal

Normal - No Alarm in the Alarm
View window (Alarm is
acknowledged and cleared)

Normal

Normal - Alarm in the Alarm
View window (Alarm waiting to
be acknowledged or cleared)

All types

Any action

Unkno

No Alarm in the Alarm View
window (Alarm is acknowledged
and cleared)

Unkno
wn

Alarm in the Alarm View window
(Alarm waiting to be
acknowledged or cleared)

Move the mouse over the icons to view a textual description of each device status.

3. To control a device, right-click the device and select the command.

The commands available for each ADV control are listed in the following table:

Table 11-1 Typical ADVs and Control Functions

ADV Control Functions

Alarm View Open
Click Open to open the Alarm View window through the floor
plan.

CCTYV Switcher Send Time & Date, Send Camera Titles, Camera to Monitor
Switch, Acknowledge All Alarms, Clear All Alarms

Comm Server Acknowledge All Alarms, Clear All Alarms
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Table 11-1 Typical ADVs and Control Functions

ADV

Control Functions

Command File Server

Run Command File

C-100 Local Connection

Buffer All Panels, Unbuffer All Panels, Set Retry Count, Set
Command Timeout, Acknowledge All Alarms, Clear All
Alarms

C-100 Remote

Buffer All Panels, Unbuffer All Panels, Set Retry Count, Set

Connection Command Timeout, Acknowledge All Alarms, Clear All
Alarms, Connect Remote, Disconnect Remote

Doors Unlock, Lock, Shunt, Unshunt, Pulse, Timed Pulse, Restore to
Time Zone, Acknowledge All Alarms, Clear All Alarms

Event View Open

Click Open to open the Event View window through the floor
plan.

Input Points

Acknowledge all Alarms, Clear all Alarms, Shunt, Unshunt,
Restore to Time Zone

Links Open
Click Open to open the floor plan to which this floor plan is
linked. This device is relevant only for the Floor Plan.

Modem Pool Hang-Up Modem, Reset Modem, Acknowledge All Alarms,
Clear All Alarms

CCTV Monitor Acknowledge All Alarms, Clear All Alarms

N-485 Remote Dialup

Buffer All Panels, Unbuffer All Panels, Set Retry Count, Set
Command Timeout, Connect, Remote, Disconnect Remote,
Acknowledge All Alarms, Clear All Alarms

N-485 Local
Connection

Buffer All Panels, Unbuffer All Panels, Set Retry Count, Set
Command Timeout, Acknowledge All Alarms, Clear All
Alarms

Output Points & Groups

Energize, De-energize, Pulse, Timed Pulse, Restore to Time
Zone, Acknowledge All Alarms, Clear All Alarms

Panel Initialize, Cancel Initialization, Buffer, UnBuffer, Acknowledge
All Alarms, Clear All Alarms
Refer to the “Initializing a Panel from Control Map” section in
this chapter for initializing a panel

Pan / Tilt Camera Acknowledge All Alarms, Clear All Alarms

Readers Acknowledge All Alarms, Clear All Alarms

SIO Boards Acknowledge All Alarms, Clear All Alarms
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Table 11-1 Typical ADVs and Control Functions

ADV Control Functions

Static Camera Acknowledge All Alarms, Clear All Alarms

Galaxy Communication | Acknowledge All Alarms, Clear All Alarms

Galaxy Panel Acknowledge All Alarms, Clear All Alarm
Set All Groups - Panel sets all the groups associated to the
panel.

Unset All Groups - Panel unsets all the groups associated to the
panel.

Reset Panel - Resets the panel.
Bypass Zones - Panel bypasses alarms from the selected zone

types.
Unbypass Zones - Panel stops bypassing alarms the selected
zone types.

Activate Output - Activates the selected output.
Deactivate Output - Deactivates the selected output.

To select a zone type or output type, right-click the Galaxy panel
and select the appropriate action, and then select the zone type
or output type.

Galaxy Group Acknowledge All Alarms, Clear All Alarms
Set Group - Panel sets the selected group.
Unset Group - Panel unsets the selected group.

Part Set - Panel sets all the zones for which the Zone State
(attribute) is set as Part Set.

Timed Set - Panel sets all the zones after a specific time.
Group Bypass - Panel bypasses alarms from all the zones in the
group.

Group Unbypass - Panel stops bypassing alarms from all the
zones in the group.

Refresh - Refreshes the latest status of a group.
Acknowledge All Alarms, Clear All Alarms

Galaxy Zone Acknowledge All Alarms, Clear All Alarms
Bypass Zone - Panel bypasses alarms from the zone.

Unbypass Zone - Panel stops bypassing alarms from the
selected zones.

Force bypass Zone - Forcefully bypasses the zones which
cannot be bypassed using the Bypass Zone option. For example,
Fire.

Refresh - Refreshes the latest status of a zone.
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Table 11-1 Typical ADVs and Control Functions

ADV

Control Functions

Galaxy Output

Acknowledge All Alarms, Clear All Alarms
Activate - Activates the output.

Deactivate - Deactivates the output.

Refresh - Refreshes the latest status of an output.

Galaxy Keypad

Acknowledge All Alarms, Clear All Alarms

Galaxy MAX

Acknowledge All Alarms, Clear All Alarms

Galaxy RIOs

Acknowledge All Alarms, Clear All Alarms

Vista Panel

Acknowledge All Alarms, Clear All Alarms

Arm Away - The panel completely arms the selected perimeter
and interior burglary partitions by sensing the intruder’s
movements. This option enables you to select multiple
partitions of the panel.

Arm Stay - Arms only the perimeter burglary protection,
guarding protected doors, windows, and other perimeter
protection points in the selected partitions. This enables
automatic bypassing of certain areas that allows movement on
those areas without causing an alarm.

Note: To define the perimeter area, the zone type of the zones
must be defined as Perimeter while configuring the Vista Panel.

Disarm - The panel disarms the selected burglary partitions,
silences alarms and audible trouble indicators. This option
enables you to select multiple burglary partitions in the panel.

Panel Reset - Resets the panel.
Refresh - Refreshes the latest status of the vista panel.

Vista Partition

Acknowledge All Alarms, Clear All Alarms

Arm Away - The panel completely arms the perimeter and
interior burglary partition by sensing the intruder’s movements.
Arm Stay - Arms only the perimeter burglary protection,
guarding protected doors, windows, and other perimeter
protection points in the partition. This enables automatic
bypassing of certain areas that allows movement on those areas
without causing an alarm.

Note: To define the perimeter area, the zone type of the zones
must be defined as Perimeter while configuring the Vista Panel.

Disarm - The panel disarms the selected burglary partition,
silences alarms and audible trouble indicators.
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Table 11-1 Typical ADVs and Control Functions

ADV Control Functions

Vista Zone Acknowledge All Alarms, Clear All Alarms

Bypass Zone - The panel bypasses alarms from the zone. This
allows movement on the bypassed area without causing an
alarm.

Unbypass Zone - The panel stops bypassing alarms from the
selected zone.

Vista Output Acknowledge All Alarms, Clear All Alarms
Activate - Activates the output.

Deactivate - Deactivates the output.

Refresh - Refreshes the latest status of an output.

Initializing a Panel from Control Map

When panels are added to the WIN-PAK system, they are initialized so that the
information entered during panel configuration is sent to the panels. Panels are
initialized from the Floor Plan view or from the Control Map.

To initialize panels from the control map:

1. Choose Operations > Control Map. The Control Map dialog box appears.

E Control Map M=]E3
=1 Contral Area o
D Servers

EID 488Loops

...... @ 3 485PCILoop

-2 N1000PanelT
503 N1000PanenEre| 2ok AlATEmE

i @ El Door Clear All Alarms
(BRI nitialize ...

@ N1000Pa Earce! |l hital st
@@ N1000Pa  Buffer ..

D MN1000Panelllnp Unbuffer ...

-0 N1000Panel DUt i et
=3 Fusion DVR padl | |

2. Right-click the desired panel in the Control Map tree, and select Initialize. The
Panel Initialization Options dialog box appears.

Note: The options available on the Panel Configuration Options dialog box are
device-dependent.

@
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Panel Initialization Options =

" Panel Configuration Options

™ Time and Date
[ Cards

" Command File
" Holidays

[" Time Zones

" Input Paints
" Dutput Paints
[ Groups

()8 | Cancel |

Refer to the “Panel Initialization Options” section in this chapter to know the
description for initialization options.

3. To send all types of information, click Select All.

OR

To update only the selected information, select the corresponding check boxes.

4. Click OK to update the panel details.

Refer to the “Initializing Status” section in this chapter for details on status of the

initialization.

Panel Initialization Options

Table 11-2 Describing panel initialization options

Panel Initialization
Options

Description

Panel Configuration
Options

Sends all panel configuration information. This resets your panel
programming. It is recommended that you use the “Select All”
feature (button) when the Panel Configuration Options are to be
sent.

Time & Date

Updates panel time and date with the network time and date. You
may notice a pause for up to 50 seconds when the time and date
are sent because the time is sent at the top of the computer minute
up to + 10 seconds. Closed circuit acts as a NC circuit.

Cards

Sends card information to the panel. When sending cards, it is
recommended that you re-initialize the panel by choosing Select
All This ensures that old card information is removed when the
new card information is added. When cards with an Active or
Trace status are added, edited, or deleted from the card or card
holder database, this information is automatically sent to the
panels. All other card information changes are sent using this
command.
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Additionally, new or updated information on the following features, functions, and

panel elements are sent to the panel:

Access Levels
Access Control Areas
Card Formats
Command File
Conversion Tables
Groups

Holidays

Inputs

IC Configuration
Input Groups

Input Scan

Outputs
Procedures/Actions
SIO Boards

Triggers

Reader LED/Buzzer specs
Time Zones

Initializing Status

As the panel initializes, a status window indicates the status of sending the
information. If an error occurs, the status window indicates which command caused
the error.

Initializing ‘M1000Panell*

Steps :

[ [

ISending Panel Configuration Options

Meszage Count :

Status :

IPaneI Iritialization Ok

Crnd Status :

Eror Meszage :

Figure 11-1 Showing the status of initialization
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Table 11-3 Describing fields in the Status dialog box

Field name Description

Steps Indicates what information is sent.

Message Count Indicates the progress of messages sent.

Status Indicates whether the proceeding initialization is successful or has
failed.

Cmd Status Indicates if a command has timed out.

Error Message Indicates if any errors occurred while transmitting information to the
panel.
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Introduction

A floor plan is a map or plan of a building, used for viewing, monitoring, and
controlling devices in the Access Control System.

This chapter describes how to create floor plans and to control system devices using
floor plan views.

A floor plan comprises a floor plan background on which ADVs, links, and text
blocks are placed. Images, photos, and simple graphs can be imported into the floor
plan background. These images are imported as graphic files (Windows Metafile) and
are stored in the WINPAK PRO\Database\ FloorPlanImage folder.

ADVs, representing devices in the Access System, can be added to a floor plan. These
ADVs can be monitored and controlled from the floor plan. Different objects (for
example, a door, a panel or a C-100 loop) are available in the toolbox for the types of
ADVs.

Links to other floor plans can be added to a floor plan. These links enable you to view
other floor plans from the currently open floor plan.

Links to Alarm View and Event View of devices can be added to a floor plan. These
links enable you to view the alarm and the event views of devices from the floor plan.

Text blocks can be added to the floor plan for adding additional information in the
floor plan. For example, you can add a text block for creating a legend, explaining the
color codes of the ADVs, or special instructions for the operator for viewing a
particular floor plan.

After the floor plan is created with ADVs, links, and text blocks, you can view it
through a floor plan view to monitor the status of the ADVs, and to control the ADVs
by commands.

Floor Plan Definition

Defining a floor plan involves:
1. Adding a floor plan.

2. Creating floor plan designs, which involves placing ADVs on the floor plan,
providing links to other floor plans, and links to alarm and event views.

3. Adjusting the size of the floor plan and previewing it.

4. Editing and deleting a floor plan.
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Adding a Floor Plan

1. Choose Configuration > Floor Plan Definition. The Floor Plan Definition
window appears.

[ Floor Plan Definition I [=lE3

E=Cinline status | Dubli

i Online status {outside Dublin)

™ Detail view
- Search and Sor Op:
Search Field
[a— 7] e
Criteria Edit |
I - Leopy
Search For
Delete

SartBy: iz
Marne: [

Update List | Print Report |

2. Click Add. The Floor Plan Toolbox dialog box together with a blank window
for creating a floor plan design appear.

X
Mame :
I Save I
Description : Save & Exit |

I Cancel |

Background

Open... |
Clear |

AREH &0 ¢ E ]
B & E &5 = = ADYV Controls of
g m o i Galaxy Panel
o) B B B @ RO

E 50 I | ADYV Controls of
8 n‘!' 0 « @ | >Vista Panel

3. Type a name for the floor plan in Name. The name can be up to 30
alphanumeric characters in length.

4. Type a Description for the floor plan. The description can be up to 60
alphanumeric characters in length.

5. Click Open in the Background area. The Open dialog box appears.
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Open 2]
Look in: I@ FloorPlanimage j - = EB-

Cosmic Studio 1
Cosmic Studio 2

File name: || Open I
Files of type: I Metafiles [* wmf] j Cancel |
4

6. Browse to the location of the image file and click Open. The selected graphic
file opens in the window behind the Floor Plan Toolbox window and is also
saved in the WINPAK PRO\Database\ FloorPlanImage folder.

7. Add ADVs, links, and text objects to the background.

Refer to the “Creating Floor Plan Design” section in this chapter for more details
on adding ADVs, links, and text objects to the floor plan.

8. In the Floor Plan Toolbox dialog box, click Save & Exit to save the floor plan
and return to the Floor Plan Definition window.

9. Click Close (X) to close the Floor Plan Definition window.

- Note: The ADV controls of the Galaxy panel and/or Vista panel are available only if
@ the license for the Galaxy and/or Vista panel is procured.

Creating Floor Plan Design

Designing a floor plan involves:
* Placing ADVs that must be monitored and controlled from the floor plan.
* Adding text blocks and links to other floor plans.
* Adding Event View and Alarm View links to the floor plan.

To create a floor plan design:

1. Choose Configuration > Floor Plan Definition. The Floor Plan Definition
window appears.

2. Click Add to add a new floor plan or highlight a floor plan from the database
list and click Edit to modify the selected floor plan. The Floor Plan Toolbox
window together with the floor plan design window appear.

3. Add ADVs, Floor Plan links, Alarm View and Event View Links, and Text
Blocks to the floor plan.

Refer to the sections “Adding an ADV to the Floor Plan”, “Adding Links to other
Floor Plans”, “Adding Alarm View and Event View links to the Floor Plan” and
“Adding a Text Box to the Floor Plan” for information on adding ADVs, links,
or text objects to the floor plan.
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Adding an ADV to the Floor Plan

ADVs that must be monitored and controlled from the floor plan are added to the floor
plan design.

After adding ADVs to the floor plan, you can set the control properties for each of
them. The control properties vary for each ADV control.

The following are the common control properties that can be set for an ADV:
General Configuration

* Enter the ADV name.

* Link the ADV control to the ADV.

* Set the rotation angle of the ADV.

* Specify whether the ADV name must appear with the ADV control in the floor
plan.

» Specify whether a tool tip for the ADV must appear when you move the mouse
over the ADV.

Status Configuration

» Color: A color swatch appears next to the various states for the selected ADV
(the states vary depending on the type of device). Change the color scheme by
selecting new colors for the three conditions (no alarms, alarms, alarms
acknowledged) for each state.

* Blink: Set the blink settings for the various ADV states.
To add an ADV to the floor plan:

1. In the Floor Plan Toolbox window, drag and drop an ADV into the floor plan
background.

Refer to the following table for information on ADV icons, ADV names, and
description:.

Table 12-1 ADV Icons and Description

Icon Name Description
l Input Signals an alarm condition.
m | Inputll Signals an input condition or state that is not associated

with an alarm condition.

E Door Used with Entrance ADV.

s Door 11 Used with Entrance ADV for configuring four different
types of doors, namely, left, right, double, or garage.
Each door type displays an open or closed animation.

[ -] Panel Used with all control panels.
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Table 12-1 ADV Icons and Description

& Loop C-100 | Used with C-100 ADV.
I | Loop PCI Used with N-485-PCI ADV.
— Modem Used with Modem Pool ADV.
Pool
Communica | Used with the communication server ADV.

tion Server

= Output Used with relay output ADV.

k=3 Group Used with relay group ADV.

B Switcher Used with the CCTV switcher ADV.

[™] | Monitor Used with the monitor ADV.

wm | Stationary Used with the stationary camera ADV.
Camera

£ Reader Used with the reader ADV.

im | Pan/Tilt Used with pan/tilt camera ADV.
Camera

ZE Text Used for providing any additional information in the

floor plan.

Command Used with the command server ADV.

File Server

Enables you to select and run a command file.

50 SIO Board Used with the SIO Board ADV.
Provides tamper and power status of the PRO-2200 SIO
boards.
B Galaxy Used with Galaxy Ethernet module (E080) ADV.
Communica
tion
= Galaxy Used with Galaxy panel ADV.
Panel
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Table 12-1 ADV Icons and Description

T Galax sed with Galaxy grou .
y Used with Galaxy group ADV.
Group
Galax sed with Galax f
ﬁ y Used with Galaxy MAX ADV.
MAX
Galax sed with Galaxy keypa .
H y Used with Galaxy keypad ADV.
Keypad
Ao RIO Used with Galaxy RIO control ADV.
Control
Galax sed with Galaxy output .
& y Used with Galaxy output ADV.
Output
Galax sed with Galaxy zone .
= y Used with Galaxy ADV.
Zone
ﬂ ADV Used for rotating the ADV object.
Rotation
Tool

[=]] Vista Panel | Used with Vista panel ADV.

- Vista Used with Vista partition ADV.
Partition

- Vista Zone Used with Vista zone ADV.

= Vista Used with Vista output ADV.
Output

1] Vista Used with the Vista panel port ADV.
Comm

2. Right-click the object and select Control Properties.

Zoom...
Wridle Zaam

Show View
R

Copy Selected Control Chil+C
Paste Contral Cirl+
Remove Selected Control Del

Contral Properties... Al+E nter

The Control Properties dialog box appears for the ADV object.
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Example: If you have selected a door, then the Door - Properties dialog box
appears.

Door - Properties |

General I Status Configuration |

ADW Mame :

| Mone =l FirdaDv.. |
Ruotation Angle
ID 33

¥ Show Name
[+ Show Toolip

ak. I Cancel I

3. To set the general properties of the ADV, click the General tab.

a. Select the ADV Name or click Find ADV to locate the ADV to be
associated to the object. The Find ADV dialog box appears.

Find ADV x|

Mame :

| =

FindMow |[ 0K | Cancel |

b. Type or select the name of the ADV in the Name list and click Find
Now. A list of ADVs with similar names are retrieved in the list.

c. Select an ADV from the list and click OK to return to the properties
dialog box.

d. Enter the angle at which the ADV must be rotated in Rotation Angle.
By default, the rotation angle is set as zero.

e. Select the Show Name check box to display the name of the ADV
below the image in the floor plan design window.
f. Select the Show Tooltip check box display the ADV name as a tool
tip.
4. To set the color, blink, and default options for the ADVs, click the Status
Configuration tab.
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x|
General  Status Configuration |
Mo Alarms Alarms Ack Alarm
Mormal - r ~ r
Fauk BT EEC .
Trouble BT v r

Unknown | I . I

[Checks indicate blinking colors]
[~ Save as Default

Cancel

a. To change the colors for each state (Normal, Fault, Trouble, and
Unknown), double-click the color swatch to open the Color dialog
box.

b. Select a standard color or create a custom color and then click OK.
The selected color appears in the swatch.

c. Repeat this for every color you want to change.

d. To set the blink option for a state-condition combination, select the
check box provided next to the color swatch. Clear the check box to
remove the blink option.

5. Select the Save as Default check box to set the configuration details as default.

6. Click OK to save the ADV properties and to return to the Floor Plan Toolbox
window.

Adding Links to other Floor Plans

A floor plan link object enables you to open another floor plan within the current floor
plan. You can view the floor plan that you open and control the devices that are placed
on it. However, you cannot add new or remove the existing objects from the floor
plan.

To add a floor plan link:

1. In the Floor Plan Toolbox window, drag ® and place it into the floor plan
background.

2. Right-click the object and select Control Properties. The Floor Plan Link -
Properties dialog box appears.
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Floor Plan Link - Properties x|

General |

Mame : Floar Plar :
IFIoor Plan Link.

Fiotation Angle :

ID 33

¥ Show Mame

V' Show Toaltip

V' Open in same windaow

FloorPlanl

o]

Cancel |

. Type a name for the floor plan link in Name. By default, the link appears with

Floor Plan Link as its name.

. Select the name of the floor plan to be linked in the Floor Plan list.

. To rotate the ADV control, enter the Rotation Angle or use the scroll bars to

select an angle from the list.

. Select the Show Name check box to display the name of the floor plan link

below the ADV in the floor plan.

. Select the Show Tooltip check box to display the ADV name as a tool tip.

. Select the Open in same window check box to replace the original floor plan

with the target floor plan in the floor plan view. Clear this check box to open
the target floor plan in a new window.

. Click OK.

Adding Alarm View and Event View links to the Floor Plan

Alarm View and Event View links enable you to view the alarms and events occurring
for a device from the floor plan.

To add an Alarm View or an Event View link to the floor plan:

1. In the Floor Plan Toolbox dialog box, select the B for Alarm View or B for

Event View and drag it to the floor plan design.

2. Right-click the link object and click Control Properties. A properties dialog

box appears.

Event Yiew - Properties ﬂ

i |

Mame :

IEvent Wi
Fiotation Angle :
ID 33

¥ Show Mame
v Show Toaltip

()8 I Cancel
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3. To set the general properties for the view link, click the General tab.
a. Type a Name for the link.

b. To rotate the ADV control, enter the Rotation Angle or use the scroll
bars to select an angle from the list.

c. Select the Show Name check box to display the Name below the
ADV in the floor plan.
d. Select the Show Tooltip check box to display the ADV name as a tool
tip.
4. To select the device for which event or alarm views must be displayed in the
floor plan, click the Filter tab.

x
General
On
Cantrol... I " alam Reads
' Card Reads
" Both
Selection :
Mone
()8 I Cancel |

a. Click Control to open the Control Map.
b. Expand the Control Map by clicking the [+] sign.

Control Area |

: = 0] I
Symbiogis
= Quick Start Contral Area Cahcel |

E Schedule Server

----- [ C100 Loop-Panell

~[Bs C-100 Loop-Panell-R1-Output
----- [@ C-100 Loop-Paner-A1

~[B C-100 Loop-Panell-R 2-0utput
----- [@ C-100 Loop-Panel-A2

----- [ P-Series panel- 5101 —
----- [ P-Series panelB1-R1 ;I

[ I I R B o T I m B

c. Right-click the device and click Select. The icon for the selected
device appears in red.

Note: You can select multiple devices in the control map.

@

d. Click OK to close the Control Area dialog box and to return to the
Filter tab of the properties dialog box.

Note: The Selection field displays the name of the selected device or
displays Multiple if more than one device has been selected.

@

e. Under On, select Alarm Reads, Card Reads, or Both.
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f. Click OK.

Adding a Text Box to the Floor Plan

You can add a text box to a floor plan for creating legends, or to give special
instructions to the Operator viewing the floor plan.

After you drag and drop the text box to the floor plan background, enter the text, and
resize or reposition the text box to accommodate the text. The Text box has no
Control Properties to configure.

To add a text box to the floor plan:

1. In the Floor Plan Toolbox dialog box, drag B and place it in the floor plan
design window.

2. Enter the required text inside the text box.
3. Adjust the zoom percentage of the text box.

a. Right-click the text box and select Zoom to adjust the Zoom
percentage of the text box. The Zoom dialog box appears.

[zoom x|

—Zoom ko

7 Fit windaw
" Custom : W %
()8 I Cancel I

b. Select the zoom percentage or enter the percentage in Custom.

c. Click OK to save the zoom percentage and to close the Zoom dialog
box.

Adjusting the Size of the Floor Plan

The zoom factor enables you to enlarge or reduce the size of the floor plan for a
specified percentage.

To set the zoom factor:
1. Right-click anywhere inside the floor plan design.

2. Select Zoom from the pop-up menu. The Zoom dialog box appears.
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" Eit window
" Custom : 100 %
()8 I Cancel |

3. Under Zoom to, click the required percentage for enlarging or reducing the
floor plan, or click Custom and type the required percentage.

4. Click OK to save the changes.

- Note: Right-click anywhere inside the floor plan design and select Undo Zoom to
@ display the floor plan in its previous size.

Previewing the Floor Plan
You can preview the floor plan and customize the preview area.
To preview the floor plan:
1. Right-click anywhere inside the floor plan design.

2. Select Show View from the pop-up menu. A preview of the floor plan is
displayed.

3. Right-click anywhere in the floor plan preview and select View Area. The
Floor Plan - Change View Area dialog box appears.

Floor Plan - Change Yiew Area x|
Yiew Area
|25 % of window

Cancel |
1
1]

4. In View Area, type the percentage or use the slider at the bottom of the
window for enlarging the floor plan preview.

5. Click OK to save the changes made.

Working with Floor Plan Controls
The following functions can be performed with the floor plan controls:
* Copy an already existing control to create new controls in the floor plan.
* Remove a control from the floor plan.

* Resize and re-arrange the controls in the floor plan.
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Copying and Pasting a Control

1.
2.
3.

In the floor plan design, right-click the object that you want to copy.
Select Copy Selected Control from the pop-up menu to copy the control.

Right-click the control and select Paste Control to paste the control in the
floor plan design window.

Removing a Control from the Floor Plan

1.
2.

In the floor plan design, right-click the object you want to remove.

Select Remove Selected Control from the pop-up menu to delete the selected
object from the floor plan.

Resizing, Rotating, and Re-arranging Objects

To resize an object:

1.
2.

In the floor plan design, select the object you want to resize.

Drag the corners of the object until the object is of the required size.

To rotate an object:

1.
2. Click @l in the Floor Plan Toolbox dialog box.
3.
4

. Click and drag the mouse pointer to rotate the object.

@

In the floor plan design, select the object you want to rotate.

Place the mouse pointer on one of the corners of the object you want to rotate.

Note: In addition, you can rotate an object by setting the Rotation Angle in the
object Control Properties.

To re-arrange the object:

1.
2.

In the floor plan design, select the object you want to re-arrange.

Drag the object and place it where you require in the floor plan.

- Note: Save the changes made to the floor plan controls by clicking Save in the Floor
{2/} Plan Toolbox dialog box.

Editing a Floor Plan

To edit a floor plan:

1.

Choose Configuration > Floor Plan Definition. The Floor Plan Definition
window appears.

Highlight the floor plan you want to edit from the list of floor plans.

Click Edit. The Floor Plan Toolbox dialog box and the floor plan design
appear.
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4. Change the name or description of the floor plan, add or delete objects, or edit
the properties of existing objects.

5. Click Save and Exit to save the changes made to the floor plan and return to
the Floor Plan Definition window.

6. Click Close (X) to close the Floor Plan Definition window.

Deleting a Floor Plan

To delete a floor plan:

1. Choose Configuration > Floor Plan Definition. The Floor Plan Definition
window appears.

2. Select the floor plan you want to delete, from the list of floor plans.

3. Click Delete.

Floor Plan Operations

(‘%

After defining floor plans, you can use floor plan views for monitoring and controlling
the devices in the Access Control System. Monitoring and controlling of devices can
be done by executing commands from floor plan views for each ADV in the floor
plan. For example, a door can be locked by performing the Lock command on the
door that is added as an ADV in the floor plan.

In addition, you can view the statuses of the ADVs, which is indicated by different
colors.
Note: Ensure that you have defined the color-coding for the various ADV statuses

while designing the floor plan.

Refer to the “Adding an ADV to the Floor Plan” section of this chapter for
information on setting the status colors for ADVs.

Working with Floor Plan Views

Opening a Floor Plan View

1. Choose Operations > Floor Plan or click & in the tool bar. The Open Floor
Plan dialog box appears.
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Open Floor Plan x|
Floor Plan | Deescription |
Bl FlaciPlar
Bl FlociPlan2

()8 I Cancel |

2. Click to select the floor plan you want to view.

3. Click OK. The floor plan is displayed in a floor plan view window.

[=| Floor Plan: FloorPlan1 N ] 53

Nal-hail wmar ! Booth
]

Sound Lock

Tech Dept.
) Tape Vault

Production

Women Copi
opiEr Theatre

Resizing and Previewing Floor Plan Views

You can resize a floor plan view by adjusting the zoom percentage. In addition, you
can preview the floor plan view to view the entire floor plan as a snap shot inside the
floor plan view window.

Resize the floor plan view

Using the Zoom factor you can enlarge or reduce the size of the floor plan to a specific
percentage.

To set the zoom factor:
1. Right-click anywhere in the floor plan view.

2. Select Zoom from the pop-up menu. The Zoom dialog box appears.
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LI

 /x

 Eit window

" Custom : 100
()8 I Cancel |

3. Select the zoom percentage for enlarging or reducing the size of the floor plan
view or click Custom and type the required percentage.

4. Click OK to save the zoom percentage.

Note: Right-click anywhere in the floor plan view and select Undo Zoom to view the
floor plan in its original size.

@

Previewing floor plan view
You can preview the floor plan view and customize the preview area.
To preview the floor plan:

1. Right-click anywhere in the floor plan view.

2. Select Show View from the pop-up menu. A preview of the floor plan view is
displayed.

3. Right-click anywhere in the floor plan preview and select View Area. The
Floor Plan - Change View Area dialog box appears.

Floor Plan - Change Yiew Area x|
Yiew Area
|25 % of window

Cancel |
1
1]

4. In View Area, type the percentage for reducing or enlarging the view area or
use the slider at the bottom of the window.

5. Click OK. A preview of the floor plan is displayed.

Controlling System Devices from the Floor Plan

You can control system devices by executing commands from the floor plan view. In
addition, you can view and control other floor plans by clicking the floor plan link and
view the alarms and events for a specific device by clicking the alarm and the event
view links.

To run commands for ADVs from a floor plan view:

1. Right-click an ADV on the floor plan view to open its control menu.
Commands for performing actions on the ADV are displayed in the menu.
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Note: The commands vary based on the selected device.

2. Select the required command from the menu.

Note: To select more than one ADV of the same type, press and hold down
CTRL and click each ADV. Right-click any one of the ADVs in the selected
group, and then select the required control function.

See Table 12-2 in this section, for information on ADVs and their control functions.

To open other floor plans:

* Right-click " in the floor plan view and click Open. The floor plan linked to
the source floor plan is displayed.

To open event view and alarm view:

* Right-click B for event view or B for alarm view in the floor plan view and
click Open. The event view or the alarm view window appears.

Table 12-2 ADV Control Functions from Floor Plan

ADV

Control Functions

CCTYV Switcher

Send Time & Date, Send Camera Titles, Camera to Monitor
Switch, Acknowledge All Alarms, Clear All Alarms

Comm Server

Acknowledge All Alarms, Clear All Alarms

Command File Server

Run Command File

C-100 Local Connection

Buffer All Panels, Unbuffer All Panels, Set Retry Count, Set
Command Timeout, Acknowledge All Alarms, Clear All
Alarms

C-100 Remote Connection

Buffer All Panels, Unbuffer All Panels, Set Retry Count, Set
Command Timeout, Acknowledge All Alarms, Clear All
Alarms, Connect Remote, Disconnect Remote

Doors Unlock, Lock, Shunt, Unshunt, Pulse, Timed Pulse, Restore
to Time Zone, Acknowledge All Alarms, Clear All Alarms

Input Points Acknowledge all Alarms, Clear all Alarms, Shunt, Unshunt,
Restore to Time Zone

Modem Pool Hang-Up Modem, Reset Modem, Acknowledge All Alarms,
Clear All Alarms

CCTV Monitor Acknowledge All Alarms, Clear All Alarms

N-485 Remote Dialup

Buffer All Panels, Unbuffer All Panels, Set Retry Count, Set
Command Timeout, Connect, Remote, Disconnect Remote,
Acknowledge All Alarms, Clear All Alarms
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Table 12-2 ADV Control Functions from Floor Plan

ADV

Control Functions

N-485 Local Connection

Buffer All Panels, Unbuffer All Panels, Set Retry Count, Set
Command Timeout, Acknowledge All Alarms, Clear All
Alarms

Output Points & Groups

Energize, De-energize, Pulse, Timed Pulse, Restore to Time
Zone, Acknowledge All Alarms, Clear All Alarms

Panel Initialize, Cancel Initialization, Buffer, UnBuffer,
Acknowledge All Alarms, Clear All Alarms

Pan / Tilt Camera Acknowledge All Alarms, Clear All Alarms

Readers Acknowledge All Alarms, Clear All Alarms

SIO Boards Acknowledge All Alarms, Clear All Alarms

Static Camera

Acknowledge All Alarms, Clear All Alarms

Galaxy Communication

Acknowledge All Alarms, Clear All Alarms

Galaxy Panel

Acknowledge All Alarms, Clear All Alarm

Set All Groups - Panel sets all the groups associated to the
panel.

Unset All Groups - Panel unsets all the groups associated to
the panel.

Reset Panel - Resets the panel.

Bypass Zones - Panel bypasses alarms from the selected
zone types.

Unbypass Zones - Panel stops bypassing alarms from the
selected zone types.

Activate Output - Activates the selected output.
Deactivate OQutput - Deactivates the selected output.

To select a zone type or output type, right-click the Galaxy
panel and select the appropriate action, and then select the
zone type or output type.

Galaxy Group

Acknowledge All Alarms, Clear All Alarms
Set Group - Panel sets the selected group.
Unset Group - Panel unsets the selected group.

Part Set - Panel sets all the zones for which the Zone State
(attribute) is set as Part Set.

Timed Set - Panel sets all the zones after a specific time.

Group Bypass - Panel bypasses alarms from all the zones in
the group.

Group Unbypass - Panel stops bypassing alarms from all
the zones in the group.

Refresh - Refreshes the latest status of a group.
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Table 12-2 ADV Control Functions from Floor Plan

ADV

Control Functions

Galaxy Zone

Acknowledge All Alarms, Clear All Alarms
Bypass Zone - Panel bypasses alarms from the zone.

Unbypass Zone - Panel stops bypassing alarms from the
selected zones.

Force bypass Zone - Forcefully bypasses the zones which
cannot be bypassed using the Bypass Zone option. For
example, Fire.

Refresh - Refreshes the latest status of a zone.

Galaxy Output

Acknowledge All Alarms, Clear All Alarms
Activate - Activates the output.

Deactivate - Deactivates the output.

Refresh - Refreshes the latest status of an output.

Galaxy Keypad

Acknowledge All Alarms, Clear All Alarms

Galaxy MAX

Acknowledge All Alarms, Clear All Alarms

Galaxy RIOs

Acknowledge All Alarms, Clear All Alarms

Vista Partition

Acknowledge All Alarms, Clear All Alarms

Arm Away - The panel completely arms the perimeter and
interior burglary partition by sensing the intruder’s
movements.

Arm Stay - Arms only the perimeter burglary protection,
guarding protected doors, windows, and other perimeter
protection points in the partition. This enables automatic
bypassing of certain areas that allows movement on those
areas without causing an alarm.

Note: To define the perimeter area, the zone type of the
zones must be defined as Perimeter while configuring the
Vista panel.

Disarm - The panel disarms the selected burglary partition,
silences alarms and audible trouble indicators.

Vista Zone

Acknowledge All Alarms, Clear All Alarms

Bypass Zone - The panel bypasses alarms from the zone.
This allows movement on the bypassed area without causing
an alarm.

Unbypass Zone - The panel stops bypassing alarms from the
selected zone.
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Table 12-2 ADV Control Functions from Floor Plan

ADV

Control Functions

Vista Panel

Acknowledge All Alarms, Clear All Alarms

Arm Away - The panel completely arms the selected
perimeter and interior burglary partitions by sensing the
intruder’s movements. This option enables you to select
multiple partitions of the panel.

Arm Stay - Arms only the perimeter burglary protection,
guarding protected doors, windows, and other perimeter
protection points in the selected partitions. This enables
automatic bypassing of certain areas that allows movement
on those areas without causing an alarm.

Note: To define the perimeter area, the zone type of the
zones must be defined as Perimeter while configuring the
Vista panel.

Disarm - The panel disarms the selected burglary partitions,
silences alarms and audible trouble indicators. This option
enables you to select multiple burglary partitions in the
panel.

Panel Reset - Resets the panel.

Refresh - Refreshes the latest status of the vista panel.

Vista Output

Acknowledge All Alarms, Clear All Alarms
Activate - Activates the output.

Deactivate - Deactivates the output.

Refresh - Refreshes the latest status of an output.

Initializing Panels from Floor Plan

When panels are added to the WIN-PAK system, they are initialized so that the
information entered during panel configuration is sent to the panels. Panels are
initialized from the Floor Plan view or from the Control Map.

To initialize a panel from floor plan:

1. Choose Operations > Floor Plan and open the Floor Plan view that contains
the panel to be initialized.

2. Right-click the panel, and select Initialize from the subsequent menu. The
Panel Initialization Options dialog box appears.
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Panel Initialization Options =

" Panel Configuration Options
™ Time and Date

[ Cards

" Command File

" Holidays

[" Time Zones

" Input Paints
" Dutput Paints
[ Groups

()8 | Cancel |

Refer to the “Panel Initialization Options” section in this chapter to know the
description for initialization options.

3. To update all information in the panel, click Select All
OR
To update only the selected information, select the corresponding check boxes.
4. Click OK to update the panel details.
Refer to the “Initializing Status” section in this chapter for details on status of the
initialization.

Panel Initialization Options

Table 12-3 Describing panel initialization options

Panel Initialization Description

Options

Panel Configuration Sends all panel configuration information. This resets your panel

Options programming. It is recommended that you use the “Select All”
feature (button) when the Panel Configuration Options are to be
sent.

Time & Date Updates panel time and date with the network time and date. You

may notice a pause for up to 50 seconds when the time and date
are sent because the time is sent at the top of the computer minute
up to + 10 seconds. Closed circuit acts as a NC circuit.

Cards Sends card information to the panel. When sending cards, it is
recommended that you re-initialize the panel by choosing Select
All This ensures that old card information is removed when the
new card information is added. When cards with an Active or
Trace status are added, edited, or deleted from the card or card
holder database, this information is automatically sent to the
panels. All other card information changes are sent using this
command.
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Additionally, new or updated information on the following features, functions, and
panel elements are sent to the panel:

* Access Levels

* Access Control Areas
e Card Formats

* Command File

* Conversion Tables

* QGroups
* Holidays
* Inputs

» IC Configuration

* Input Groups

* Input Scan

*  Outputs

* Procedures/Actions

* SIO Boards

» Triggers

* Reader LED/Buzzer specs

* Time Zones

Initializing Status

As the panel initializes, a status window indicates the status of sending the
information. If an error occurs, the status window indicates which command caused
the error.

Initializing ‘M1000Panell*

Steps :
[

ISending Panel Configuration Options

Meszage Count :

Status :

IPaneI Iritialization Ok

Crnd Status :

Eror Meszage :

Figure 12-1 Showing the status of initialization
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Table 12-4 Describing fields in the Status dialog box

Field name Description

Steps Indicates what information is sent.

Message Count Indicates the progress of messages sent.

Status Indicates whether the proceeding initialization is successful or has
failed.

Cmd Status Indicates if a command has timed out.

Error Message Indicates if any errors occurred while transmitting information to the
panel.
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Command File Configuration

A Command file contains a set of commands that can be executed manually or
automatically when an event or alarm occurs on an ADV. Commands to be performed
on different ADVs can be included in the same command file. When a command file
is run, all the commands in the file are carried out at the same time.

For example, when fire is detected in a building, the doors must be automatically
unlocked. A command file can be defined containing the commands to Unlock and
Pulse the two ADVs, Doors and Outputs.

Adding a Command File

appears.

E Command File

D escription
B 51
ng Adelaide Ad. Alarms 2 Toggles larm reader on Panel 2
8 Adelaide Rd. Alams 3 Toggles Alarm reader on Panel 3
B Adelaide Rd. Alams 5 Toggles Alarm readers on Panel 5
ng Ballyboden Shunt Pulses relay & for T Hour
B Belcamp Shunt Pulses relay & for 1T Hour
™| Detail Yiew
—Search and Sort — Operation:
Search Field : e
Al = =
Criteria : Edit |
I - Lapy |
Search For
Delete |
SortBy lzolate |
IName < I
Update Ligt I Frint Beport... |

1. Choose Configuration > Command File. The Command File window

2. Click Add. The Command File Record dialog box appears.

Command File Record x|

Command File List |

Mame : I Description : I
Abshiact Device [ADV] | Command | Parameters |
Move Command : j Add | Edit | Delete |
akK I Cancel | Al | Help |
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3. Type the name of the command file in the Name box.
4. Type a Description for the command file.
5. To add commands to the command file, click Add.

Refer to the “Adding Commands to the Command File” section in this chapter for
more information on adding commands to the command file.

Adding Commands to the Command File

1. In the Command File Record dialog box, click Add. The Command File -
Command dialog box appears.

Command File - Command x|
A0 Category ©
CCTY
AL
ISwitcher j
Cammatd :
ISwitch Camera to Maoritor j
Camera
ISwilcher - Camera 1 LI
b anitar
ISwitcher - bonitar 1 =
o

|

2. Select an ADV Category for the command file. The ADVs belonging to the
selected category are retrieved in the ADV list.

3. Select the ADV on which the command must be run. The commands that can
be run on the ADV are retrieved in the Command list.

4. Select the required command from the Command list.
See Table 13-1 for the commands available for the ADV controls.

5. To define custom commands for the ADV, select Custom Command from the
Command list and enter the action parameters in the fields provided under
Parameters.

Note: The fields displayed under Parameters vary based on the command that
is selected.

@

Refer to the “Running a Command File” section in this chapter for more details on
adding a custom command.

See Table 13-1 for the parameters fields displayed for the ADV controls.

6. Click OK to add the command to the command file and to return to the
Command File Record dialog box. The newly added command is appended
to the command list in the Command File Record dialog box.
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7. To move a command in the command list, click any of the following buttons
provided next to Move Command:

» Select a command in the list and click = to move the selected
command on top of the previous one.

» Select a command in the list and click = to move the selected command
to the bottom of the list.

8. To delete a command from the command file, click Delete.

9. Click OK to save the command file and return to the Command File window.

Adding a Custom Command

You can add customized commands for ADVs such as CCTVs, Panels, and RS232
Connections.

To add custom commands:

1. Select an ADV Category for the command file. The ADVs belonging to the
selected category are retrieved in the ADV list.

2. Select the ADV on which the custom command must be run. The commands
that can be run on the ADV are retrieved in the Command list.

3. Select Custom Command in the Command list.

4. Under Parameters, define the custom command.

Note: The fields displayed under Parameters vary based on the command that
is selected.

@

See Table 13-1 for the parameters fields displayed for the ADV controls.
5. Click OK to save the changes.

Editing a Command in the Command File

1. In the Command File Record dialog box, click Edit. The Command File -
Command dialog box appears.

2. Edit the required details of the command and click OK.
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Editing a Command File

1. Choose Configuration > Command File. The Command File window

appears.

E Command File = O] =]
¥ Mame D escription ﬂ
Egl Adelaide Rd. &larms 1 Toggles Alam reader on Panel 1
@) Adelaide Rd, &larms 2 Toggles Alam reader on Panel 2
@) Adelaide Rd. Alams 3 Toggles Alaim reader on Panel 3
EI Adelaide Rd. Alarms 5 Toggles Alam readers on Panel §

EI Ballyboden Shunt Pulses relay B for T Hour
) Belcamp Shunt Pulses relay € for 1 Hour ;I
[~ Detail view
— Search and Sort — Operation:
Search Field : o
All - =
Criteria : Edit |
I & Lopy
Search For:
Delete
Sart By : lsolate
Name 'I
Update List I Frint Repart... |

2. Click Edit. The Command File Record dialog box appears.

3. To edit the command file name, type the name of the command file in the

Name box.

4. Type a Description for the command file.

5. Click Apply to save the changes to the command file or click OK to save the
changes and to close the Command File Record dialog box.

Refer to the “Adding Commands to the Command File” and “Editing a
Command in the Command File” sections in this chapter to add or edit commands
to the command file.
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List of Commands

The following list shows standard commands available when defining Command

Files:

Table 13-1 Command and Parameter list for ADVs

ADV

Commands

Parameters

CCTV

Camera

Go Home

Go to Preset

Preset #

Iris Open

Iris close

Pan Left

Pan Right

Refresh

Stop

Tilt Down

Tilt Up

Zoom In

Zoom Out

CCTYV Switcher

Custom Command

Custom Command

Switch Camera to Monitor

Camera ID

Camera ADV

Monitor ID

Monitor ADV

CCTYV Monitor

Refresh

DoorLock

Switch Camera (Camera ID)

Camera ADV

Door

Lock

Pulse

Timed Pulse

0 - 65, 335 sec.

Unlock
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Table 13-1 Command and Parameter list for ADVs

ADV Commands Parameters

Galaxy Group Part Set

Set

Timed Set Set Time(in Sec) =0 to 180
sec.

Unset

Galaxy Output Activate

Deactivate

Galaxy Panel Reset

Set Panel

Unset Panel

Galaxy Zone Bypass

Force Bypass

Unbypass

Input Shunt

Switch To Time Zone
Control

Unshunt

Loop Buffer All Panels

Unbuffer All Panels 0 = Hard, 1=Soft

Output & Group De-energize

Energize

Pulse

Switch to TimeZone Control

Timed Pulse 0- 65, 335 sec.

Panel Buffer

Unbuffer

Custom Command
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Table 13-1 Command and Parameter list for ADVs

ADV Commands Parameters
Server (All) Refresh
RS232 Connection Custom Command
Vista Output Activate
Deactivate
Vista Panel ArmAway Partitions In the Partition list, select

the partitions to be armed.

ArmStay Partitions In the Partition list, select
the partitions to be armed.

DisArm Partitions In the Partition list, select
the partitions to be disarmed.

Reset Panel

Vista Partition ArmAway

ArmStay

DisArm

Send Keypress Key entries - 0 to 9, A to D,
* #

Vista Zone Bypass

Unbypass

- Note: Consider the following if you are selecting the Buffer or Unbuffer command
Z/X for panels.

*  When you select a Buffer command, all the events are stored in the panel. The
events are stored in the panel buffer and cannot be viewed in the Event view
and Alarm view windows in the WIN-PAK User Interface.

*  When you select an Unbuffer command, the event details that are buffered in
the panel are transmitted to the WIN-PAK User Interface and can be viewed
through the Event View and Alarm View windows.

* Buffer command can be either hard or soft. The following window appears
when you select the Buffer command for panels.

puffer x|
Mode
P: ot

" Hard Cancel |
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The Hard and Soft buffer options are explained in the following table as scenarios:

Table 13-2 Scenario 1

Action Result
Buffer Command at 1 P.M. Events buffered in the panel from 1 P.M.
Buffer Command at 2 P.M. Events continue to be buffered in the panel

even after 2 PM.

Mode Soft

Unbuffer Command at 3 P.M. Events buffered after the last buffer command
are sent to WIN-PAK. Therefore, the events
buffered only between 2 to 3 P.M. are sent to
WIN-PAK.

Second Unbuffer Command at3 | Events buffered between the first and the
P.M. second buffer commands are sent to
WIN-PAK. Therefore, the events buffered
between 1to 2 P.M. are sent to WIN-PAK.

Table 13-3 Scenario 2

Action Result
Buffer Command at 1 P.M. Events buffered in the panel from 1 P.M.
Buffer Command at 2 P.M. Events continue to be buffered in the panel

even after 2 PM.

Mode Hard

Single Unbuffer Command at 3 | All the buffered events (from 1 P.M. to 3 P.M.)
PM. are sent to WIN-PAK.

Running a Command File

Commands that are configured in a command file can be run for performing actions
on ADVs.

To run a command file:

1. Choose Operations > Command File. The Run Command File dialog box

appears.
%I IEab‘I Executive j

Run Cancel
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2. Select the command file to be run from the drop-down list.

3. Click Run to start running the command file. The commands in the command
file are run on the ADVs.

WIN-PAK User’s Guide 13-10 Document 7-001009, Revision 01



Guard Tour 14

In this chapter...

Introduction 14-2
Configuring Guard Tours 14-2
Running Guard Tours 14-9

Document 7-001009, Revision 01 141 WIN-PAK User’s Guide



Guard Tour
Introduction

Introduction

A Guard Tour is defined as a series of check points a guard must activate within a
given time. The check points are either readers, at which the guard presents the card,
or input points, such as egress buttons.

The check points can be sequenced (to be activated in the specified order) or
un-sequenced (can be activated in any order.) A sequenced check point is defined with
the time at which the guard must access the check point and the grace period allowed
for early arrival and late arrival of the guard at the check point. An unsequenced check
point can be accessed by the guard at any order.

In addition, the validity of cards that can be accessed at the reader check points is
specified (sequenced and un-sequenced.)

Alarms for the various check point states are defined by associating an action group to
each check point and by specifying the action priority. Based on the priority, an event
is displayed or an alarm is triggered for the specific action. For example, if an alarm
must be triggered when a guard misses a check point, it can be configured by setting
the priority for the Missed action state for the check point. When the guard tour is run
and if the guard misses the check point, an alarm is triggered based on the action
priority.

After a guard tour is configured, it can be run to monitor the guard’s movements at the
various check points. As the guard tour progresses, alarms and events are displayed in
the Alarm or the Event window for the various action states of a check point.

Configuring Guard Tours

Configuring guard tours involves:
* Adding a guard tour.

* Defining readers and input points as a part of sequenced and unsequenced
check points.

* Associating action groups to check points and specifying priority for each state
together with the command file to be executed when the action occurs.

Adding a Guard Tour

Adding a guard tour involves defining a name for the guard tour and specifying at
least one check point for the guard tour.

To add a guard tour:

1. Choose Configuration > Guard Tour. The Guard Tour window appears.
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el Guard Tour =] B3

¥ Tour Name

fg} Sequenced Guard Tour

enced Guard Tour

[
™ Detal Wiew
—Search and Sart r— Operation
Search Field :
.1 =l
Criteria Edit |
| id |
(Eopy

Search Far:
I Delete |
Sort By: Lonlaia |
ITour Mame j

Update List | FErint Repot... |

2. Click Add. The Guard Tour Record dialog box appears.

Guard Tour Record x|

Hame | Sequenced Check F'ointl Unsequenced Check F'ointl

Mame : ISequenced Guard Tour

QK I Cancel Apply Help

3. Type a Name for the guard tour.

4. Click the Sequenced Check Point and the Unsequenced Check Point tabs to
enter the checkpoint details for the guard tour.

Refer to the “Adding Unsequenced Check Points” and “Adding Sequenced
Check Points” sections in this chapter, for information on defining sequenced and
unsequenced check points for the guard tour.

5. Click Apply to create the guard tour.

6. Click OK to create the guard tour and to close the Guard Tour Record dialog
box.
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Adding Check Points

Readers and Input points can be added as sequenced and un-sequenced check points to
the guard tour.

Note: It is mandatory to add at least one check point to the guard tour.

Adding Sequenced Check Points
1. In the Guard Tour Record dialog box, click the Sequenced Check Point tab.

Guard Tour Becord

Mame Sequenced Check Paint I Unzequenced Check anll

~ Select

Feaders... |
Selected Check Points il ﬂ ﬁl
[IE Creck Point [ Walid Only | Time [hkemom]] (+) (hfmm] () (hhemm)
1 "TEMPLATE" Panel 2-In 10 N/ 00 0000 | o000

I
larm:

™ Wisible stz |

Ok | Cancel | Apply | Help |

2. Under Select, click Inputs to assign input points or click Readers to assign
readers as checkpoints to the guard tour. The Select dialog box appears.

setect x|
Find Key :
I M ame j

Find ‘what :

()8 | Cancel |

3. Type the first few letters of the reader or the input point name in Find What.

4. Click Find. A list of readers or input points with similar names, are retrieved
in the Name list.
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Note: Leave the Find What field blank to retrieve all input points or readers in
the Name list.

@

5. In the Name list, select the input point or reader to be added to the guard tour,
and click OK.

Note: To select multiple input points or readers, press and hold down the
SHIFT key for contiguous selection or press and hold down the CTRL key for
non-contiguous selection.

@

The selected input point or reader is displayed in Selected Check Points list in the
Guard Tour Record dialog box.

6. Under the Valid Only column in the Selected Check Points list, specify the
validity requirement of cards that must be accessed at readers.

* Type Y if only a valid card must be accessed at a reader.

» Type N if a valid and an invalid card can be accessed at a reader. (Invalid
cards do not have access rights on a specific reader.)

Note: N/A is displayed for input points.

7. Type the Time(hh:mm) at which the guard must present the card at the
checkpoints (in hours and minutes.)

8. In (+) (hh:mm), type the grace period in hours and minutes allowed for
presenting the card, later than the time specified in Time(hh:mm).

9. In (-) (hh:mm), type the grace period in hours and minutes allowed for
presenting the card, earlier than the time specified in Time(hh:mm).

10.To add check point alarms to the reader or the input point, select the reader or
input device and click Update under Alarms.

Refer to the “Setting Check Point Alarms” section in this chapter for information
on setting check point alarms.

11.To view the check point alarms that are already set for the input point or reader,
select the Visible check box under Alarms. The alarms set for the check point
is displayed in the Abstract Device Record dialog box.

Note: Clear the Visible check box to close the Abstract Device Record dialog
box.

12.To change the display order of the checkpoints:

* Select a reader or input point in the Selected Check Points list, and
click 2 to shift it to the top of the list.

» Select a reader or input point in the Selected Check Points list, and
click ¥ to shift it to the bottom of the list.

Note: Changing the display order of the check points does not affect the
sequence in which the check points are accessed. The check points are
accessed only at the time entered in the Time (hh:mm) box and after
considering the grace periods.
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13.To remove a reader or an input point from the list of check points, select the
reader or input point in Selected Check Points and click .

Adding Unsequenced Check Points
1. In the Guard Tour Record dialog box, click the Unsequenced Check Point
tab.

Guard Tour Record x|

Mame | Sequenced Check Paint £ Uriseatericed Check Point|

—Select

Inputs... | BReaders... |
Selected Check Points : 1'
#] Check Point [ waidonly |
N52-In1 MAA

I
larm

I visible Update
akK I Cancel | Lpply | Help |

2. Under Select, click Inputs to assign inputs points or click Readers to assign
readers as checkpoints to the guard tour. The Select dialog box appears.

select x|
Find Key :
I Name j
Find What :

M52 - Reader 2

Ok Cancel |

3. Type the first few letters of the reader or the input point name in Find What.

4. Click Find. A list of readers or input points with similar names, are retrieved
in the Name list.
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Note: Leave the Find What field blank to retrieve all input points or readers in
the Name list.

@

5. In the Name list, select the input point or reader to be added to the guard tour,
and click OK.

Note: To select multiple input points or readers, hold down the SHIFT key for
contiguous selection or hold down the CTRL key for non-contiguous selection.

@

The selected input point or reader is displayed in Selected Check Points list in the
Guard Tour Record dialog box.

6. Under the Valid Only column in the Selected Check Points list, specify the
validity requirement of cards that must be accessed at readers.

* Type Y if only a valid card must be accessed at a reader.

* Type N if a valid or an invalid card can be accessed at a reader. (Invalid
cards are cards that do not have access rights on a specific reader.)

Note: N/A is displayed for input points.

7. To add check point alarms to the reader or the input point, select the reader or
input device and click Update under Alarms.

Refer to the “Setting Check Point Alarms™ section in this chapter for information
on setting check point alarms.

8. To view the check point alarms that are already set for the input point or reader,
select the Visible check box under Alarms. The alarms set for the check point
is displayed in the Abstract Device Record dialog box.

Note: Clear the Visible check box to close the Abstract Device Record dialog
box.

®

\

9. To remove a reader or an input point from the list of check points, select the
reader or input point in Selected Check Points and click *.

Setting Check Point Alarms

You can track the movements of a guard by setting check point alarms.

For example, alarms can be configured to track the various actions of the guard, such
as missing a check point, visiting a check point at a time earlier than the stipulated
time, or visiting the check point at a time later than the stipulated time.

Alarms can be set for the following four states of a Sequenced checkpoint: Early
Arrival, Late Arrival, Missed, and Out of Sequence. Alarms can be set only for the
Checked state of Unsequenced check points.

Check point alarms are defined in the following manner:

a. An action group is associated to a sequenced or unsequenced check
point.

b. Priority for triggering off an event or an alarm is specified for each
action in the action group.

Document 7-001009, Revision 01 14-7 WIN-PAK User’s Guide



Guard Tour

Configuring Guard Tours

c. The Command files to be executed for each action are selected.

To set check point alarms:

1. In the Guard Tour Record dialog box, click the Sequenced Check Point or
the Unsequenced Check Point tab.

2. Click Update under Alarms. The Abstract Device Record dialog box

appears.
Abstract Device Becord x|
Ay
Mame : I

Description : I

Default Floar Plar : I

“Wwiite ko Histary : [

—Action Group
WER Guard Tour Sequenced
Add Rename | [Velete |
— Action
Action : IEarIyAnivaI j
Pricrity |20 Send Email: [~
Time Zone : INone j

Frint ot alarm prifter : [~

Command File on

Receive : INone j

Acknowledge : INone j

Clear : INone j

Sound File : I _I
Digital “ideo Camera : I.None j
Alarm Detail View Meszage :
The Guard arived early at the designated check pointireader.
()8 I Cancel |

Refer to the “Configuring an Abstract Device” section in the Device Map chapter
for details on configuring action groups.

3. Click OK to save the details of check point alarms and return to the Guard
Tour Record dialog box.
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Running Guard Tours

Guard tours are run to monitor and track the movements of guards. You need to

configure the guard tour server for running guard tours.

Refer to the “Adding a Guard Tour Server” section of the Device Map chapter for

information on configuring a guard tour.

Running a guard tour involves:

» Selecting the guard tour you want to run.

* Specifying the card that is used by the guard for accessing various check

points.

» Starting the guard tour.

* Viewing the status of the sequenced and unsequenced check points that the

guard accesses while the guard tour progresses.

* Viewing the alarms and events generated for the actions configured for the

various check point states in the guard tour.

Starting a Guard Tour

1. Choose Operations > Guard Tour. The Guard Tour window appears.

i Guard Tour

¥ TourMame

fs} Sequenced Guard Tour

d Guard Tour

Update List |

™ Detail View
~Search and Sort - Operation:
Search Field
Al B
Criteria : Edit |
| =
[Eapy
Search For
Delete
Sl Isalate
Tour Mame 'I

Print Report... |

2. Click Start. The Guard Tour - Available Tours dialog box appears with the
list of configured guard tours.

Guard Tour - Available Tours x|

1

Tour M ame First Check Paint | Time ()8 I

Sequenced G... | M1000Panel - ... | 0001
Cancel |
Unsequenced ... RemoteM1000F... 0001

|

3. Select the guard tour to be started and click OK. The Select window appears.
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Select x|
Find Key :
IEard MHumber j
Find ‘what :
| 3
Card Mumber | Desc:LiE;I

30603

30610
30611

30612

30614
30615 -
| I B

()8 | Cancel |

4. Select the card that is being used to validate the reader check points.

a. In the Find Key list, select Card Number to search for cards based
on card numbers, or select Description to search for cards based on
the card description.

b. In the Find What list, enter all or a part of the card number or
description.

c¢. Click Find. The cards matching the search criteria are retrieved in the
list.

d. Select a card number from the list and click OK to associate the card
to the guard tour and to close the Select dialog box.

Note: Cards need not be added to a guard tour, having only input points as its
checkpoints.

@

The details of the selected guard tour are displayed in the Guard Tour window.

-ioix

Tatal Tou

Guard Mame

Tour Mame

| | i
I Becord View Visible | """" & tartl | Cancel I Pause | Cloze |

5. Select a guard tour and select the Record View Visible check box to view the
sequenced and unsequenced checkpoints for the guard tour. The Guard Tour
Check Points dialog box appears.

WIN-PAK User’s Guide 14-10 Document 7-001009, Revision 01



Guard Tour
Running Guard Tours

6. To start the guard tour, click Start. The guard tour starts and the Next Check
Point, Last Check Point, Time Left for Next Check Point, Total Tour Time
Left details are updated as the guard tour proceeds.

7. To view the status of the checkpoints as the guard tour proceeds, select the
Record View Visible check box. The Guard Tour Check Points dialog box
appears.

Guard Tour Check Points

ngequenced CheckPoints I

# [ Check Point |_alid Orly] Time (hhemm)[ (4] (bbemm)] () (hhemm) ||
M52 - Reader 1 M 00:01 00:15 0015
2 M52-1In1 M -0t 000 oo

a. To view the status of sequenced checkpoints, click the Sequenced
CheckPoints tab.

Note: Alarms are displayed in the Alarm View window and Events are
displayed in the Event View window according to the check point alarms
configured for various action states.

@

b. To view the status of unsequenced checkpoints, click the Unsequenced
CheckPoints tab. The checkpoints the guard has visited is displayed in
Red color.

c. To close the Guard Tour Check Points dialog box, clear the Record
View Visible check box in the Guard Tour window.

8. To pause the guard tour, click Pause. The button name changes to Resume.
9. Click Resume to restart the tour.

10.Click Cancel to stop the guard tour.
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In this chapter...

Introduction 15-2
Locate Card Holder 15-3
System Events 15-4
Event View 15-5
Alarm View 15-8
Autocard Lookup 15-14
Live Monitor View 15-16
Digital Video 15-19
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Introduction

In the WIN-PAK system, the actions of card holders, guards, devices can be
monitored and controlled with various methods. An action might be a card read,
change in the state of input, server trouble, or even an attempt made to open a door
without using a card. These actions are categorized into Events, which are regular
occurrences and Alarms that require special attention.

Actions to be performed on servers, devices, and digital video are specified while
defining ADVs to represent them in WIN-PAK.

Different ways of monitoring the actions:

Locate Card Holder
» Displays the card holder details such as card number, account, time and
location where the card is read by the card holder, and so on.
System Events
* Displays summary of the WIN-PAK system activities such as successful and
unsuccessful server connections, log on details and server disconnections.
Event View

» Displays list of currently occurring events.

Alarm View
* Pops up on the User Interface with a beep sound as soon as an alarm occurs.
Continues beeping till the alarm is acknowledged.
Autocard Lookup
* The Autocard Lookup window displays the card holder details of all the card
transactions. However, the option is provided to filter the devices or cards.
Live Monitor
* The Live Monitor window displays the live video from the CCTV camera.

Digital Video
* The Digital Video Display window displays the live video or the recorded
video from the DVRs.
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Locate Card Holder

The Locate Card Holder option reports the card holder details, time and location of the
cards that are used by the card holder.

To locate a card holder by a card number or a card holder name:

1.

@

Choose Operations > Locate or click & on the toolbar. The Locate Card
Holder dialog box appears.

Locate Card Holder =

Locate by
€ Card Murnber
ﬂ & Mame
| ]
i | Cloze I

. Under Locate by, click Card Number or card holder Name.
. Click the ellipsis [] button to search for the card holder. The Select dialog box

appears.
Select x|

Find Key :

ILast M ame j

Find ‘what :

I j Find |

Lazt Mame | Firzt Mame |
] | Cancel I

Select an item in Find Key and enter the keyword in the Find What box.

. Click Find. The card holders that match the criteria are listed.

Note: If you want to list all the card holders, leave the Find What box empty
and click Find.

Select the card holder and click OK. The dialog box is closed and the selected
card holder name is displayed in the Locate Card Holder dialog box.

. Click View to view the card holder details. The Locate Result dialog box

appears.
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Locate Result

Card Humber

| Account

| Card Holder

| Fieader Mame | Site

| Date/Time

| Last Statug

| Tracking &rea |

Cloze

8. Click Clese to close the Locate Result dialog box.

9. Click Clese to close the Locate Card Holder dialog box.

System Events

The System Event window displays the details of WIN-PAK system activities, such as
successful and unsuccessful server connections, log on details, and server
disconnections. Details such as the name, time, and date of the activity are displayed.

This enables easier identification of the problem sources during server

communications.

Viewing System Events
The WIN-PAK system provides an option to the user to view the history of WIN-PAK

system activities.

To view the system events:

1. Choose Operations > System Events. The System Event window appears.

rETS— -ioix

Date | Time | Mame | Desc =

4/28/2006 12:09:57 AM Guard Tour Server  Guard Tour {IE... Lost Connection

4/25/2006 TIETIIIPM Muster Server: Track & Must...

4/25/2006 TIETIIIPM Muster Server: Track & Must...  Connection Failed

4/25/2006 TIETIIIPM Command File Server:  CommandFil...  Connection Successful

4/25/2006 TIETIIIPM Guard Tour: Guard Tour {IE... Connection Successful

4/25/2006 TIETIIIPM Scheduler Server: Schedule Ser...

4/25/2006 TIETIIIPM Scheduler Server: Schedule Ser...  Connection Failed —

4/25/2006 TIETIIIPM Communication Server: COMSERVE...,  Connection Successful

4/25/2006 TIETIIIPM Communication Server: COMSERVE...,  Connection Successful

4/25/2006 Ti3TI32 PM Archive Database () Login Successful

4/25/2006 Ti3TI32 PM Archive Database () Connection Successful

4/25/2006 TiI3TI3LPM Database Server (IE1ODTXPSLPZE1S)  Login Successful

4/25/2006 TI3TI29PM Database Server (JEIODTXPSLPZE1S)  Connection Successful

4/25/2006 Ti3TI24 PM DataBase | 5555) Disconnect Successful

4/25/2006 Ti3TI24 PM DataBase | 5555) Logout Successful

4/25/2006 Ti3TI24 PM DataBase Archive { : 5556) Disconnect Successful

4/25/2006 Ti3TI24 PM DataBase Archive { : 5556) Logout Successful -
- pr

2. Click = to close the window. You can also keep the window open always.
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Note: Event View is different from System Events. Event View displays the access
control activity, including card reads, alarms, and operator activity such as
acknowledging and clearing of alarms.

Event View

=

\

An event is an access control activity such as a card read, change in the state of input,
and so on. The Event View window displays the details of access control activities as
and when they occur. The number of events displayed in the Event View depends on
the setting made for the maximum number of events in the System Defaults option.
When the number of events exceeds this number, the oldest entries are replaced by the
new entries.

In addition, you can filter the areas or devices to show the events that occur only in the
filtered areas or devices. When the window is closed, the displayed events are lost in
the Event View window. However, the history of events is maintained in the
WIN-PAK system.

Note: If you have procured the license for the Galaxy panel and/or Vista panel, the
events occurring in the Galaxy panel and/or Vista panel are displayed in the Event
View window.

Opening an Event View window

@

To open the Event View window:

1. Click Operations > Events or click the View Events £l icon on the tool bar.
The Event View window appears showing the list of events.

PH Event View 1 ] B
Date | Time | Mame | Desc
Wi 44172005 5:3%00PM  485Loops: M1000Panel - Readerl  Card Mot Found: ES500 -
f: 44172006 538:00PM  485Loops: M1000Panel - Reader 2 = Card Mot Found: 65500 -
Wi 44172005 5:3%:00PM  485Loops: M1000Panel - Readerl  Card Mot Found: 32999 -
Wi 44172005 5:3%:00PM  485Loops: M1000Panel - Reader 2 Card Mot Found: 32999 -
iy 4/1/20058 5:38:00PM  485Loops: M1000FPanel - Readerl  Walid Card: 30627 - - Account: account]
iy 4/1/20058 5:38:00PM  485Loops: N1000FPanel - Reader 2 Walid Card: 30641 - - Account: account]
a| | o]
Filter
On
Eantral... | ’7(" Alarm " Card Read * Bath
Selection : M
election one Close

2. Click Close to close the Event View window.

Note: The Digital Video Display window appears, when an alarm is raised from a
reader or point to which attached the camera is associated. This helps you to view and
monitor the area from where the alarm is raised. This alarm is prefixed by the s
icon.
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Filtering Event Views

The WIN-PAK system is provided with an option to filter the events that must be
displayed in the Event View window. These filter selections are cleared, after you
close the Event View window.

To filter the events:

1. Click Operations > Events or click the View Events £l icon on the tool bar.
The Event View window is displayed.

2. Select one of the following options under On:

Filter
On
Cantral... | ’7(‘ Alaim ¢ Card Read &+ Bath
Selection : Hane

* Alarm - To display only alarms in the Event View window.

* Card Read - To display only card read events in the Event View
window.

* Both - To display all alarm and card read events in the Event View
window.

3. To filter the events that occur in the specific areas and devices, click Control
under Filter. The Filter Devices window appears.

i Filter Devices 0 ] B
O [@ N1000Panel
O £3 N1000Panel Entrance
-1 3 N1000Fane!TInput
&[0 (3 N1000Panel Dutput
OB N1000Pane - Out1
O[Er H1000Panel - Out 2
O[Ex H1000Panel - Out 3
OB N1000Panel! - Out 4

4. Expand the tree by clicking the plus [+] symbol.
5. Select a branch or an individual device to be filtered for monitoring.

6. To filter a branch, right-click the branch and select Configure. The Set Device
Selection for a Control Area dialog box appears.

Set Device Selection for a Control & =

" Leave Selection for all devices in this area as it cumently is.

& {In-Select [Filter out] all devices in this area’

" Select (Includs] all devices in this area.

()8 I Cancel
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Note: You can also double-click the branch to display the Set Device Selection
for a Control Area dialog box.

@

7. Select one of the following options:

* Leave Selection for all devices in this area as it currently is: To retain
the existing filters set for the devices in this branch.

* Un-Select (Filter out) all devices in this area: To clear the selection of
all the devices in this branch. The devices in this branch are not
monitored.

* Select (Include) all devices in this area: To select all the devices in this
branch. All the devices in this branch are monitored.

8. To filter a device, right-click the device and select Invert Selection Status to
select the device or clear the selection.

9. Click OK to return to the Filter Devices dialog box.
Tip:
» To search for a branch or device:

a. Right-click the branch or device and select Find. The Find dialog box
appears.

b. Type the item to be searched and click Find. The first item in the tree
that matches the criteria is highlighted.

» To refresh the tree, right click the branch or device and select Refresh.

10.Click OK to save the filter selection. Only the events that occur in the selected
area and device are displayed in the Event View window.

Note: The filter settings are lost after you close the Event View window. Therefore, to
view the floor plan with filter settings, you can open the Event View window from the
Floor Plan.

@

Refer to the “Adding Alarm View and Event View links to the Floor Plan” section in
the chapter Floor Plan, for details on creating an Event View in the Floor Plan.
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Alarm View

An alarm is an event or an access control activity that must be acted upon as soon as it
has occurred. The Alarm View window displays alarms when they occur and
continuous to beep the sound until it is acknowledged. The Alarm View window is
divided into two horizontal panes. Incoming alarms are displayed in the upper pane
according to priority and time. The color of an alarm indicates the state of an alarm.

Various states of alarms are:

Table 15-1 Describing various states of alarm and the relevant colors

Alarm State Description Color
Alert State The initial state of an alarm is Alert state. When an | Red
alarm is in this state, the immediate action must be
taken.

Example: A person tries to open the door
forcefully. This is an alarm in the Alert state.

Normal State When the access control activity becomes normal, | Green
the alarm in Alert state goes to Normal state.

Example: When the forced open door is closed.

Trouble State Any problem that occurs in the device is reported | Yellow
as an alarm in Trouble state.

Example: A reader is tampered.

Note: An N-1000/PW-2000 panel can only detect
a trouble condition when an AEP-5 board is used.

The Cnt (Count) column on the Alarm View window shows the number of state
changes in a point. After the message is acknowledged, the new messages of Normal
state are displayed in green.

The Details check box enables you to open the Alarm Details dialog box. In the
Alarm Details dialog box, you can view the details of the state changes indicated by
Cnt (Count) and write a note for an alarm in Operator Messages.

., Note: If you have procured the license for the Galaxy panel and/or Vista panel, the
X alarms triggered on the Galaxy panel and/or Vista panel devices are displayed in the
Alarm View window.

W

Opening an Alarm View Window

The Alarm View window automatically opens when an alarm is triggered at a reader,
door, input point, or output point. You can also manually open the Alarm View
window.

To open the Alarm View window:

1. Choose Operations > Alarms. The Alarm View window appears.
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[E Alarm View P ] 55
| Statuz | Fieader/Point | Site | ;l
Low VYaltage Mormal M1000Panel 485Loops
Primary Pawer Narmal MN1000Panel 485l oops J

Panel Cammunization No...

T amper Switch Alarm

MN1000Panel
M1000Panel

485l oops
485Loops

Input Alarm M1000Panel! - In 4 485Loops =
Al 3
Priority | Date | Time | Ent| Status | Fieader/Faoint

| 2l
Filter o [~ Detais Silence
o [P o o] o
Catitrol £ Alarm ¢ Card Read & Both e Cloar
Selection: None Freeze | [lnse |

The details of an alarm is displayed in the Alarm View window such as date and
time, alarm status, the reader or point from where the alarm is raised, and so on.

The Cnt (Count) column on the Alarm View window shows the number of state

changes in a point.

2. Click Close to close the Alarm View window.

@

Note: By default, alarms that are displayed in the alarm view window beep until they
are acknowledged. This default setting can be changed in System Defaults.

Refer to the “Setting defaults for alarm handling” section in the chapter System

Settings for changing the default settings for handling the alarms.

Handling Alarms using the right-click menu options

When you right-click the alarm, it enables the list of options to handle the alarm tasks.
Based on the selected alarm type, the list of menu options differs.

Control Functions

The control functions pop-up on right-click menu options differ based on the alarm

type:

Input alarms: Acknowledge, Clear, Open Default Floor Plan, Add Note,
Shunt, Unshunt, and Restore to Time Zone.

Door alarms: Acknowledge, Clear, Open Default Floor Plan, Add Note,
Unlock, Lock, Pulse, Timed Pulse, and Restore to Time Zone.

Reader alarms: Acknowledge, Clear, Open Default Floor Plan, and Add Note.

Reader or Point alarm which is attached to a camera: Acknowledge, Clear,
Open Default Floor Plan, Add Note, Digital Video Live, and Digital Video

Retrieval.
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* Panel System alarms: Acknowledge, Clear, Open Default Floor Plan, Add
Note, Buffer, and Unbuffer.

Table 15-2 Describing the basic right-click menu options for handling alarms

Menu options

Description

Acknowledge

This is to acknowledge an alarm. When an alarm is acknowledged, it
is moved to the lower pane of the Alarm View window. The message
remains in the lower-pane, until it is cleared.

Note: If the Automatically Clear Acknowledged Alarms option is
selected in System Defaults, it is not moved to the lower pane of the
Alarm View window, when you acknowledge an alarm.

Open Default
Floor Plan

This enables you to open the default floor plan associated to the
device from where the alarm is triggered.

Refer to the “Configuring an Abstract Device” section in the chapter
Device Map, for defining the default floor plan for an ADV.

Add Note

This enables you to provide comments on acknowledging the alarm.
When you click this option, the Add Operator Note dialog box is
opened.

Handling Alarms using the Command buttons

A set of buttons on the Alarm View window enables you to easily handle basic,
routine alarm tasks.

Filter

Details Silence

On
Eantral... |’7(" Alarm " Card Read * Bath Command

s | % > Buttons

Selection: Mone

Mfreeze | [Elmze

Table 15-3 Describing command buttons in the Alarm View window

Option

Description

Acknowled
ge (Ack)

To acknowledge an alarm, select it from the list of incoming alarms and
click Ack. When the alarm is acknowledged, it moves to the list in the lower
pane of the Alarm View window. However, if the Automatically Clear
Acknowledged Alarms option is selected in System Defaults, the alarm is
cleared as soon as it is acknowledged.

The background color of the acknowledged alarm changes to grey and the
text color changes to green (normal), yellow (trouble) and red (alert)
depending on the state of the device.

It remains in the lower pane of the window until it is cleared.
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Alarm View
Table 15-3 Describing command buttons in the Alarm View window
Option Description
Silence This enables you to silence the alarm for 60 seconds without actually

acknowledging it. This feature is enabled in the Alarms Handling section of
the System Default Configuration.

Clear To clear one or more transactions, select them from the list and click Clear.

Freeze To temporarily stop the display of incoming messages, click Freeze. When
you click Freeze, the button toggles to Release.

Freezing stops the screen from scrolling as new information appears. Click
Release to return the Alarm View to its normal functions.

Close To quit Alarm View, click Close.

@\ Note: While acknowledging or clearing alarms, to select multiple alarms:

\\

\

— Insequence: Press and hold the SHIFT key and click the first and last
alarms in the range.

— Atrandom: Press and hold the CTRL key and click each alarm.

Filtering Alarm Views

The Alarm View is provided with an option to filter areas and devices for monitoring
card reads or alarms on a particular area or device. Filtering could be very useful for
instances, such as, a particular guard station needs to monitor the loading dock. An
Alarm View can be defined to receive messages only from the loading dock doors.

To filter the alarms:

1. Click Operations > Alarms or click the Dynamic Alarm View B icon on the
tool bar. The Alarm View window is displayed.

2. Under On, click Alarm, Card Read or Both to view only the alarms, card
reads or both respectively.

Filter
On
Cantral... | ’7(‘ Alaim ¢ Card Read &+ Bath
Selection: Nane

3. To filter the branches and devices, click Control under Filter. The Filter
Devices window appears.
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i Filter Devices M=1E3
O [E N1000Panel
& 11 000Panel Entrance
@ M1000Panelt - Readsr 1
@ N1000Panel! - Readsr 2
@ N1000Panel! - Readsr 3
[@ M1000Panel - Reader 4
-1 (3 N1000FanellInput

@0 (23 N1000Pane Qutput

-

()8 I Cancel |

4. Expand the tree by clicking the plus [+] symbol.
5. Select a branch or an individual device to be filtered for monitoring.

6. To filter an branch, right-click the branch and select Configure. The Set
Device Selection for a Control Area dialog box appears.

Set Device Selection for a Control A =

" Leave Selection for all devices in this area as it cumently is.

& {In-Select [Filter out] all devices in this area’

" Select (Includs] all devices in this area.

()8 I Cancel |

Note: You can also double-click the branch to display the Set Device Selection
for a Control Area dialog box.

@

7. Select one of the following options:

* Leave Selection for all devices in this area as it currently is: To leave
the devices in this branch as it is - selected or cleared.

* Un-Select (Filter out) all devices in this area: To clear the selection of
all the devices in this branch. The devices in this branch are not
monitored.

* Select (Include) all devices in this area: To select all the devices in this
branch. All the devices in this branch are monitored.

8. To filter a device, right-click the device and select Invert Selection Status to
select the device or clear the selection.

9. Click OK to return to the Filter Devices dialog box.
10.Click OK to save the filter selection. Only the alarms that occur in the selected

area and device are displayed in the Alarm View window.

Note: The filter settings are lost after you close the Alarm View window. Therefore, to
view the floor plan with filter settings, you can open the Alarm View window from the
Floor Plan.

@

Refer to the “Adding Alarm View and Event View links to the Floor Plan” section in
the chapter Floor Plan, for details on creating an Alarm View in the Floor Plan.
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Viewing Alarm Details
To view the details of an alarm:

1. Choose Operations > Alarms or double-click an alarm to open an Alarm
View dialog box.

2. Select the Details check box. The Alarm Details window is displayed.

Alarm Details x|

Fieader/Faint :
|N1D00Panel - Reader 3

Date Time State
34372005 8:54:00 Ak Door Forced Open
34372005 8:54:00 Ak [oor Forced Open

Operator Mame :

Meszage :

The door is in the alarm mode due to invalid entry. ;I

sk | Ceor | pddMae | Cese |

The Alarm Details window displays the following information:

+ Name of the reader, input or output point from where the alarm is
triggered

* The date and time of the alarm and the state of the reader or point
* Indication of whether the alarm has been acknowledged or cleared
* The name of the operator who has acknowledged or cleared the alarm.

* The message box to display the note added by the operator while
acknowledging or clearing the alarm.

3. To acknowledge the alarm, select the alarm and click Ack.
4. To clear the alarm, select the alarm and click Clear.

5. To add a note to an alarm while acknowledging or clearing, click Add Note.
The Add Operator Note dialog box appears.

Add Operator Hote x|

Operator Mote :

Downloaded card to‘West Entry panel

()8 I Cancel
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6. Type a message in the Operator Note and click OK.
- Note: The operator notes are included in history and can be printed using the
2/\ History report.

Autocard Lookup

The Autocard Lookup feature enables you to view the card holders details from the
designated readers or card reads that have a status priority higher than a designated
threshold. If the Autocard Lookup window is minimized and a card read is received,
the window will pop-up automatically.

The Autocard Lookup window displays the card holder picture (if available), name of
the card holder, card number, time, date, reader name, and the status of the card read.

Activating Autocard Lookup

To activate an Autocard Lookup window:

1. Choose Operations > AutoCard Lookup. The AutoCard Lookup - Waiting
for card read... window appears.

3 Autocard Lookup - Waiting for card read... - O] x|
PFriority :
el
™ Buffer

Contral... | st |
™ Show Mate Fields >

2. Set the Priority of card read. The card holder details of all card reads having a
higher priority (lower number) than this priority is displayed in Autocard
lookup. The priority of a given card read event is set in the reader's Action
Group.

Refer to the “Configuring an Abstract Device” section in the chapter Device Map
for details on setting the priority for an action.

3. To specify the areas and panels of card reads, click Control. The Filter
Devices window appears.
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i Filter Devices M=1E3
- [ N1000Parel
E| (=88] 1 000P ane Entrance
[@ N1000Panelt - Reader 1
@ N1000Panel! - Readsr 2
@ N1000Panel! - Readsr 3
[@ N1000Panel - Reader 4
(2 N1000Parelinput

(23 N1000Pane Qutput

-

()8 I Cancel |

4. Expand the panel by clicking on the plus signs [+].

5. Right-click the readers that you want to monitor through Autocard Lookup and
select Invert Selection Status.

6. Click OK to return to the AutoCard Lookup - Waiting for Card Read...
window. When a card from the filtered area and device is presented to the
reader, the card information is displayed.

Watzon Shelly M=l
7:38:00 PM 4/1/2005 Priaiity
30627 |99 I
N1000Panell - Reader 2 =l

485Loops
account]
Y alid Card

A valid card has been used I Bufer

Contral... flert

™ Show Note Fields

A

7. Select the Buffer check box to freeze the current card information on the
lookup screen, while saving any subsequent card reads in the panel memory.

8. Click Next to display the next card read results, while remaining in the buffer
mode.

Note: The Next button is enabled only when you have the sequence card reads
in the panel memory.

@

9. Clear the Buffer check box to remove all stored information and continue with
the next card presented.

10.Click the Show Note Fields check box to display the additional information of
the card holder defined in the note fields.

Refer to the “Configuring Autocard Lookup” section in the chapter Card Holders
for enabling note fields to be displayed in the Autocard Lookup window.

Note: Multiple lookup windows can be opened at the same time, and each can
have its own filter selections.

@
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Live Monitor View

The Live Monitor view displays information from a selected CCTV camera in
real-time. You can adjust the video display using the Iris, Zoom, Focus, Pan and Tilt
controls that are located to the right of the viewing screen. In addition, you can capture
and save individual frames.

For Live Monitor view, you must:
* Equip your computer with a video capture card.
* Connect the CCTV Switcher to the video capture card.
* Define cameras and monitors on the Device Map.

* Select the CCTV Switcher monitor for Live Monitor view while setting the
Workstation Defaults.

Opening a Live Monitor View

To open the Live Monitor view:

1. Choose Operations > Live Monitor. The Live Monitor dialog box appears.

Live Monitor

ILab Hread

2. To enlarge the size of the Live Monitor view, click and drag the corners of the
dialog box.

3. To view a different area from a different camera, select the camera in the
drop-down list.

Capturing a Frame from the Live Monitor View

To capture a frame from the Live Monitor view, freeze the live view and then save the
frame.

1. To freeze a view, right-click anywhere in the live area and select Live.
2. To save the frame, right-click the frozen video and select Save.
3. Select a path, enter a filename and click Save to save the image as a .jpg file.

4. Click OK.
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Controlling the Camera

You can control the focus, aperture adjustment, zoom, pan and tilt, and homing presets
of switchers and cameras remotely through WIN-PAK.

Note: Ensure that the above-mentioned features are supported by the switchers and
cameras.

@

1. To view the title of the camera that is monitored, right-click in the live view
area and select Send Camera Titles.

2. To view the time and date, right-click in the live view area and select Send
Time and Date.

Refer to the CCTV equipment manual to ensure that title, time and date features are
supported.

Table 15-4 Describing control buttons on the Live Monitor window

Button Control Description
Button
Adjusting | Click and hold the upper half of Focus In/Focus Out to
@ Focus slowly focus on closer objects. Click and hold the lower
half of the button to slowly focus on distant objects.
= Adjusting | Click and hold the top half of Iris In/Iris Out to slowly
@ Iris increase the aperture (opening) of the camera iris,

allowing more light in. Click and hold the bottom half of
the button to slowly decrease the aperture of the camera
iris, letting in less light.

Adjusting | Click and hold the upper half of Zoom In/Zoom Out to
@ Zoom slowly zoom the camera in. Click and hold the lower
half of the button to slowly zoom the camera out.

Adjusting | The control arrows on the Live Monitor window pan
Pan/Tilt the camera left and right, and tilt it up and down. Click
and hold the camera control arrows to move the camera.
The left arrow pans to the left. The right arrow pans to
the right. The up arrow tilts the camera up, while the
down arrow tilts the camera down. If the cursor is
moved over the live viewing area, arrows appear.
Clicking these cursor arrows has the same effect as the
control arrow buttons.

Setting Pan and Tilt Limits

Panning and tilting limits are set for each camera to ensure that the camera does not
pan or tilt to a point that is stressful on the camera.

Perform the following steps to set the upward tilt limit for a camera. Repeat these
steps for downward tilt, left pan, and right pan on each camera.
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1. Using the upward and downward arrows, tilt the camera to the highest required
point.

2. Right-click the upward arrow and select Set Limit from the control menu
displayed.

Clearing Limits
To clear the pan and tilt limits:

1. Right-click the arrow for which you want to clear limits, and select Clear
Limit from the control menu.

Setting Home Position

Home Position is the camera view set for each camera to bring back its home position
with the current focus, aperture, and zoom settings. This is the most utilized camera
view.

Home button
v

To set the home position:

* On the Live Monitor window, click the square button, located among the
pan/tilt arrows.

The following steps outline setting a home position:

1. Adjust the pan, tilt, and aperture settings for the view that you want to make
your home position.

2. Right-click Home and click Set Home.

The camera returns to this view anytime you click Home.

WIN-PAK CCTYV Options
Pan
Camera | Time | Pan Tt | Zoom | Focus | Irls | Seek Set Select
Brand | Switch | Title Date | Tit | Zoom | Iris | Limit | Limit | Limit | Limit | Home | Home | Monitor
Burle X X X X X X o o o o X X o
Dedicated
" X X X X X o o o o o o o o
Micros
Geutebruk X o X X X X o o o o X X o
Javelin X X X X X X X X X X X X o
NCI CCTV X X X X X X X X X X X X o
Panasonic X o o X X X o o o o X o o
Pelco X o o X X X o o o o X X X
Vicon X o X X X X o o o o X X X
X = option is available and usable through WIN-PAK
O = option either not available or not supported by WIN-PAK
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Digital Video

The Digital Video Display shows the live video or the recorded video from the
selected DVRs. At the maximum, it can display videos from 16 cameras.

Opening the Digital Video Display
The Digital Video Display window opens automatically, when an action triggers this
window to open. However, you can open the video display window manually.

To open the digital video display:
1. Choose Operations > Digital Video. The Digital Video window is displayed.

L=
Time | Type | Status | Reader/Faint?... | Site: |
< | ol

Filter |

~ Video

Cameras: — View Yideo

DWR Camera 1 i Live &l

O DVR Camera 2

" Clip From:
I DVR Camera 3
T DVR Camera 4 | 4/ 142005 —
G Fusion DVA Camers 1 I'IEI:ES:‘IT PM ﬂ

Close I

2. Select the cameras in the Cameras list. For multiple selections, use the SHIFT
or CTRL key.

3. To view live video, click Live.
OR

To view the recorded clip, click Clip From and enter the date and time from when
you want to view the clip.

4. If you want to filter the events to be displayed in the Digital Video display,
click Filter.

Refer to the “Filtering Events” section in this chapter for details on filtering the
events.

5. Click Show to view the live video or the recorded video. The Digital Video
Display window appears.
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i Digital Yideo - Display ;Iglil

Maximumn idea Displays: I‘IE 'I

Camera Controls for live video

6. Use the camera controls in the lower-left corner of the Digital Video Display
window to adjust the camera as required.

Note: The Digital Camera controls placed on the lower-left corner of the live video
display helps to adjust the camera Focus, Iris, Zoom, and Pan and Tilt.

@

Controlling live video display

You can control the focus, iris, zoom, and pan and tilt of the cameras using the camera
control available at the bottom of the live video display.

Focus Controls

Pan/Tilt X | Zoom s | i Iris ® Focus X I
Iris Controls (N i
AL AR
Nt N

Zoom Controls

Pan and Tilt Controls

Figure 15-1 Depicting camera controls on the live digital video display
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The following table describes the control buttons on the live digital video display:

Table 15-5 Describing control buttons on the Live Monitor window

Button Control Description
Button

Pan/Tilt Click the Pan and Tilt icon to display the Pan/Tilt
adjustment box. Click and drag the red dot left or right to
pan camera left or right. Click and drag the red dot up or
down to tilt the camera up or down.

e Zoom Click the Zoom [ icon to display the Zoom adjustment
box. Click the drag the Zoom dot towards right to zoom the
camera in. Click and drag the dot towards left to zoom the
camera out.

& Iris Click the Iris [ icon to display Iris adjustment box. Click
A and drag the Iris dot towards right to increase the aperture
Nt of the camera iris. Click and drag the Iris dot towards left to

decrease the aperture of the camera iris.

= Focus Click the Focus icon to display the Focus adjustment
#h box. Click and drag the Focus dot towards right to focus on
\; J ' closer objects. Click and drag the Focus dot towards left to
i focus on distant objects.

Controlling the recorded video display

In the recorded video window, controls are provided to pause, play, fast forward,
adjust time, and so on.

1. Click Pause to stop the video and click Play to restart the video display.

|Rate ); Adjust )i

IR s
1 hour 1 hour
Paused Fast
' Normal Same
Next Fast Time

Image Forward

2. Adjust the Rate control to adjust the video play-back speed.

3. Adjust the Adjust control to adjust the time of the recorded video maximum to
an hour before or after the current time being viewed.
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Right-Click Menu Options

When you right-click in the live video display, few control options are provided to
customize the video display and adjust the camera controls.

v Show Titl
v Show Controls

Auto Focus
Auto lris

Fan/Tilt zpeed
Metwork speed
Set Preset
Goto Preset

Cloze

Table 15-6 Describing the Live Video Display control options

Control Option Description

Show Title The title bar displays the ADV name and the status icon.
By default it is selected.

Show Controls The camera controls are available in the live video display.
By default it is selected.

Auto Focus Camera automatically focuses on subject, provided it is an
auto-focus camera.

By default it is cleared.

Auto Iris Camera automatically adjusts for brightness, provided the camera
has an automatic-iris control.

By default it is cleared.

Pan/Tilt speed Controls speed at which the camera pans and tilts. Three speed
options are available: Slow, Medium, and Fast.

By default it is Medium.

Network speed Controls speed at which pan/tilt command is sent to the camera.
Three speed options are available: Dial-up connection, Slow LAN,
and Fast LAN.

By default it is Fast LAN.

Set Preset Enables the operator to set maximum of eight preset controls for a
PTZ camera.

Go to Preset Enables the operator to select from eight previously defined preset
PTZ camera controls.

Close Enables the operator to close an individual camera display without
closing the camera display window.

By default it is cleared.
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Filtering Events

The filter option in the Digital Video window helps you to view the events for a
specific period. Therefore, it enables you to retrieve the digital video that is associated
to an ADV, which is configured for an auto pop-up display. For example, you may
want to view the events from March 15, 2005 to April 30, 2005.

To filter the events of the recorded video display:

1. In the Digital Video window, click Filter. The Event Filter dialog box
appears.

Eventriter x|

Date and Time Filter | Transaction FiIterI Card Halder FiIterI Alarm FiIterI

— Date Range Clear &l |
From:  [Fiday. May D5, 2005 J |u j |u j

To:  [Fiiday. May 05, 200 J Ej Fj

— Daily Time Range

[~ Oy list events between these hours each day

Fram : Ta:

- Fd F o
Time Zone :

| (GMT +05:30) Cherinai, Kolkata, Mumbai, New Delhi |

QK I Cancel | Apply | Help |

2. To select the associated camera and recorded video clip based on the specific
date and time ranges:

a. Click the Date and Time Filter tab.

b. Under Date Range, sclect the From and To dates using the ellipsis E
button.

c. Enter the From and To time (in hours and minutes) in the corresponding
boxes.

d. To display video for events that occurred during a particular period,
select the Only list events between these hours each day check box,
under Daily Time Range. The From and To text boxes are enabled.

e. Inthe From and To boxes, enter the time range (in hours and minutes).
f. Select the standard time zone in the Time Zone list.

3. To select the associated camera and recorded video clip based on the type of
card events:

a. Click the Transaction Filter tab.
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Eventricer x|
Diate and Time Filker  Transaction Filker | Card Holder FiIterI Alarm FiIterI
Clear Al |

r— Tranzaction Type:

¥ Alam ™ Operator ¥ Card
[ Database ¥ Guard
r— Alarm & Card
¥ Transactions v Acknowledgements
v Clears V¥ Operator Messages

Filter ADWs... | [ Sort on Sequence 1D

QK I Cancel | Apply | Help |

b. To filter the video display based on the transaction types, select the
following options under Transaction Types:

Table 15-7 Describing the transaction types for filtering video display

Card Option Description
Alarm Includes alarms in Alert and Normal states.
System Alarm Includes events of system type alarms (not wired

points) such as Poll Response alarms.

Operator Includes events of operator activities, such as log on
and log off.
Database Includes events of basic database activities, such as

time, date, operator, update, delete or add action to a
particular database.

Card Includes all card events.

Guard Includes all guard tour events.
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c. To select the camera display based on the alarm and card behaviors,
select the following options under Alarm & Card:

Table 15-8 Describing the alarm and card options for filtering video

display
Card Option Description
Transactions Includes card events of all transactions such as
normal, alarm, or host grant.
Clears Includes the card alarm events that were cleared by

the operator.

Acknowledgements | Includes the card alarm events that were
acknowledged by the operator.

Operator Messages | Includes the card alarm events that were provided
with the operator messages.

d. To filter the transactions performed on specific ADVs (devices), click
Filter ADVs. The Filter Devices dialog box appears.

e. Double-click the branch (folder) to select all the devices in the branch

OR

Expand the branch (folder) and double-click a device to select the particular
device.

f. Click OK to return to the Event Filter dialog box.
4. To filter the card holders:
a. Click the Card Holder Filter tab.

Event Filter x|

Diate and Time F\Ilell Transaction Fiker  Card Holder Filter | Alam Flllerl

First Mame Last Mame : Clear Al
| ol r
Card Murnber : Reader
| ol r
Tracking drea :
I.Not Used j
Card Codes Account:
[w/alid Card i’ [account =l
[w]Trace Card
[w|D oo Unlocked LI
Note Field
Field : Frorm : Ta:
I =] | |
| =] | I
I =] | |

0K I Cancel | Lapply Help
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b. Type the First Name and Last Name of the card holder, or select them
by clicking the ellipsis [ button.

c. Type the Card Number of the card holder or select it by clicking the
ellipsis [ button.

d. To display the video of the card holders accessing a specific area, select
an area in the Tracking Area list that is configured in Tracking and
Mustering Area.

e. Select one or more Card Codes which define the card transaction.

f. Select the Note Fields to be displayed. You can also specify the range if
you select the numerical note field.

5. To filter further on alarm events:

a. Click the Alarm Filter tab.

Eeentriter x|

Date and Time Fiter| Transaction Fiter | Card Holder Filter  Alarm Fiker |

Alarm Point : Clear &l |
|\ r

Alarmn States

¥ Input Nomal

¥ Input &lam

v Irput Trouble

V' Door Nomal

¥ Dioor Foiced Open
v Door Trouble

¥ Door &jar

ak. I Cancel | Apply | Help |

b. Enter the alarm point name or use the ellipsis [] button to find an alarm
point.

c. Select the Alarm States that must be included in the report.
6. Click OK to save the filtering settings and return to Digital Video window.

Events associated with a digital camera are displayed with either a fixed camera icon
or a PTZ (Pan Tilt Zoom) camera icon, represented with a zoom lens.
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Introduction

WIN-PAK allows you to translate the language of its user interface to languages other
than English. The User Interface is translated based on the entries in language text
files. A language text file contains entries in English and the corresponding entries in
the language to be translated for the captions in the dialog boxes, menus, and other
text in the WIN-PAK user interface. The text files for French, German, Dutch, Italian,
English, Simplified Chinese, and Traditional Chinese languages are available by default in
the WINPAKPRO\Language Files folder of WIN-PAK.

Translating WIN-PAK User Interface involves:

1. Adding a new language with its text and help files into the
WINPAKPRO\Language Files folder.

2. Selecting the language for translation.

3. Modifying the translated text (if required) for the dialog box captions, menus,
and the other text in the User Interface.

By default, WIN-PAK is designed to work with U.S. English operating systems.
Therefore, a special version of WIN-PAK is required to work with the operating
systems of other languages. Contact the technical support of Honeywell Access
Systems for support on international operating systems.

Language Configuration

Configuring language details involves:
1. Adding a new language with its text and help files.
OR
Editing existing language information.
2. Selecting a language for translation.

If a language text file is present, the user interface is translated based on the
information present in the text file. In case of a new language, the text file would
initially be empty. You are provided with the option of entering the translated text for
the captions in the dialog boxes, menus, and the other text present in the user interface.
These entries are updated in the language text file and are used for translation.

Note: English, United States is the default language used for WIN-PAK and its
details cannot be edited.

@
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Adding or Editing Language Information

You can add a new language for translation by providing the following information:
* the language name
+ the language text file
+ the language help file

Note: Before adding a language, ensure that the language text file and help file (chm)
are present in the WINPAKPRO\Language Files folder.

Adding a New Language

Note: Honeywell recommends you to contact its support center for creating language
text files.

1. Choose Configuration > Translate > Available Languages.

,m Window Helf
5 Define L4
=5 Device 3
5 Time Management 3

5 Card Halder 4

= Badge 4

4% Select Language. .,

G| Translate ¥ =Y Avallable Languages...
S command File,.. E Dislogs. .

8 Guard Tour, . =5 Menus, ..

ﬂ Flaor Plan Definition. .. other Text,.,

The Edit List of Available Languages dialog box appears with a list of existing

language files.

x
Language | File | Help File |
¥ Deutsch Deutzch. bt WINPAKZ German.chm

b English. b4t _

& English, United States EnglishUS bt
#% Espafiol [Espafia) Spanizh. tat WINPAKZ Spanizh Spain.chm
#% Espafiol [Latin America) — Spanish Latin &mericatst  WINPAK2 Spanish Latin America....
#% Francais French.tat WINPAKZ French.chm
4% PolzkiPro Polizh. tst Poland.chm
% Portugusse portuguese. bt WINPAKZ Portuguese. chm
#% Portuguese, Brazil Portuguese Brazil tat WINPAKZ Portuguese Brazil. chm

fdd Edt | Deete | oK. |

2. Click Add. The Configure Language dialog box appears.
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x
Language Mame :
fi
File: :
Help File :
()3 I Cancel |
. Type the Language Name.

Type a name for the text file in File.

Note: If the new language refers to a text file available in the
WINPAKPRO\Language Files folder, type the respective text file name.

. Type the name of the Help File for this language. By default, the American

English help file is used.

Note: The newly added text and help files are saved in the
WINPAKPRO\Language Files folder.

Click OK to save the language information, and return to the Edit List of
Available Languages dialog box. The details of the newly added language are
listed.

Click OK to close the window.

Editing a Language

1.

@

Choose Configuration > Translate > Available Languages. The Edit List of
Available Languages dialog box appears.

. Select the language you want to edit and then click Edit. The Configure

Language dialog box appears.

Edit the Language Name, File, and Help File.

. Click OK to save the changes and return to the Edit List of Available

Languages dialog box.

Note: The text file for the language English, United States cannot be edited.

Deleting a Language

1.

Choose Configuration > Translate > Available Languages. The Edit List of
Available Languages dialog box appears.

. Select the language you want to delete and then click Delete. A message

asking for confirmation appears.

Click Yes to confirm the deletion.
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Selecting a language for translation

You can select a language for translating the WIN-PAK user interface. When a
language is selected, the WIN-PAK user interface is translated based on the entries in
the language text file.

In addition, you can set the language for operators using the Operator option in the
System menu. The WIN-PAK user interface is translated to the language of the
operator who logs on to WIN-PAK.

Refer to the “Defining Operators” section in the chapter System Settings for more
details on setting language for operators.

To select a language:

1. Choose Configuration > Select Language.

'm Wwindow  Hel)
=5 Define 4
= Device 4
=5 Time Management 4
ﬁ Quick-Skart Wizard

=5 Card Halder 4
5 Eadge 4

Select Language. ..

SF Translate 4

fﬂ Command File. ..
_ﬁ] Guard Tour, ..
ﬂ Floor Flan Definition. . .

The Select Language dialog box appears.

Select Language =

ﬂ I Frangais j

Cancel |

. Select a language for translation from the list.

. Click OK.

Note: The sub-menu options Dialogs, Menus, and Other Text are enabled in
the Configuration > Translate menu. You can edit the entries for dialog
boxes, menus, and the other text. However, you cannot edit the user interface
entries, if you have selected the language as English, United States.
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Adding or editing entries for translating Dialogs, Menus, and Other

Text

On selecting a language, the WIN-PAK user interface is translated based on the entries
in the language text file. In case of a new language, the text file would initially be
empty. In such a case, you can translate the captions for all the dialogs, menus, and
other text present in the user interface. The translated captions are entered in the

language text file. In addition,

you can edit the translated captions for all dialogs,

menu, and the other text in the user interface. The language text file is updated with

the modified entries.

@

Note: You can add or edit the translated captions for dialogs, menus, and other text
only after selecting a language for translation.

Refer the to “Selecting a language for translation” section in this chapter, for more
details on selecting a language for translation.

Adding or Editing entries for dialog boxes

1. Choose Configuration > Translate > Dialogs. The Edit Dialog Text dialog

box appears.

B
Taotal # Dialogs: 324 Tranzlated: 1] Out of D ate: 1]

L
Abstract Device Record
Access DVPRO - Camera Configuration
Access DVPRO - General Propose [/0
Access DWPRO DVSS Configuration
Access Level
Account Record - Account
Action Group
Add Devices
Add Multi-Port Board
Add Operator Mote
Alarm

Alarmn D etails

Loop Canfiguration - Hub Settings

Table 16-1 Edit Dialog Text - Elements and Descriptions

Field/Column

Description

Total # Dialogs

The total number of dialog boxes for translation.

Translated

The total number of fields in the dialog box that has been
translated.

Out of Date

The number of dialog boxes that were translated in the
previous version of WIN-PAK (applies only to a WIN-PAK
upgrade.)
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Table 16-1 Edit Dialog Text - Elements and Descriptions

Field/Column

Description

Dialog Caption

The caption of the dialog box.

Total

The total number of fields in the dialog box.

Done

The number of fields that has been translated in the dialog
box.

Out of Date

The number of fields that were translated in this dialog box
in the previous version of WIN-PAK (applies only to a
WIN-PAK upgrade.)

ID

The dialog ID used in the application resource file.

2. Select a dialog caption from the Dialog Caption list and click Edit. The dialog

box of the selected dialog caption appears.

Configuration boucle 485/PCI - Paramétrages HUB

Retard de connexion :

Mombre de tentatives de rappel :
Temps d'attente pour déconnexion :
Temporization avant nouvelle tentative :
Commande initislization modern :

Fréfize appel :

Option “'rappel"

et |0 site

 —

Paramétrer nouveau mot de passe |

i
0

eC.

1] IEC.

1] S,

[T R

3. Click the field you want to edit. The field name is highlighted.

Note: To change the title of the dialog box, click the title and edit the dialog

box.

Retard de connexion :

Mombre de tentatives de rappel :
Temps d'attente pour déconnexion :
Temporization avant nouvelle tentative :
Commande initislization modern :

Fréfize appel :

et |0 site

0

0

0
0

FEC.

FEC.

FEC.

1110

Option “rappel" : I VI

Paramétrer nouveau mot de passe |

4. Type the text in the highlighted area.
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[Configuration 485/PCI Hu | x|

Retard de connexion : IU 3: =)
Mombre de tentatives de rappel : m
Temps d'attente pour déconnexion : IU 3: FEC,
Temporization avant nouvelle tentative : IU 3: FEC,
Commande initislization modern : I
Fréfize appel : l—
Option “rappel" : lﬁ

Paramétrer nouveau mot de passe |

et |0 site

Configuration 485/PCI Hub =

Retard de connexion : IEC.

Mombre de tentatives de rappel : [0
Temps d'attente pour déconnexion : |0 SEC.

Temporization avant nouvells tentative ; |0 FEC.

Commande initislization modern :

1]

Fréfize appel :

|

Option “rappel" :

Paramétrer nouveau mot de passe |
et D site

Note: To restore the default button or field names, right-click the dialog box
and click Restore All Defaults.

@

Configuration 485/PCI Hub =

Retard de connexion :
Mombre de tentatives de rappel :
Temps d'attente pour déconnexion :

Temporization avant nouvelle tentative :

Commande initislization modern :
Fréfize appel :

Option “rappel" :

Paramétrer nouveau mot de passe |
et D site

6. Repeat steps 3 to 5 of the procedure to edit the remaining field names in the
dialog box.

7. Click the Close (X) icon in the dialog box to save the changes and to close the
dialog box.

The changes are updated in the language text file. The values in Total Line of Text,
Translated, Out of Date, Total, Done, and Out of date columns in the Edit Dialog
Text are updated with the number of fields that are translated.
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Adding or editing entries for menus

1. Choose Configuration > Translate > Menus. The Translate Menu Text
window appears.

i
Total Line of Test: E12 Translated: 487 Outt of D ate; 1]
English, United States | Frangaiz ﬂ
? Door Cantrol Commande porte
Bl Ackk Al Alame Acka, tes alaimes
El &Clear Al &larms BEIF. ttes alarmes
El &lUnlack LD éverrauiller
Bl  #lock tiemouiler
El &Door Mode Mode &parte
El &EShunt L5hunter
El  #Unshunt D &shunter
El &Pulse Hlmpulsion
]  &TimedPulse... Irnpulsion =
El Restare To Timek Zone Restaurer vers Zone de Gtemps
=]
Search for : Find I Edit |
[~ Show only untranslated items [~ Match case oK |
Table 16-2 Translate Menu Text - Elements and Description
Field/Column Description
Total Line of Text The total text lines to be translated.
Translated The total number of text lines that have been translated.
Out of Date The number of menus that were translated in the previous
version of WIN-PAK (applies only to a WIN-PAK
upgrade.)
English, United The menu captions in the original language of WIN-PAK
States
Language (the The menu text in the translated language.
language selected
for translation is
displayed as the
column name.)

2. Double-click the menu item that must be translated from the list, or right-click
the menu item and then click Edit. The Translate Text dialog box appears.

Note: To search for the menu item in a scrolling list:
a. Type a part or the whole text in the Search box.
b. Select the Match Case check box to match case while searching.

c. Select the Show only untranslated items check box to search only
for menu items that are not translated.
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d. Click Find. The first instance of the menu item is highlighted in the
list. Clicking Find repeatedly highlights the remaining instances of
the text in the list.

Translate Text x|

Original text

&Timed Pulze... -]
I

Translation :

Hemporisée.. | =]

Motes :

v Apply to all identical originals Ok I Cancel |

The current menu caption is displayed under Original text.
3. Type the translated caption for the menu under Translation.
Note: Use the “&” symbol in the menu caption to indicate that the character

immediately following the “&” must appear with an underscore and can be
used as a hot key (accessed by pressing ALT + Key entry.)

@

4. Select the Apply to all identical originals check box to apply the translation
for all instances of Original text in the User Interface.

Note: The translation entry is applied only to the exact instances of Original
text, matching the case.

@

5. Click OK to save the entry and return to the Translate Menu Text window.

The changes are updated in the language text file. The values in Total Line of Text,
Translated, and Out of Date columns in the Edit Dialog Text are updated with the
number of fields that are translated.
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Adding or Entering Entries for other Text

Other text refers to the text other than the dialog box or menu captions, such as
examples, warnings, prompts, messages, and so on.

1. Choose Configuration > Translate > Other Text. The Translate Other Text

window appears.

i Translate Dther Text ~=1ol x|

TotalLine of Text: 5795

Translated: 4345

Out of Date: 1}

¥ English, United States

| Frangais [ Motes

<< Settings
<< Settings
<< Seftings
<< Settings
<Mone>

<Select Statuss

= ¢1»' Guard Tour is configured in 4"Run Guard Towrs" Sc...

‘13" RepaortTemplate Mame is already in use

<12¢2> aleady has an attached ADY ‘nso this is not po... Cela est impossible, car <13<2> posséde déjghnun ADY as.

Ll

*<1>' RepoitTemplate is used in Schedule and cannot be

*¢13' ReportTemplate Mame is alieady in use

2 - first name:

Search for:

I~ Show only untranslated items

Find I Edit I
I~ Match case oK |

Table 16-3 Translate Other Text Options

Field/Column

Description

Total Line of Text

The total number of lines of text to be translated.

Translated

The total number of lines of a text that have been translated.

Out of Date

The number of miscellaneous text entries that were
translated in the previous version of WIN-PAK (applies
only to a WIN-PAK upgrade.)

English, United
States

The text in the original language of WIN-PAK

Language (the
language selected
for translation is
displayed as the
column name.)

The text in the translated language.

Notes

The instructions used for performing the translation. This is
included in the text file.

In File

This is significant only for the maintenance people.

2. Double-click the text that must be translated from the list, or right-click the
text and then click Edit. The Translate Text dialog box appears.
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Note: To search for the text item in a scrolling list:

@

a. Type a part or the whole text in the Search box.
b. Select the Match Case check box to match case while searching.

c. Select the Show only untranslated items check box to search only
for text items that are not translated.

d. Click Find. The first instance of the text item is highlighted in the list.
Clicking Find repeatedly highlights the remaining instances of the
text in the list.

Translate Text =
Original text :
<, <2 -]
I
Translation :
: Last rom| ;I
E
Motes :
1 - Last name, 2 - first name -]
I
¥ Apply to all identical originals 0K, I Cancel |

The current line of text is displayed under Original text.
3. Type the translated text under Translation.

4. Select the Apply to all identical originals check box to apply the translation
to all instances of the Original text in the user interface.

Note: The translation entry is applied only to the exact instances of the
Original text, matching the case.

5. Click OK to save the entry and return to the Translate Other Text window.

The changes are updated in the language text file. The values in Total Line of Text,
Translated, and Out of Date columns in the Edit Dialog Text are updated with the
number of field names that are translated.
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Introduction

You can generate a number of reports using WIN-PAK. These reports can be
generated based on the filter criteria. Reports can be sorted in an ascending or

descending order and can be previewed and printed.

The following is the list of reports that can be generated in WIN-PAK:

Access Area
Access Level
Account
Attendance

Card

Card Frequency
Card History
Card Holder

Card Holder Tab Layout
Command File
Control Area
Device Map
Floor Plan
Galaxy Panel Log
Guard Tour
History

Holiday Group
Note Field Template
Operator
Operator Actions
Operator Level
Schedule

Time Zone

Tracking and Mustering Area

In addition, WIN-PAK provides an option to define the templates for the Card Holder
report and the History report.
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Report Templates

In WIN-PAK, you can define the report templates for the frequently-generated reports;
Card Holder report and History report.

Defining Card Holder Report Templates

Adding a Card Holder Report Template
To define the Card Holder report template:

1. Choose Reports > Report Templates. The Report Template window
appears.

2. Expand the Report Templates folder to view the Card Holder and History
folders.

=i

=[] Report Templates

i

: ' Find (F3)
D Hiskary

3. Right-click the Card Holder folder and click Add. The Report - Card
Holder dialog box appears.

Report - Card Holder

Card Holder Filter | Sort I Advanced Card FiIterI

i

Card Holder Pririt Preview
ol £|E From [Lazt Mame] : To [Lazt Mame] :
 One I J I J Frirt
€ Bange Ex=port File.. |
Acocess Level: Account: st Prmes |
I J IAccount‘I j
LClear Al |
— Mot Field:
& Mone Field : Fram : To:
Al I.None 'l Cloze |
S | —_—
jec = Eard Holder-4
I.None 'l —'
I.None 'l Save Template |
I.None 'l Save fis |
Name of the Card Holder
Report template

Refer to the “Card Holder Report™ section in this chapter for more on defining the
filter options for the card holder report.
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Type the name of the Card Holder Report template in the text box on the right.

. Click Save Template to save the template.

To create a copy of the template, click Save As. The Save As/Copy - Report
Template dialog box appears.

Save As/Copy - Report Template

Fiepart Template Mame :

Cancel |

. Type a new name for the template and click OK to create a copy of template

and return to Report - Card Holder dialog box.

. Click Close to close the dialog box.

Editing a Card Holder Report Template

To edit the Card Holder Report template:

1. Choose Reports > Report Templates. The Report Template window

appears.

. Expand the Report Templates folder and the Card Holder folder.
. Right-click the report template and click Edit. The Report - Card Holder

dialog box appears.

Refer to the “Adding a Card Holder Report Template” section in this chapter for
details on editing the template.

Searching a Card Holder Report Template

To search a Card Holder Report template:

1. Choose Reports > Report Templates. The Report Template window

appears.
Expand the Report Templates folder and the Card Holder folder.

Right-click the report template and click Find. The Find Item dialog box
appears.

Finditem x|

Item in tree to Search for :

()8 I Cancel |

Type the name of the template to be searched and click OK. The template
starts with the specified name is highlighted.
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Deleting a Card Holder Report Template
To delete a Card Holder Report template:

1. Choose Reports > Report Templates. The Report Template window
appears.

2. Expand the Report Templates folder and the Card Holder folder.

3. Right-click the report template and click Delete. A message asking for
confirmation appears.

win-paxPE X
& Delete 'Card Holder2' RepartTemplate 7
fes I Mo |

4. Click Yes to confirm the deletion. The selected report template is deleted.
To delete all the card holder report templates:

1. Choose Reports > Report Templates. The Report Template window
appears.

2. Expand the Report Templates folder and

3. Right-click the Card Holder folder and click Delete All. A message asking
for confirmation appears.

4. Click Yes to confirm the deletion.

- Note: All the card holder report templates are deleted except for the templates
2/\ that are used in the schedule.

Defining History Report Templates

Adding a History Report Template
To define the History report template:

1. Choose Reports > Report Templates. The Report Template window
appears.

2. Expand the Report Templates folder to view the Card Holder and History
folders.
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i x

=[] Report Templates
D Card Holder

-

Find (F3)

3. Right-click the History folder and click Add. The Report - History dialog
box appears.

Report - History

Date and Time Filter | Transaction FiIterI Card Halder FiIterI Alarm FiIterI

i

Save Template

— Date Range Print Preview
Fiom: 1 ) O R Print
To:  [Fidey, May 19, 2006 Bl S vt Fi |
wport File..
— Daily Time Range Estim. Pages |
[~ Oy list events between these hours each day
Fram : Ta: Clear All |
TE«CE R PE
- - = = Cloze |
Time Zone :
I[GMT+DS:30] Chennai, K.olkata, Mumbai, Mew Delhi j ( History-2 )

Save Az

Name of the History
Report template

Refer to the “History Report™ section in this chapter for more on defining the filter
options for the generating history report.

4. Type the name of the History Report template in the text box on the right.

5. Click Save Template to save the template.

6. To create a copy of the template, click Save As. The Save As/Copy - Report
Template dialog box appears.

Save As/Copy - Report Template

Fiepart Template Mame :

()8 I Cancel
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7. Type a new name for the template and click OK to create a copy of template
and return to Report - History dialog box.

8. Click Clese to close the dialog box.

Editing a History Report Template
To edit the History Report template:

1. Choose Reports > Report Templates. The Report Template window
appears.

2. Expand the Report Templates folder and the History folder.

3. Right-click the report template and click Edit. The Report - History dialog
box appears.

Refer to the “Adding a History Report Template” section in this chapter for details
on editing the template.

Searching a History Report Template
To search a History Report template:

1. Choose Reports > Report Templates. The Report Template window
appears.

2. Expand the Report Templates folder and the History folder.

3. Right-click the report template and click Find. The Find Item dialog box
appears.

Finditem x|

Item in tree to Search for :

()8 I Cancel |

4. Type the name of the template to be searched and click OK. The template
starts with the specified name is highlighted.

Deleting a History Report Template
To delete a History Report template:

1. Choose Reports > Report Templates. The Report Template window
appears.

2. Expand the Report Templates folder and the History folder.

3. Right-click the report template and click Delete. A message asking for
confirmation appears.

4. Click Yes to confirm the deletion. The selected report template is deleted.
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B

To delete all the History Report templates:

1. Choose Reports > Report Templates. The Report Template window
appears.

2. Expand the Report Templates folder and

3. Right-click the History folder and click Delete All. A message asking for
confirmation appears.

4. Click Yes to confirm the deletion.

Note: All the report templates are deleted except for the templates that are used
in the schedule.

Generating and Printing a Report

To generate a report:

1. Choose Reports > Reports or click the Reports ﬁ icon on the toolbar. The
Reports window appears.

-iix
Access Level Access Level Report
Attendance Attendance Report
Card Card Report

P — P1n_>|_|
™| Dietail ifiew
—Search and Sort — Operation:
Search Field :
Add
|0 4| =
Criteria : Edit |

I j LCopy |

Search Far :

| Delete |

Sort By [solate |
IHeport j

2. To generate a report based on the filtering parameters, select and double-click
a report from the list.

OR

Select a report from the list and click Report Options. The corresponding Report
dialog box appears.

3. Set the filtering parameters for generating the report.

Refer to the corresponding report section in this chapter for setting the filter
parameters
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Previewing a report
To see the preview of a report, before printing the report:

1. In the Report dialog box, click Print Preview. The preview of the
corresponding report is displayed.

[ WIN-PAK PE - account 1 - [Admin] — ol x|

T

Print HNewt Pags || Prev Page | | Tws Page || Zoomin |[[Zesmmu | i

ACCESS LEVEL

Magnifier icon

a3 ar 1 sz

[ I

If you place the cursor on the preview area, the pointer changes to a magnifier icon.
2. To enlarge the preview size:
a. Click Zoom In.
OR

Click anywhere on the preview area using the magnifier icon. Ensure that the
Zoom In button is enabled before clicking.

3. To reduce the preview size,
a. Click Zoom Out.
OR

Click anywhere on the preview area using the magnifier icon. Ensure that the
Zoom Out button is enabled before clicking.

4. If the report runs to more than a page, click Next Page or Prev Page to move
to the next and previous pages of the report.

5. If you want to preview the report on two pages, click Two Page.
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| WIN-PAK PE - account 1 - [Admin]
Meut Page | Frey Fage [| One Page } Zoom In Zoan Dut Cloge

PERRRCTIRERIRETIE
FERHRPROREREREROE |
FERHRERIRERERERIE

e
Jo
e

For Help, press F1 CAP G

Note: The Two Page button toggles between Two Page and One Page. If you
want to restore the single page display, click One Page.

@

6. To close the preview window and print the report:

a. Click Print. The Print dialog box appears.

Prine R i

 Prirter
Mame: I Siel Ont2k009WPLUOS j Froperties... |
Status: Feady

Type: HF Lazerlet 8150 PCL &
‘Where:  PLUTO South 'Wing Sth Floor

Cormment: HP Lazerjet 81500M [~ Frint ta file
r— Print range Copie:
oAl Mumber of copies: |1 3:

" Pages [rom:l— Lo:l_

) Selection Ijl I™ Collate

Cancel |

b. Select the printer in the Name list and set the print properties.
c. Click OK. The report is printed to the selected printer.

7. To close the preview window without printing the report, click Close.
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Printing the report
To print the report:
1. Click Print in the Report dialog box. The Print Progress dialog box appears

showing the formatting status.

Print Progress

Formatting Record 1 of 2

Cancel

Then, the Print dialog box appears.

Print 2| ]
 Prirter
Mame: I Siel Ont2k009WPLUOS j Froperties... |
Status: Feady

Type: HF Lazerlet 8150 PCL &
‘Where:  PLUTO South 'Wing Sth Floor

Comment: HP Laserjet 815008 [~ Frint ta file
r— Print range Copie:
oAl Mumber of copies: |1 3:

) Pages [rom:l !U:l—
) Selection Ijl I™ Collate

Cancel |

2. Select the printer in the Name list. The corresponding printer details are
displayed.

3. Click Properties to set the printer properties.
4. Select the Print to File check box to save the report as a file.

Note: The report is saved as .prn file in the WIN-PAK installed path with the
default name Output. However, you can change the path and the file name.

@

5. Under Print Range, select All to print all the pages.
6. Click OK. The report is printed to the selected printer.

Note: If you have selected the Print to file check box, the Print to File dialog
box appears. Change the path and file name, if required, and click OK.

@
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Exporting the report to a file

You can export the reports to a file. The available file formats are .txt and .csv.

To export a report into a file:

1. In the Report dialog box, click Export File. The Export File dialog box

appears.
Eeport File x|
— Delimiter
& Tab " Semicolon " Comma
" Space I " Other

Eil
File

Directory to save File to:
Ic: |

Default File: Name:

I.txt

¥ Include Repart Name in File Name
¥ Include Date and Time in File Marne
File: Mame:

IAccess Area 4-19-2006 4-54-20 P kxt

SetasDefauItl Cancel |

2. Under Delimiter, select the separator to separate columns of the report in the

report file.

Tip: If you want to set your own delimiter, click Other and type the separator
in the provided text box.

. To set or change the default path of the report file, click the ellipsis [ button

next to Directory to save File to and browse through the folder. The selected
path is displayed in the Directory to save File to box.

. To set the parameters for the file name:

a. In Default File Name, type the name of the file and the file format. For
example, Report.txt.

b. Select the Include Report name in File name check box to include the
name of the report in the file name mentioned in the Default File Name
box.

c. Select the Include Date and Time in File name check box to include
the current date and time of the report generation in the file name
mentioned in Default File Name.

After setting these parameters the name of the file is displayed in File Name.

Example: When you generate a card report, if you type Sample.txt in Default File
Name and select the Include Report Name in File Name check box, the name of
the file would be SampleCard.txt. The name of the report file is Report.txt, if you
do not set any of these parameters.
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5. To set the default parameters, click Set as Default.
6. Click OK to export the report to a file at the specified location.

Tip: To open and view the report file, browse through the specified location
and open it.

Estimating the number of pages in the report

To estimate the number of pages in the report:

1. In the Report dialog box, click Estim. Pages. The Print Progress dialog box
appears showing the formatting status.

Print Progress

Formatting Record 1 of 2

Cancel

Then, the message box appears showing the number of estimated pages.

win-pakPE x|
& The estimated number of pages is 10,

2. Click OK to return to the Report dialog box.

Clearing the filter options
To clear all the filter options set for generating the report:

1. Click Clear All. The user-defined filter options are cleared in the Report
dialog box.

Note: The sorting options for the report are not cleared.

@

Reporting from Archive Database

When you restore a backup file, you can either overwrite the information in the
current database or you can restore to the Archive Database.

To view the reports from the Archive Database:

1. Select the Run from Archive Database check box in the report window. You
can view the report from the archived database.

Closing the dialog box
To close the Report dialog box:
1. Click Close. The dialog box is closed.
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Access Area Report

The Access Area report displays the branches and entrances or readers that are
configured in Access Area.

To generate an access area report:

1. In the Reports window, select the Access Area report and click Report
Options. The Report - Access Area dialog box appears.

Report - Access Area ﬂ
Filter | Fun fram drchive Database [©

Frint Preview

Frint

Export File..

Estim. Pages

Clear &l

e

Cloze

No filter or sorting options are provided for the access area report.
2. Click Print Preview to view the Access Area Report prior to printing.
3. Click Print to send the report to your printer.

4. Click Close to return to the Reports window.

Access Level Report

The Access Level report contains the available access levels and the corresponding
branches or readers that are configured in Access Level.

To generate the access level report:

1. In the Reports window, select the Access Level report and click Report
Options. The Report - Access Level dialog box appears.

x
Access Level Filter | Sort I Rur from Archive Database [T
Access Level Frint Preview

Fram :
o Al I J Pririt
 One

To: E=port File..

" Range I J

Account: F—
Account] j =ar

Estim. Pages

Cloze

e

2. To generate reports for the specific access levels and account:

a. Click the Access Level Filter tab.
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b. Under Access Level, select one of the following options:

Table 17-1 Describing the filter options for Access Level report

Filter Option Action
All Generates the report for all the access levels.
One Generates the report for only one access level. When

you select this option, the From field is enabled. Enter
the name of the access level to generate the report.

You can use the ellipsis [ button to find the access
level.

Range Generates the report for the range of access levels.
When you select this option the From and To fields are
enabled. To specify the range, enter the starting access
level name in From and the ending access level name
in To.

You can use the ellipsis [ button to find the access
level.

c. Select the Account on which the access levels are configured.

Note: By default, the current account is selected. To generate the reports of
the access levels configured in all the accounts, select Available Account.

3. To sort the report by access level name:

a. In the Report - Access Level dialog box, click the Sort tab.

Report - Access Level x|
Access Level Fiker  Sort | Rur from Archive Database [T

Sort Order———————— Frint Preview

I ame = Frint
& Ascending

Export File..
" Descending

Estim. Pages

Clear &l

e

Cloze

b. Under Sort Order, select the field (Name) by which the list must be
sorted. If you select Not Sorted, the list is sorted in any order.

c. Click Ascending or Descending to sort the list in the ascending or
descending order.

4. Click Print Preview to view the Access Level Report prior to printing.
5. Click Print to send the report to your printer.

6. Click Close to return to the Report window.
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- Note: In the report, some access levels are identified by numbers instead of the
%\ name. This indicates that these access levels are the custom access levels for
the cards.

Account Report
The Account report contains the available accounts that are configured in Account.
To generate the account report:

1. In the Reports window, select the Account report and click Report Options.
The Report - Account dialog box appears.

Al

Lloze

x
Account Filker | Sart I Bun from Archive Database [~
—Account Prirt Preview |
Fram :
o zﬂlf I j Frint |
' One To Export File.. |
" Range I j

Estim. Pages |

— Print Data Fields ———
& Mone =ear |

2. To filter the accounts:
a. Click the Account Filter tab.

b. Under Accounts, select one of the following options

Table 17-2 Describing the filter options for Account report

Filter Option Description
All Generates the report for all the accounts.
One Generates the report for a single account. When you

select this option, the From field is enabled. Enter the
name of the account to generate the report.

You can use the ellipsis [ button to find the access
level.

Range Generates the report for the range of accounts. When
you select this option, the From and To fields are
enabled. Enter the name of the accounts to generate the
report.

You can use the ellipsis [ button to find the access
level.

¢. Under Print Data Fields, click None to exclude the data fields or click
All to include all the data fields of the account in the report.
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3. To sort the account list in the report:

a. In the Report - Account dialog box, click the Sort tab.

Report - Account

Accourt Filker  Sort |
Sort Order

Account Mame

& Ascending
" Descending

Bun from Archive Database [~

FErrint Preview

Frint

Ex=port File..

Estim. Pages

LClear Al

Lloze

il

x|

b. Under Sort Order, select the field on which the report must be sorted.

c. Click Ascending or Descending to sort the accounts in the ascending or

descending order.

4. Click Print Preview to view the Account Report prior to printing.

5. Click Print to send the report to your printer.

6. Click Close to return to the Reports window.

Attendance Report

The Attendance Report helps to know the entry and exit details of the card holders
who have presented their card in the reader of the tracking area. The Administrator

required this report for audit.

To generate the attendance report:

1. In the Reports window, select the Attendance report and click Report
Options. The Report - Attendance dialog box appears.

Report - Attendance

Attendance Filterl Sart I

x|

Run from Archive Databaze [~

Frint Preview

Frint

Export File..

Estim. Pages

Clear &l

Cloze

e

Tracking Area:

Tracking and Mustering Areas j
r— Card Holder

@ Al

" One

" Group
—Date Range

From : [Bugust 25, 2005 J [o :II [o :II
Ta: [Bugust 25, 2005 J [23 :Il [5s j
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2. To filter the tracking area, card holder, and date:

a. Click the Attendance Filter tab.

b. Select an area in the Tracking Area list. The areas or branches
configured in Tracking Area are listed.

Tip: To include all the areas, select Tracking and Mustering Areas in

the Tracking list.

c. Select one of the following options for filtering the card holders under

Card Holders:

Table 17-3 Describing the card holder filter options for Attendance

report

Filter Option

Description

All

Generates the report for all the card holders in the
specified area.

One

Generates the report for a single card holder.

When you select this option, the Card Number and Name
fields are enabled. Enter the card number or name of the
card holder to generate the report.

You can use the ellipsis [:] button to find the card holder.

Group

Generates the report for a particular group.

When you select this option, the Access Level and Note
Field ficlds are enabled. Enter the access level and select
the note field to generate the report. If you select a note
field, the text box appears next to it and enables you to
enter the value for the note field.

You can use the ellipsis [ button to find the access level.

d. To filter the report for a specific period, under Date Range, click the
ellipsis [ button next to the From or To fields and select the date in the

calendar.

e. To specify the time range, enter the time in hours and minutes for the
From and To fields.

3. To sort the attendance report:

a. Click the Sort tab.

b. Under Sort Order 1, select the field by which the report must be sorted.

c. Click Ascending or Descending to sort the list in the ascending or
descending order of the selected field.

d. Under Sort Order 2, select the field by which the report must be sorted
in the second level.
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e. Click Ascending or Descending to sort the list in the ascending or
descending order of the selected field.

4. Click Print Preview to view the report prior to printing it.
5. Click Print to send a copy of the report to your printer.

6. Click Close to return to the Reports window.

Card Report

The Card Report is generated based on the selected account or on the all the accounts
that are available for the operator. This report enables you to obtain the details of card
holders holding a card, the card status and access level.

To generate the attendance report:

1. Inthe Reports window, select the Card report and click Report Options. The
Report - Card dialog box appears.

Report - Card
Card Filter | Sort | Advanced Card Holder Fiter | Run from Archive Database [~
Card Mumber Print Preview |
Fraom :
= Al li | Prirt |
£ e JLE Export Fil
rpart File..
' Range I . | G |
Estim. Pages |
Account:
IAvaiIabla Accounts j Clear Al |
Card Holder : Card Status :
f Lo fa =l Close |
Access Level : Activation Date Range:
| | ] |
Door/Reader : Expiration D ate Fange:

| 3 — Y —

Mo. of columnsg to print
& Prirt fewer columng

" Piint all columns

2. To filter the card details:
a. Click the Card Filter tab.

b. Select one of the following options for filtering the cards, under Card
Number:

Table 17-4 Describing the options for filtering the card number

Filter Option | Description

All Generates a report for all cards.
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Table 17-4 Describing the options for filtering the card number

Filter Option | Description

One Generates a report for a single card.

When you select this option, the From field is enabled.
Enter the card number to generate the report.

You can use the ellipsis [ button to find the card number.

Group Generates the report for a range of cards.

When you select this option, the From and To fields are
enabled. Enter the first card number of the range in From
and last card number of the range in To.

You can use the ellipsis [ button to find the card number.

c. Select any of the following options, to filter the cards further based on
the selected option:

« Account

« Card Holder

« Access Level

« Door/Reader

« Card Status

« Activation Date Range

« Expiration Date Range

Note: You can use the ellipsis [] button to search for these options.

@

d. Under No. of columns to print,

« Select Print fewer columns if you want the report to contain
only basic details of the card such as account, first name, last
name, access level, and status.

 Select Print all columns if you want the report to contain all the
details of the card.

3. To sort the card report:
a. Click the Sort tab.
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x
Card Holder Filker ~ Sort | Advanced Card FiIterI B from Archive Distabase [

—Sort Orderl ———————————— Prirt Preview

Frint

& Ascending .
" Descending Ex=port File..

—Sort Orderd——————————— Estim. Pages

I First Mame = l

LClear Al
& Ascending

" Descending

Al

Lloze

~Sort Orderd—————
I Mot Sorted = l

& Ascending
" Descending

Under Sort Order 1, select the field by which the report must be sorted
in the first level.

Click Ascending or Descending to sort the list in the ascending or
descending order of the selected field.

Under Sort Order 2, select the field by which the report must be sorted
in the second level. If you select Not Sorted the report is sorted on the
basis of the field selected in Sort Order 1.

Click Ascending or Descending to sort the list in the ascending or
descending order of the selected field.

Under Sort Order 3, select the field by which the report must be sorted
in the third level. If you select Not Sorted, the report is sorted on the
basis of the field selected in Sort Order 1 and/or Sort Order 2.

Click Ascending or Descending to sort the list in the ascending or
descending order of the selected field.

4. To filter cards based on card holder categories, click the Advanced Card
Holder Filter tab.
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Report - Card x|

Card FiIterI Sort

— Card Holder

Bun from Archive Database [~

FErrint Preview

— Badge Print Status |

& Both & Bath Frint |

 Attached  Printed -

' Unattached " Mot Printed Export File.. |
—PFin #1 —Badge Back Estim, Pages |

& Both & Both

© Assigned © Assigned Clear All |

' Unassigned ' Unassigned

Lloze

— Badge Front
& Both

© Assigned
' Unassigned

™ Custom Access Level

The Card Report is filtered according to the status of:
* Card Holder - Attached (to the card), Unattached, or Both.
* PIN #1 (number) - Assigned (to the card), Unassigned, or Both.

* Badge Front and/or Badge Back - Assigned (to the card), Unassigned,
or Both.

* Badge Print Status - Printed, Not Printed, or Both.

5. Select the Custom Access Level check box to include all cards that have
custom access levels assigned to them.

6. Click Print Preview to view the report prior to printing it.
7. Click Print to send a copy of the report to your printer.

8. Click Close to return to the Reports window.

Card Frequency Report

The Card Frequency Report enables you to generate a report to know the number of
times a card holder has accessed a particular reader using the card. This report also
helps the user to obtain the details of the unused cards and to prevent any misuse of
the card.

To generate a card frequency report:

1. In the Reports window, select the Card Frequency report and click Report
Options. The Report - Card Frequency dialog box appears.
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Report - Card Frequency

Date and Time Filter | Frequency FiIterI Card Halder FiIterI

E3
B franmdmehive Datatese

Frint Preview

—Date Range
From : ITuesda}l,ApriI‘IZ 2005| J lﬂ_jl . lﬂ_jl
To:  [Tuesday. Apil 12,2005 J Ej ] Fj

Frint

el

Export File..

— Daily Time Range

™ Oy list events between these hours each day

E stim. Pages

Clear &l

ek

Cloze

Fram : Ta:
Ty A
Time Zone :

I[GMT+DS:30] Chennai, Kaolkata, Mumbai, Mew Delhi

Hours

a. Click the Date and Time Filter tab.

2. To filter the records based on the specific date and time ranges:

b. Under Date Range, select the From and To dates using the ellipsis []

button.

c. Enter the From and To time (in hours and minutes) in the corresponding

boxes.

d. To generate reports for events that occurred during the specified period,
select the Only list events between these hours each day check box,
under Daily Time Range. The From and To text boxes are enabled.

Doaily Time Range

V' Oy list events between these hours each day

Fram : Ta: L=
Time Zone :

I[GMT+DS:30] Chennai, Kaolkata, Mumbai, Mew Delhi

L«

e. Inthe From and To boxes, enter the time range (in hours and minutes).

f. Select the standard time zone in the Time Zone list.

3. To set the card frequency limits:

a. Click the Frequency Filter tab.
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@

@

Report - Card Frequency x|
Diate and Time Filler  Frequency Filter | Card Holder FiIterI Furifrar &retive Database T
 Frequenicy Frint Preview |
Lower Frequency Limit : Upper Frequency Limit :
|1| IEDD Frint |
™ Zera Frequency Export File.. |
I LF?C‘B‘:C" ' Estim. Pages |
eader :
I _I Clear &l |
Acocess Level:
I | Filker AD4s. .. | Close |
r— Dispozition
' None

" Deactivate and Report cards that are between the limits
" Deactivate, Detach and Report cards that are between the Limits

" Reassign cards between limits to Access Level

INone VI

Note: Frequency Filter is used for finding the reader or the access area in
which cards are less-frequently accessed. This helps you to take some action
on the particular reader or the access area like unlocking the reader always.

. Under Frequency, type the Lower Frequency Limit and Higher

Frequency Limit to filter cards between these limits.

Note: If you want to generate a report on cards that are not used, select the
Zero Frequency check box.

. To generate the card frequency reports by filtering the readers, type the

Reader name under Location or select the reader by clicking the
ellipsis [ button.

. To generate the frequency filter reports for access areas, type the Access

Area name under Location or select the access area by clicking the
ellipsis [ button.

. To include only certain devices, click Filter ADVs to select the ADVs.

In the Filter Devices dialog box, select the appropriate ADV or ADV
type from the tree and click OK.

Under Disposition, select one of the following actions that must be
performed on the cards that are filtered for frequency report:

» None: Perform no action on the cards.

« Deactivate and Report cards that are between the limits:
Deactivate and generate a report for the cards whose access
frequency falls between the frequency limits.

« Deactivate, Detach and Report cards that are between the
limits: Deactivate, detach and generate the report for the cards
whose access frequency falls between the frequency limits.
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« Reassign cards between limits to Access Level: Reassign and
generate the report for the cards whose access frequency falls
between the frequency limits.

4. To generate card frequency report based on the card holders:

a. Click the Card Holder Filter tab.

Report - Card Frequency x|
D ate and Time FiIterI Frequency Filker  Card Halder Filker | Run from Archive Database [~
First Mame: : Last Mame : Print Preview |
Il J I J Print |
Card Mumber :
I— J Export File.. |
Tracking Area : E stim. Pages |
I.Not Uszed j
Clear &l |
Card Codes : Account:
[w]*/alid Card ﬂ Iaccount‘l j |
[w] Trace Card Close
[w|D'oar Unlocked LI
Mote Field
Field : Fram : Ta:

b. Type the First Name and Last Name of the card holder, or select them
by clicking the ellipsis [ button.

c. Type the Card Number of the card holder or select it by clicking the
ellipsis [ button.

d. To generate the card frequency reports of the card holders accessing a
specific area, select an area in the Tracking Area list that are
configured in Tracking and Mustering Area.

e. Select one or more Card Codes which define the card transaction.

f. Select the Note Fields to be displayed in the report. You can also
specify the range if you select the numerical note field.

5. Click Print Preview to view the report prior to printing.
6. Click Print to print the card frequency report.
7. Click Close to return to the Reports window.
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Card History Report
The Card History report contains the history of card transactions and events.
To generate a card history report:

1. In the Reports window, select the Card History report and click Report
Options. The Report - Card History dialog box appears.

x
Date and Time Filter | Transaction FiIterI Card Holder FiIterI Run from Archive Database [~
—Date Fange Frint Preview |
SO iy 1y (5, 2005 J [o j - [o j Bt |
To:  [Fiday. May D5, 2005 J |23 :II ] |59 j e |
wport File..

— Daily Time Range st [Frges
[~ Oy list events between these hours each day

Fram : Ta: el

o B
Time Zone :

| (GMT +05:30) Cherinai, Kolkata, Mumbai, New Delhi |

ek

Cloze

2. To filter records based on the specific date and time ranges:
a. Click the Date and Time Filter tab.

b. Under Date Range, select the From and To dates using the ellipsis []
button.

c. Enter the From and To time (in hours and minutes) in the corresponding
boxes.

d. To generate reports for events occurring during a particular period,
select the Only list events between these hours each day check box,
under Daily Time Range. The From and To text boxes are enabled.

e. Inthe From and To boxes, enter the time range (in hours and minutes).
f. Select the standard time zone in the Time Zone list.

3. To filter the report based on the type of card events:
a. Click the Transaction Filter tab.
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Report - Card History x|

Date and Time Filter  Transaction Filter | Card Holder F\Iterl B from Archive Database [

Piint Previ |
Account: IAccount‘I j i TeEw

Print |

Expart File.. |

Card Estim. Pages |
WV T ransactions IV Acknowledgements

¥ Clears ¥ Operator Messages Clear All |

Filter ADV's... | ™ Sott on Sequence ID Close |

b. Select an account in the Account list.

c. To filter the report based on the card behaviors, select the following
options, under Card:

Table 17-5 Describing the card options for filtering card events

Card Option Description

Transactions Reports card events of all transactions such as normal,
alarm, or host grant.

Clears Reports the card alarm events that were cleared by the
operator.

Acknowledgements | Reports the card alarm events that were acknowledged
by the operator.

Operator Messages | Reports the card alarm events that were provided with
an operator message.

d. To filter the transactions performed on specific ADVs (devices), click
Filter ADVs. The Filter Devices dialog box appears.

e. Double-click the branch (folder) to select a all the devices in the branch.
OR

Expand the branch and double-click a device to select the particular device of
the branch.

f. Click OK to return to the Report - History dialog box.

g. Click the Sort on Sequence ID check box to sort the report by the
sequence number of each action.
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When a new event is identified, it is given a sequence ID and any change in
the event carries a new sequence ID.

When a report is sorted by the Sequence ID, the events of the specific ID are
grouped together in a chronological order. This makes it easier to view
relative to other system-wide events.

4. To filter card events based on the card holders:

a. Click the Card Holder Filter tab.

Caution: Do not select too many options for selection criteria, as it may
A result in not finding records meeting the selected criteria.
Date and Time Fllterl Transaction Fiter ~ Card Holder Filter | B fram Archivelitatase [T
First Mame : Last Mame IDracIe i
|| J I J Brirt Preview |
IEard Mumber : J IF!Eader : J - |
Tracking Area : Export File.. |
I.NotUsed j Estin. Pages |
Card Codes :
w1 alid Card ﬂ ﬂ
[w] Trace Card .
[W|Doar Urlocked =l Email. |
Mote Figld Eax.
Field : Fram To:
I ﬂ I I Close |
| =l |
| =l |

b. Type the First Name and Last Name of the card holder, or select them
by clicking the ellipsis [ button.

c. Type the Card Number of the card holder or select it by clicking the
ellipsis [ button.

d. To generate the card history reports of the card holders accessing a
specific area, select an area in the Tracking Area list that are
configured in Tracking and Mustering Area.

e. Select one or more Card Codes which define the card transaction.

f. Select the Note Fields to be displayed in the report. You can also
specify the range if you select the numerical note field.

5. Click Print Preview to view the report prior to printing.
6. Click Print to print the card history report.

7. Click Cleose to return to the Reports window.
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Card Holder Report
The Card Holder report displays the list of card holder details.
To generate a card holder report:

1. In the Reports window, select the Card History report and click Report
Options. The Report - Card Holder dialog box appears.

x
Card Holder Filter | Sort I Advanced Card FiIterI Riun fram Archive Database 7
r— Card Holder Print Preview |
o Al Frorn [Last Marne] : Ta [Last Mame] :
(-h Dne I J I—J 4|P”nt
L= Export File.. |
Acocess Level: Aot T — |
J IAccount‘I j
Clear &l |
— Mot Field:
& Mone Field : Fram : To:
oAl I.None vl Cloze |
7 Select I_None vl
J I.None 'l
I.None 'l
I.None 'l

2. To filter the card holders based on card holder name, access level:
a. Click the Card Holder Filter tab.

b. Under Card Holder, select the following options to filter card holders
based on last name:

Table 17-6 Describing the options for filtering card holders

Option Description
All Generates the report that includes all the card holders.
One Generates the report for a single card holder detail. When

you select this option, the First (Last Name) is enabled.
Enter the last name of the card holder in First (Last Name)
to generate a report for this card holder.

Range Generates the report for a range of card holders. When you
select this option, the First (Last Name) and Last (Last
Name) are enabled. To specify the range, enter the starting
last name of the card holder in First (Last Name) and
ending last name in the Last (Last Name).

c. To filter the report based on the card holders’ access level, select it in the
Access Level list.
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d. To filter the report based on the card holders’ account, select it in the
Account list. To include all the accounts, select Available Accounts.

e. To include the note fields in the report, select the following options
under Note Fields.

Table 17-7 Describing the options for filtering note fields

Option

Description

None

To include NO note fields in the report.

All

To include all the note fields in the report.

Select

To select a specific note field that must be included in the

report. When you select this option, the ellipsis [ button
beneath the Select option is enabled.

1. Click the ellipsis [ button to display the Select Note
Fields dialog box.

Select Note Fields x|

Mote Fields :

card holder nate
Mame plates

Cancel |

2. Select the note fields that must be included in the

report.
3. Click OK to return to the Report - Card Holder dialog
box.
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Table 17-7 Describing the options for filtering note fields

Option

Description

Field

To filter the note fields information that must be displayed
in the report. The number of drop-down lists depend on the
number of available note fields.

When you select a note field, the From and To fields are
enabled.

— Mot Field:
 Hone Field : Fram : To:
Al IEoIor | IBIue | IHed |
% Select I.None 'l
J I.None 'l
I.None 'l
I.None 'l

1. Enter the corresponding information in the From and
To fields. These fields are case-sensitive, if the note
field template is defined for a note field.

Example: If you select Color in Field and you select Blue
in From and Red in To, the card holder details that contain
Blue through Red colors are included in the report.

3. To sort the report in the ascending or descending order of a specific field:

a. Click the Sort tab.

Report - Card Holder

Card Holder Fiter  Sort |

x|

Advanced Card FiIterI Bur from Archive Database [T

& Ascending
" Descending

—Sart Orderl Print Preview |
Frint |

& Ascending .
" Descending Ex=port File.. |
—Sort Orderd——————————— Estim. Pages |
IFirst M ame VI |

LClear Al

Lloze

& Ascending
" Descending

~Sort Orderd—————
I Mot Sorted = l

b. Under Sort Order 1, select the field by which the report must be sorted

in the first level.

c. Click Ascending or Descending to sort the list in the ascending or
descending order of the selected field.
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d. Under Sort Order 2, select the field by which the report must be sorted
in the second level. If you select Not Sorted the report is sorted on the
basis of the field selected in Sort Order 1.

e. Click Ascending or Descending to sort the list in the ascending or
descending order of the selected field.

f. Under Sort Order 3, select the field by which the report must be sorted
in the third level. If you select Not Sorted the report is sorted based on
the field selected in Sort Order 1 and/or Sort Order 2.

g. Click Ascending or Descending to sort the list in the ascending or
descending order of the selected field.

4. To filter the cards based on the card details, click the Advanced Card Filter

™ Prirt no. of photos assigned

tab.
Report - Card Holder x|
[ard Holder FiIterI Gt Advanced Card Filter | B fram Arehive Database [T
Card IDracIe 'l
" Attached FErrint Preview |
 Unattached
% Eath Fritit |
— Photao: Signature: Ex=port File.. |
" Aszigned No. " Aszigned No.
= = Estim. Pages
= = I
' Unassigned ' Unassigned LClear Al |
&+ Bath &+ Bath
Email.. |
™ Prirt all cards
Fax.. |

™ Print no. of signatures assigned Lloze

The Card Holder report is filtered according to the status of:
* Card - Attached (to the card holder), Unattached, or Both.

* Number of Photos or Signatures - Assigned (to the card), Unassigned,
or Both.

5. Select the following check boxes to set global parameters for information to be
included in the report:

* Print all cards (assigned to the card holder)

* Print no. of photos assigned

* Print no.of signatures assigned
6. Click Print Preview to view the report prior to printing it.
7. Click Print to send a copy of the report to your printer.

8. Click Clese to return to the Reports window.
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Card Holder Tab Layout Report
To generate the card holder tab layout report:

1. In the Reports window, select the Card Holder Tab Layout report and click
Report Options. The Report - Card Holder Tab Layout dialog box appears.

Report - Card Holder Tab Layout x|
Account Filker | Bun from Archive Database [~

FErrint Preview
Account:

Frint

Ex=port File..

Estim. Pages

LClear Al

Al

Lloze

2. To filter the card holder tab layout by an account, select it in the Account list.
If you want to include card holder tab layouts of all the account, select
Available Accounts in the Account list.

Note: The Card Holder Tab Layout report shows the “Note Fields” associated
with each Tab on the Card Holder Layout.

@

3. Click Print Preview to view the report prior to printing it.
4. Click Print to send a copy of the report to your printer.

5. Click Clese to return to the Reports window.

Command File Report
To generate a command file report:

1. In the Reports window, seclect the Command File report and click Report
Options. The Report - Command File dialog box appears.

x
Command File Filker | Sort I Rur from Archive Database [T
— Command file Frint Preview
Fram :
Al I j Frint
' ne To:

Export File..

" Range I j

Estim. Pages

Clear &l

Cloze

e

2. To filter command files to be included in the report,

a. Click the Command File Filter tab.
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b. Under Command File, select one of the following options:

Table 17-8 Describing the options for filtering card holders

Option Description
All Generates the report that includes all the command files.
One Generates the report for a single command file. When you

select this option, the From field is enabled. Enter the name
of the command file to generate the report.

You can use the ellipsis [ button to find the access level.

Range Generates the report for the range of command files. When
you select this option, the From and To fields are enabled.
To specify the range, enter the starting command file name
in From and the ending command file name in To.

You can use the ellipsis (] button to find the command
files.

3. To sort the list in the report in the ascending or descending order:

a. Click the Sort tab.

Report - Command File x|
Command File Filker ~ Sort | Fun fram drchive Database [©

Sort Order———————— Frint Preview

I ame = Frint

& Ascending

Export File..
" Descending

Estim. Pages

Clear &l

e

Cloze

b. Under Sort Order, select the field by which the list in the report must
be sorted.

c. Click Ascending or Descending to sort the list in chronological order or
reverse order.

4. Click Print Preview to view the report prior to printing it.
5. Click Print to send a copy of the report to your printer.

6. Click Close to return to the Reports window.
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Control Area Report

The Control Area report displays the branches or devices that are configured in
Control Area.

To generate a control area report:

1. In the Reports window, select the Control Area report and click Report
Options. The Report - Control Area dialog box appears.

Report - Control Area x|
Filter | Fun fram drchive Database [©

Frint Preview

Frint

Export File..

Estim. Pages

Clear &l

e

Cloze

No filter or sort options are provided for the control area report.
2. Click Print Preview to view the Access Area Report prior to printing.
3. Click Print to send the report to your printer.

4. Click Close to return to the Reports window.

Device Map Report

To generate a device map report:

1. In the Reports window, select the Device Map report and click Report
Options. The Report - Device Map dialog box appears.

Report - Device Map ﬂ
Device Filker | Bur fram &rchive Database [T

Device : Frint Preview

Fritit

[~ Print ADY Name

Export File..
I~ Use Double Spacing

| Fiitit one zard per page Estim: Fages

Clear &l

Pl R

Cloze
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2. Under Device Filter, select the Print ADV Name check box to include the
abstract device names in the report.

3. To filter the devices to be included in the report, select a device in the Device
list.

Device:

A corresponding tab with additional filter options is added to the dialog box.

Servers:

— The Device Map Report can include communication servers or all other
servers. You are also provided with an option to display all or a range of

Servers.
x
Device Filter  Server Filter | Run from &rchive Database [
— Print Print Preview

& Commurication Servers

Frint
€ Al Other Servers

Export File..

— Servers to Print

oy Estim. Pages
c B | 4
" One To: Clear All

e

Cloze

— To select the type of server:

a. Click the Server Filter tab. It is displayed by default when you select
the device as Servers.

b. Under Print, select the type of server; Communication Servers or All
Other Servers.

— To select the range of servers:
a. Under Servers to Print, select one of the following options:
« All - to include all the servers
¢ One - to include a single server that you select in the From field.

« Range - to include a range of servers that you select in the From
and To fields.
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« You can use the ellipsis [ button to select a server.

Loops

— The Device Map Report displays the details of a single loop like C-100,
485/PCI of all or the selected communication server. You are also provided
with an option to display the details of all or a range of loops.

x
Device Filter  Loop Filter | Bun from Archive Database [
Type FErrint Preview |
(6‘ [ " 485/PCI C PSeries  { RS-232Pott ot
............ i |
Communication Server :
I J Export File.. |
Loops ta Print Estim. Pages |
Fram :
& Al | J Clear 4l |
 One To:

" Range I J g

— To select the type of loop:

a. Click the Loop Filter tab. It is displayed by default when you select the
device as Loops.

b. Under Type, select the type of loop; C100, 485/PCI, P-Series or
RS-232 Port.

c. Enter the name of the Communication Server to include only the loops
that are available in the selected communication server. You can use the
ellipsis [] button to select the communication server.

— To select the range of loops:
a. Under Loops to Print, select one of the following options:
« All - to include all the loops.
» One - to include a single loop that you select in the From field.

« Range - to include a range of loops that you select in the From
and To fields.

*  You can use the ellipsis [ button to select a loop.

Panels

— The Device Map Report can display the details of a single panel like
P-Series, NS2+ of all or the selected loop. You are also provided with an
option to display the details of all or a range of loops.

Document 7-001009, Revision 01 17-37 WIN-PAK User’s Guide



Reports
Generating and Printing a Report

x
Device Fiter  Panel Filter | Fiur from Archive D atabase [
~ Type Frint Preview |
" PSeries " Direct P-Series " Remote P-Series —
il |
& W-1000/F/-2000 7 H52+ 7 Galawy
Export File.. |
 Vista
Estim. Pages |
Loop
[ J Clear Al |
— Panels ta Print
Fram : Cloze |
= Al | J
" One Ta:
" Range I J
™ Print &dvanced Options

— To select the type of loop:

a. Click the Panel Filter tab. It is displayed by default when you select the
device as Panels.

b. Under Type, select the type of panel; P-Series, Direct P-Series,
Remote P-Series, N-1000/PW-2000, NS2+ or Galaxy.

c. Enter the name of the Loop to include the panel of this loop. You can
use the ellipsis [ button to select the communication server.

Note:

@

* The Loop option is disabled, if the Galaxy, Vista, or Direct P-Series
panel type is selected.

* The Loop option changes to Modem Pool, if the Remote P-Series
panel type is selected.

— To select the range of panels:
a. Under Panels to Print, select one of the following options:
« All - to include all the panels.
« One - to include a single panel that you select in the From field.

« Range - to include a range of panels that you select in the From
and To fields.
¢ You can use ellipsis [ button to select a loop.

— To include the advanced option details of a panel, select the Print
Advanced Options. This option is enabled only for the N-1000/PW-2000
panel type.

CCTYV Switcher

— The Device Map Report can display the details of a CCTV Switcher of all
or the selected communication server. You are also provided with an option
to display the details of all or a range of CCTV switchers.
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" Range I J Llear all

x
Device Filter  Switcher Filker | Bun fram Archive Database [~
. FErint Preview |
Communication Server :
Il J Pririt |
Devices to Print )
Frarm : Ex=port File.. |
o
= I J Estim. Pages |
 One To:

Lloze

— To select the communication server:

a. Enter the name of the Communication Server to include the CCTV
Switcher of this loop. You can use the ellipsis [ button to select the
communication Server.

— To select the range of switchers:
a. Under Devices to Print, sclect one of the following options:
« All - to include all the CCTV switchers.

e One - to include a single CCTV switcher that you select in the
From field.

« Range - to include a range of CCTV switchers that you select in
the From and To fields.

*  You can use ellipsis [ button to select a loop.

Modem Pool

— The Device Map Report can display the details of a single loop like C-100,
485/PCI of all or the selected communication server in the modem pool.
You are also provided with an option to display the details of all or a range
of loops.
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x
Dievice Fiter  Loop Filker | Bun from Archive Database [
Type FErrint Preview |
’7 « C100 " 485/PCI " PSeries ‘ .
: Frint |
Communication Server :
I J Ex=port File.. |
Loops ta Print Estim. Pages |
Fram :
& Al | J Clear &l
" One Ta: |

" Range I J g

— To select the type of loop:

a. Click the Loop Filter tab. It is displayed by default when you select the
device as Modem Pools.

b. Under Type, select the type of loop; C100, 485/PCI, or P-Series.

c. Enter the name of the Communication Server to include the loop of
this server. You can use the ellipsis [ button to select the
communication server.

— To select the range of loops:
a. Under Loops to Print, select one of the following options:
« All - to include all the loops.
« One - to include a single loop that you select in the From field.

« Range - to include a range of loops that you select in the From
and To fields.

« You can use the ellipsis [ button to select a loop.
RapidEye

— The Device Map Report can display the details all or a range of access
DVPROs.
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Device Filker  RapidEye Filtsr |

Devices to Print

From :
“ & |
" One Ta
" Bange I

=
Bun fram Archive Database [~

Frint Preview
Frint

Export File.

Estim. Pages

Clear &l

Close

il

— To select the range of access DVPROs:

a. Click the RapidEye Filter tab. It is displayed by default when you

select the device as RapidEye.

b. Under Devices to Print, select one of the following options:

o All - to include all the access DVPRO servers.

« One - to include a single access DVPRO server that you select in

the From field.

« Range - to include a range of access DVPRO servers that you

select in the From and To fields.

*  You can use the ellipsis [ button to select an access DVPRO

server.

Fusion

— The Device Map Report can display the details all or a range of Fusion
DVR devices.
x|

Dievics Filter  Fusion Filter |

Devices to Print

Fram :
= i |
" One Ta
" Range I

Bun from Archive Database [~

FErrint Preview
Frint
Ex=port File..
Estim. Pages

LClear Al

il

Lloze
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— To select the range of Fusion DVR servers:

a. Click the Fusion Filter tab. It is displayed by default when you select
the device as Fusion.

b. Under Devices to Print, select one of the following options:
« All - to include all the Fusion DVR servers.

¢ One - to include a single Fusion DVR server that you select in the
From field.

« Range - to include a range of Fusion DVR servers that you select
in the From and To fields.

« You can use the ellipsis [ button to select a loop.
4. Click Print Preview to view the report prior to printing it.
5. Click Print to send a copy of the report to your printer.

6. Click Close to return to the Reports window.

Floor Plan Report

To generate a floor plan report:

1. In the Reports window, select the Floor Plan report and click Report
Options. The Report - Floor Plan dialog box appears.

X
Flaor Plan Filker | Sart I Fun fram drchive Database [©
Flaar Plans to Print Pritit Presview
Fram :
@ Al [tam view = Print
' ne To:

Export File..

" Range IAIarm Wiew j
Estim. Pages

Ietafile Name : Clear Al

e

INone j
ADV Tupe Cloze
Jau |

ADY

| |

2. To filter floor plans to be included in the report,
a. Click the Floor Plan Filter tab.

b. Select one of the following options under Floor Plans to Print:

Table 17-9 Describing the options for filtering floor plans

Option Description

All Generates the report that includes all the floor plans.
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Table 17-9 Describing the options for filtering floor plans

Option Description

One Generates the report for a single floor plan. When you select
this option, the From field is enabled. Enter the name of the
floor plan to generate the report.

You can use the ellipsis [] button to find the floor plan.

Range Generates the report for the range of floor plans. When you
select this option, the From and To fields are enabled. To
specify the range, enter the starting floor plan name in
From and the ending floor plan in To.

You can use the ellipsis L] button to find the floor plan.

3. To filter floor plans based on metafiles, select the Metafile Name in the list.

4. To filter a specific ADV, select an ADV Type in the list and enter the name of
the ADV. Use the ellipsis [ button to find an ADV.

5. To sort the list in the report in the ascending or descending order:
a. Click the Sort tab.

b. Under Sort Order, select the field by which the list in the report must
be sorted.

c. Click Ascending or Descending to sort the list in chronological order or
reverse order.

6. Click Print Preview to view the report prior to printing it.
7. Click Print to send a copy of the report to your printer.

8. Click Clese to return to the Reports window.

Galaxy Panel Log Report

Galaxy Panel Log report is used for tracking the events happening at the Galaxy panel.
This report can be generated if you procured license for the Galaxy feature in
WIN-PAK.

To generate a Galaxy Panel Log report:

1. In the Reports window, select the Galaxy Panel Log report and click Report
Options. The Report - Galaxy Panel Log dialog box appears.
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2. To filter date and time of the log events to be included in the report:
a. Click the Date and Time Filter tab.

b. Under Date Range, select the From and To dates using the ellipsis []
button.

c. Enter the From and To time (in hours and minutes) in the corresponding
boxes.

d. To generate reports for messages sent and received during a particular
period, select the Only list events between these hours each day check
box, under Daily Time Range. The From and To text boxes are
enabled.

e. Inthe From and To boxes, enter the time range (in hours and minutes).
f. Select the standard time zone in the Time Zone list.

3. To filter log type of the log events to be included in the report:
a. Click the Log Filter tab.

Lloze

zl
Date and Time Filter  Log Filter | Bun from Archive Database [
-
anel:
I J Frirt |
Log Type
¥ Zone Ex=port File.. |
' Graup Estim. Pages |
v User
IV Madule Clear Al |

b. Click the ellipsis [] button next to Panel to open Select dialog box.
c. Search for the panel and click OK.
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d. Under Log Type, select the log types such as Zone, Group, User, or
Module.

4. Click Print Preview to view the report prior to printing it.
5. Click Print to send a copy of the report to your printer.

6. Click Close to return to the Reports window.

Guard Tour Report

To generate a guard tour report:

1. In the Reports window, select the Floor Plan report and click Report
Options. The Report - Guard Tour dialog box appears.
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Fram :
o Al I j Pririt |
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2. To filter guard tours that must be included in the report,
a. Click the Guard Tour Filter tab.

b. Under Guard Tours to Print, select one of the following options:

Table 17-10 Describing the options for filtering guard tours

Option Description
All Generates the report that includes all the guard tours.
One Generates the report for a single guard tour. When you

select this option, the From ficld is enabled. Enter the name
of the guard tour to generate the report.

You can use the ellipsis [ button to find a guard tour.

Range Generates the report for the range of guard tours. When you
select this option, the From and To fields are enabled. To
specify the range, enter the starting guard tour name in
From and the ending guard tour in To.

You can use the ellipsis [ button to find a guard tour.
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3. To filter the check point types, select one of the Check Point Type to Include
options.

4. To sort the list in the report in the ascending or descending order:
a. Click the Sort tab.

b. Under Sort Order, select the field by which the list in the report must
be sorted.

c¢. Click Ascending or Descending to sort the list in chronological order or
reverse order.

5. Click Print Preview to view the report prior to printing it.
6. Click Print to send a copy of the report to your printer.

7. Click Close to return to the Reports window.

History Report
To generate a history report:

1. In the Reports window, select the History report and click Report Options.
The Report - History dialog box appears.
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Date and Time Filter | Transaction FiIterI Card Halder FiIterI Alarm FiIterI Rium from Archive Database [2
—Date Fange Frint Preview |
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#port File..
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Time Zone :
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2. To filter the records based on the specific date and time ranges:
a. Click the Date and Time Filter tab.

b. Under Date Range, select the From and To dates using the ellipsis []
button.

c. Enter the From and To time (in hours and minutes) in the corresponding
boxes.
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d. To generate reports for events occurring during a particular period,
select the Only list events between these hours each day check box,
under Daily Time Range. The From and To text boxes are enabled.

e. Inthe From and To boxes, enter the time range (in hours and minutes).
f. Select the standard time zone in the Time Zone list.

3. To filter the report based on the type of card events:
a. Click the Transaction Filter tab.

v Clears V¥ Operator Messages Clear &l

x

Date and Time Filker  Transaction Filter | Card Holder FiIterI Alarm FiIterI Fiun from Archive Database 7
Frint Preview |
r— Tranzaction Type: Print |

¥ Alam |+ Operator ¥ Card
v Systern Alarm ¥ Database ¥ Guard Expoit File.. |
—larm & Card Estim. Pages |
¥ Tranzactions v Acknowledgements |

Filter ADWs... | ™ Sort on Sequence 1D Clase

b. To filter the report based on the transaction types, select the following
options, under Transaction Types:

Table 17-11 Describing the transaction types for filtering history

details

Card Option Description

Alarm Reports transactions of type alarms.

System Alarm Reports system type alarms (not wired points) such as
Poll Response alarms.

Operator Reports operator activities, such as log on and log off.

Database Reports basic database activities, such as update,
delete or add action to a particular database.

Card Reports all card events.

Guard Reports all guard tour events.
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c. To filter the options based on the alarm and card behaviors, select the
following options, under Alarm & Card:

Table 17-12 Describing the Alarm & Card options for filtering history

details
Card Option Description
Transactions Reports card events of all transactions such as normal,
alarm, or host grant.
Clears Reports the card alarm events that were cleared by the

operator.

Acknowledgements | Reports the card alarm events that were acknowledged
by the operator.

Operator Messages | Reports the card alarm events that were provided with
an operator message.

d. To filter the transactions performed on specific ADVs (devices), click
Filter ADVs. The Filter Devices dialog box appears.

e. To select a device, expand the corresponding folder and double-click a
device.

Note: The devices of the Galaxy panel and/or Vista panel are also displayed,
if you have procured the license for the Galaxy panel and/or Vista panel
features in WIN-PAK.

@

f. To select all the devices in a folder:

« Double-click the corresponding folder. The Set Device Selection
for a Control Area dialog box appears.

 Click an appropriate option and click OK. The dialog box is
closed.

g. After selecting the required devices, click OK in the Filter Devices
dialog box to return to the Report - History dialog box.

h. Click the Sort on Sequence ID check box, if you want the report to be
sorted by the sequence number given to each action in the data base.

When a new event is identified, it is given a sequence ID and any change
carries a new sequence ID.

When a report is sorted by the Sequence ID, the ID number groups the events
together in chronological order. This makes it easier to view information
relative to other system-wide events.

4. To filter the card events based on the card holders:

a. Click the Card Holder Filter tab.
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A

Report - History

Date and Time Fi\lerl Transaction Filter  Card Holder Filter | Alarm Fillerl

Caution: Do not select too many options for the selection criteria, as it may
result in not finding records meeting the selected criteria.
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b. Type the First Name and Last Name of the card holder, or select them
by clicking the ellipsis [ button.

c. Type the Card Number of the card holder or select it by clicking the
ellipsis [ button.

d. To generate the card history reports of the card holders accessing a
specific area, select an area in the Tracking Area list that are
configured in Tracking and Mustering Area.

e. Select one or more Card Codes which define the card transaction.

f. Select the Note Fields to be displayed in the report. You can also
specify the range if you select the numerical note field.

5. To filter further on alarm events:

a. Click the Alarm Filter tab.
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b. In the Alarm Point text box, enter the device or point name. You can
also use the ellipsis [] button to find the device or point on which the
alarms to be viewed.

c. Select the Alarm States that must be included in the report.

Note: The options in Alarm Filter tab are enabled, only if you have selected
Alarms transaction type in the Transaction Filter tab.

6. Click Print Preview to view the report prior to printing.
7. Click Print to print the card history report.

8. Click Close to return to the Reports window.

Holiday Group Report
To generate a holiday group report:

1. In the Reports window, select the Holiday Group report and click Report
Options. The Report - Holiday Group dialog box appears.

x
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2. To filter the holiday groups to be included in the report,
a. Click the Holiday Group Filter tab.
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b. Under Holiday Group, select one of the following options:

Table 17-13 Describing the options for filtering holiday groups

Option

Description

All

Generates the report that includes all the holiday groups.

One

Generates the report for a single holiday group. When you
select this option, the From ficld is enabled. Enter the name
of the holiday group to generate the report.

You can use the ellipsis (] button to find the holiday group.

Range

Generates the report for the range of holiday groups. When
you select this option, the From and To fields are enabled.
To specify the range, enter the starting holiday group name
in From and the ending holiday group in To.

You can use the ellipsis [ button to find the holiday group.

3. To sort the list in the report in the ascending or descending order:

a. Click the Sort tab.

b. Under Sort Order, select the field by which the list in the report must

be sorted.

c. Click Ascending or Descending to sort the list in chronological order or

reverse order.

4. Click Print Preview to view the report prior to printing it.

5. Click Print to send a copy of the report to your printer.

6. Click Close to return to the Reports window.

Note Field Template Report

To generate an access area report:

1. In the Reports window, select the Access Area report and click Report
Options. The Report - Note Field Template dialog box appears.

Report - Note Field Template

Account Filber |

Accout:

Account]

x|

Bur fram &rchive Database [

Frint Preview
Frint
Export File..
Estim. Pages

Clear &l

e

Cloze
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2. To filter the note field templates based on an account, select an Account under
Account Filter.

3. Click Print Preview to view the report prior to printing.
4. Click Print to send the report to your printer.

5. Click Close to return to the Reports window.

Operator Report
To generate a report on operators:

1. Inthe Reports window, select the Operator report and click Report Options.
The Report - Operator dialog box appears.
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2. To filter the operators to be included in the report,
a. Click the Operator Filter tab.

b. Under Operator, select one of the following options:

Table 17-14 Describing the options for filtering operators

Option Description
All Generates the report that includes all the operators.
One Generates the report for a single operator. When you select

this option, the From field is enabled. Enter the name of the
operator to generate the report.

You can use the ellipsis [ button to find an operator.

Range Generates the report for the range of operators. When you
select this option, the From and To fields are enabled. To
specify the range, enter the first operator name in From and
the last operator name in To.

You can use the ellipsis [ button to find an operator.

3. To sort the list in the report in the ascending or descending order:

a. Click the Sort tab.
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b. Under Sort Order, select the field by which the list in the report must
be sorted.

c. Click Ascending or Descending to sort the list in chronological order or
reverse order.

4. Click Print Preview to view the report prior to printing it.
5. Click Print to send a copy of the report to your printer.

6. Click Close to return to the Reports window.

Operator Actions Report

The Operator Actions report is an Audit Report for the Administrator to monitor the
actions performed by the operator using WIN-PAK User Interface. This report can be
generated based on the operator levels, devices, and operator actions.

To generate an operator actions report:

1. In the Reports window, select the Operator Actions report and click Report
Options. The Operator Actions Report dialog box appears.

2. To filter the operator actions based on the date and time range:

a. Click the Date and Time tab.

r. Operator Actions Repork ll
Date and Time | Operator Actions | Operators | Devices| Sort Drder | Fiun from Archive Database [~
— Date and Time Range Run Repart |
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Cloze
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b. Under Date and Time Range, sclect the From and To dates using the
ellipsis =] button.

c. Enter the From and To time (in hours and minutes) in the corresponding
boxes.

d. To generate reports for actions occurring during the specified period,
select the Only list operator actions between this hours each day
check box, under Time Range. The From and To text boxes are
enabled.
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e. In the From and To boxes, enter the time range (in hours and minutes).
3. To filter only the specific operator actions:
a. Click the Operator Actions tab.

b. Under Operator Actions, select or clear the operator actions to be
included or excluded. By default all the actions are selected.

Tip: Click Select All to select all the actions or click Deselect All to
clear all the actions.

4. To filter the list of operators to monitor their actions:
a. Click the Operators tab.

b. Under Operators, sclect or clear the operators to be included or
excluded. By default all the operators are selected.

Tip: Click Select All to select all the operators or click Deselect All to
clear all the operators.

5. To filter the devices on which the actions are performed:
a. Click the Devices tab.

b. Under Devices, select or clear the devices to be included or excluded.
By default all the devices are selected.

Tip: Click Select All to select all the devices or click Deselect All to
clear all the devices.

6. To sort the report based on report columns:
a. Click the Sort Order tab.

b. Under Sort Field, in First Sort, select the field in the list by which the
report must be sorted.

c. In the adjacent list, select the sort order; Ascending or Descending.

d. Repeat steps b and ¢ for defining Second Sort, Third Sort and Fourth
Sort.

Note: To define the n+1% sort, you must have defined n™ sort. For example,
to define Third Sort, you must have defined Second Sort.

7. To set the default filter criteria, click Default Filters.

8. Click Run Report to generate the report. The Operator Actions Report
window is displayed in a separate window.
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Toolbar buttons on the report

You can perform additional operations on this report using the toolbar available on the
top of the Operator Actions Report window.

The following image illustrates the toolbar buttons:

|gErint...|m]|@‘i||:|m|@\@\|907° vl||2"'13 |eﬁack@Fgrwardx@i|'@

Table 17-15 Defining toolbar buttons

Toolbar button Description
% Print Sends the report to the printer.
B Co Copies the content of the report and it can be pasted in any of the text
py applications like Word, Excel, Notepad.
# Find Searches for a particular text in the report. When you click this

button, the Find dialog box appears. Enter the text and click Find
Next.

Changes the view of the report to a single page. This button is

O Sinole P . .
Single Page enabled, only when you view the report in multiple pages.

Changes the view of the report to multiple pages. To view multiple
pages, click and select the number of pages in the drop-down list
box.

B Multiple Pages

Reduces the size of the page display. This button is disabled, when

Q. Zoom Out
the page size is less than or equal to the window size.
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Table 17-15 Defining toolbar buttons

Toolbar button Description
@ Zoom In Enlarges the size of the page display.
Zoom Reduces or enlarges the size of the page display based on the

selected percentage.

Previous Page

Displays the previous page of the report. This button is disabled, if
you are in the first page.

Next Page

Displays the next page of the report. This button is enabled, if you
are in the last page.

Page No./Total no. | Displays the “page number of the current page/total number of
of pages pages”. To move to the desired page, type the page number in the
text box and press ENTER.
@ Move Displays the previously viewed page. Note that it is not the previous
Backward page.

© Move Forward

Functions reverse to the Move Backward button.

Export Buttons
3% Excel Exports the report to the excel sheet.
8 HTML Exports the report to the html page.

£ ASCII Text

Exports the report to the text file.

T PDF

Exports the report to the PDF file.

TIFF

Exports the report to the image file in TIFF format.

Note: When you click the Export button, Save Report to... dialog box appears. Browse
through the desired folder, change the file name and click Save. By default the file is saved
in My Documents folder with the name Operator Action Report.

9. Click Clese to close Operator Actions Report dialog box.
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Operator Level Report

To generate a report on operator levels:

1. In the Reports window, select the Operator Levels report and click Report
Options. The Report - Operator Level dialog box appears.
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2. To filter the operator levels to be included in the report:
a. Click the Operator Level Filter tab.

b. Under Operator Level, select one of the following options:

Table 17-16 Describing the options for filtering operator levels

Option Description
All Generates the report that includes all the operator levels.
One Generates the report for a single operator level. When you

select this option, the From field is enabled. Enter the name
of the operator level to generate the report.

You can use the ellipsis L] button to find an operator level.

Range Generates the report for the range of operator levels. When
you select this option, the From and To fields are enabled.
To specify the range, enter the first operator level name in
From and the last operator level name in To.

You can use the ellipsis [ button to find an operator level.

3. To sort the list in the report in the ascending or descending order:
a. Click the Sort tab.

b. Under Sort Order, select the field by which the list in the report must
be sorted.

c. Click Ascending or Descending to sort the list in chronological order or
reverse order.

4. Click Print Preview to view the report prior to printing it.
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5. Click Print to send a copy of the report to your printer.

6. Click Close to return to the Reports window.

Schedule Report

To generate a schedule report:

1. In the Reports window, select the Schedule report and click Report Options.
The Report - Schedule dialog box appears.
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2. To filter the schedules to be included in the report,
a. Click the Schedule Filter tab.

b. Under Schedule, select one of the following options:

Table 17-17 Describing the options for filtering schedules

Option Description
All Generates the report that includes all the schedules.
One Generates the report for a single schedule. When you select

this option, the From field is enabled. Enter the name of the
schedule to generate the report.

You can use the ellipsis [] button to find a schedule.

Range Generates the report for the range of schedules. When you
select this option, the From and To fields are enabled. To
specify the range, enter the first schedule name in From and
the last schedule name in To.

You can use the ellipsis [ button to find a schedule.

3. To sort the list in the report in the ascending or descending order:
a. Click the Sort tab.

b. Under Sort Order, select the field by which the list in the report must
be sorted.
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c. Click Ascending or Descending to sort the list in chronological order or

reverse order.

4. Click Print Preview to view the report prior to printing it.

5. Click Print to send a copy of the report to your printer.

6. Click Close to return to the Reports window.

Time Zone Report

To generate a time zone report:

1. In the Reports window, select the Time Zone report and click Report
Options. The Report - Time Zone dialog box appears.

Report - Time Zone

Time Zone Filter | Sort I Advanced Time Zone FiIterI
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2. To filter the time zones to be included in the report,

a. Click the Time Zone Filter tab.

b. Under Time Zone, select one of the following options:

Table 17-18 Describing the options for filtering time zones

Option Description
All Generates the report that includes all the time zones.
One Generates the report for a single time zone. When you select

this option, the From field is enabled. Enter the name of the
time zone to generate the report.

You can use the ellipsis L] button to find a time zone.

Range Generates the report for the range of time zones. When you
select this option the From and To fields are enabled. To
specify the range, enter the first time zone name in From
and the last time zone name in To.

You can use the ellipsis [ button to find a time zone.

3. To sort the list in the report in the ascending or descending order:

a. Click the Sort tab.
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b. Under Sort Order, select the field by which the list in the report must
be sorted.

c. Click Ascending or Descending to sort the list in chronological order or
reverse order.

4. To perform advanced filter on time zones:

a. Click the Advanced Time Zone Filter tab.

x
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Time Zone Print Preview
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b. Under Time Zone, select one of the following options:

Table 17-19 Describing the time zone options

Option Description

Used Generates the report only on the used time zones.
Unused Generates the report only on the unused time zones.
Both Generates the report on the used and unused time zones.

5. Click Print Preview to view the report prior to printing it.
6. Click Print to send a copy of the report to your printer.

7. Click Clese to return to the Reports window.
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Tracking and Mustering Area Report

To generate a tracking and mustering area report:

1. In the Reports window, select the Tracking and Mustering Area report and
click Report Options. The Report - Tracking and Mustering Area dialog
box appears.

Report - Tracking and Mustering Area ﬂ
Filter | Run from &rchive Database [

Frint Preview

Frint

Export File..

Estim. Pages

Clear &l

e

Cloze

No filter or sorting options are provided for the access area report.
2. Click Print Preview to view the Access Area Report prior to printing.
3. Click Print to send the report to your printer.

4. Click Close to return to the Reports window.
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Appendix

Cold Restart on Power-surge

Caution: A cold restart of the access control panel sometimes occurs if there is a
! serious power surge on the power or communication lines. This causes corruption of
the panel’s database and time functions.

The PW-2000 panels address the time problem by generating a system alarm
99 (Panel Database, System Alarms, Panel Reset Alarm) when the panel
experiences a cold restart.

WIN-PAK then sends the current Time and Date to the panel within 60
seconds of receiving this alarm. The default time and date after a cold restart is
January 1st, Monday at 12:00 a.m. This time stamp appears on activities in the
Event view and History report.

Panel Time is critical to the proper operation of the muster function as the most
recent event is used to determine the tracking or muster status of a card holder.

If a card is presented to the Muster reader and the time and date stamp is earlier
than the stamp from another reader location, there is no change of status to the
Muster (safe) location.

In the event that the card database is lost or corrupted at the muster reader,
WIN-PAK recognizes all read-types (Not Found, Time Zone, Normal, Trace,
PIN Violation, and Expired) as valid muster reads, provided that the time is
later than the previous card read as described above.

This function eliminates the need to reload cards or to have host grant enabled to a
muster panel during a muster event. Only Valid and Trace card reads count at a
Tracking reader.

@

Note: Honeywell recommends that the muster panel has the host grant feature set to
disabled to optimize system communication in the event the panel would go through a
cold restart.
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